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Avaya IX Messaging
Server Installation Guide

The Server Installation Guide is designed to be used as a reference when deploying Avaya IX Messaging at a given site.
While the settings and configuration of each site differs, the way in which Messaging is installed at each site is very
similar. For example, no matter which type of integration a site is using (e.g. SIP, SMDI, etc.) with their PBX, Messaging
installer is designed to be as consistent as possible to allow technicians to easily deploy & configure each site. Other than
the specific integration related settings or site specific settings (e.g. PBX and voice server’s IP addresses, extension
numbers, etc.), the installation experience will largely remain identical from deployment to deployment.

As a final note, please keep in mind that the procedures shown in this guide are not always meant to be followed literally.
This guide will often use IP addresses, user names or other values which will vary from site to site. Using the values which
are shown on this guide as an example can easily be a cause for improper integration.
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Notice

While reasonable efforts have been made to ensure
that the information in this document is complete and
accurate at the time of printing, Avaya assumes no lia-
bility for any errors. Avaya reserves the right to make
changes and corrections to the information in this docu-
ment without the obligation to notify any person or
organization of such changes.

Documentation disclaimer

“Documentation” means information published in vary-
ing mediums which may include product information,
operating instructions and performance specifications
that are generally made available to users of products.
Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version
of Documentation unless such modifications, additions,
or deletions were performed by or on the express
behalf of Avaya. End User agrees to indemnify and
hold harmless Avaya, Avaya's agents, servants and
employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subse-
quent modifications, additions or deletions to this docu-
mentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of
any linked websites referenced within this site or Docu-
mentation provided by Avaya. Avaya is not responsible
for the accuracy of any information, statement or con-
tent provided on these sites and does not necessarily
endorse the products, services, or information
described or offered within them. Avaya does not guar-
antee that these links will work all the time and has no
control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware
and software. Refer to your sales agreement to estab-
lish the terms of the limited warranty. In addition,
Avaya’s standard warranty language, as well as infor-
mation regarding support for this product while under
warranty is available to Avaya customers and other
parties through the Avaya Support website: https://sup-
port.avaya.com/helpcenter/ getGenericDetails?detai-
[1d=C20091120112456651010 under the link “Warranty
& Product Lifecycle” or such successor site as desig-
nated by Avaya. Please note that if You acquired the
product(s) from an authorized Avaya Channel Partner
outside of the United States and Canada, the warranty
is provided to You by said Avaya Channel Partner and
not by Avaya.

“Hosted Service” means an Avaya hosted service sub-
scription that You acquire from either Avaya or an
authorized Avaya Channel Partner (as applicable) and
which is described further in Hosted SAS or other ser-

vice description documentation regarding the applica-
ble hosted service. If You purchase a Hosted Service
subscription, the foregoing limited warranty may not
apply but You may be entitled to support services in
connection with the Hosted Service as described fur-
ther in your service description documents for the appli-
cable Hosted Service. Contact Avaya or Avaya
Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PUR-
CHASE AN AVAYA HOSTED SERVICE SUBSCRIP-
TION FROM AVAYA OR AN AVAYA CHANNEL
PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE
AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/
LICENSEINFO UNDER THE LINK “Avaya Terms of
Use for Hosted Services” OR SUCH SUCCESSOR
SITE AS DESIGNATED BY AVAYA, AND ARE APPLI-
CABLE TO ANYONE WHO ACCESSES OR USES
THE HOSTED SERVICE. BY ACCESSING OR USING
THE HOSTED SERVICE, OR AUTHORIZING OTH-
ERS TO DO SO, YOU, ON BEHALF OF YOURSELF
AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGE-
ABLY AS “YOU” AND “END USER”), AGREE TO THE
TERMS OF USE. IF YOU ARE ACCEPTING THE
TERMS OF USE ON BEHALF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY TO THESE TERMS OF USE. IF YOU DO
NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT
WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SER-
VICE OR AUTHORIZE ANYONE TO ACCESS OR
USE THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON
THE AVAYA WEBSITE, HTTPS://SUP-
PORT.AVAYA.COM/LICENSEINFO, UNDER THE
LINK “AVAYA SOFTWARE LICENSE TERMS (Avaya
Products)” OR SUCH SUCCESSOR SITE AS DESIG-
NATED BY AVAYA, ARE APPLICABLE TO ANYONE
WHO DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM AVAYA
INC., ANY AVAYA AFFILIATE, OR AN AVAYA CHAN-
NEL PARTNER (AS APPLICABLE) UNDER A COM-
MERCIAL AGREEMENT WITH AVAYA OR AN
AVAYA CHANNEL PARTNER. UNLESS OTHERWISE
AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE
WAS OBTAINED FROM ANYONE OTHER THAN
AVAYA, AN AVAYA AFFILIATE OR AN AVAYA
CHANNEL PARTNER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE
SOFTWARE WITHOUT A LICENSE. BY INSTALLING,
DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON



HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
https://support.avaya.com/helpcenter/getGenericDetails?detailId=C20091120112456651010
https://support.avaya.com/helpcenter/getGenericDetails?detailId=C20091120112456651010
https://support.avaya.com/helpcenter/getGenericDetails?detailId=C20091120112456651010
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO

BEHALF OF YOURSELF AND THE ENTITY FOR
WHOM YOU ARE INSTALLING, DOWNLOADING OR
USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER”), AGREE TO THESE TERMS AND CON-
DITIONS AND CREATE A BINDING CONTRACT
BETWEEN YOU AND AVAYA INC. OR THE APPLICA-
BLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the
license types described below, with the exception of
Heritage Nortel Software, for which the scope of the
license is detailed below. Where the order documenta-
tion does not expressly identify a license type, the
applicable license will be a Designated System License
as set forth below in the Designated System(s) License
(DS) section as applicable. The applicable number of
licenses and units of capacity for which the license is
granted will be one (1), unless a different number of
licenses or units of capacity is specified in the docu-
mentation or other materials available to You. “Soft-
ware” means computer programs in object code,
provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hard-
ware products, and any upgrades, updates, patches,
bug fixes, or modified versions thereto. “Designated
Processor” means a single stand-alone computing
device. “Server” means a set of Designated Processors
that hosts (physically or virtually) a software application
to be accessed by multiple users. “Instance” means a
single copy of the Software executing at a particular
time: (i) on one physical machine; or (ii) on one
deployed software virtual machine (“VM”) or similar
deployment.

License types

Designated System(s) License (DS). End User may
install and use each copy or an Instance of the Soft-
ware only: 1) on a nhumber of Designated Processors
up to the number indicated in the order; or 2) up to the
number of Instances of the Software as indicated in the
order, Documentation, or as authorized by Avaya in
writing. Avaya may require the Designated Proces-
sor(s) to be identified in the order by type, serial num-
ber, feature key, Instance, location or other specific
designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifi-
cally for this purpose.

Concurrent User License (CU). End User may install
and use the Software on multiple Designated Proces-
sors or one or more Servers, so long as only the
licensed number of Units are accessing and using the
Software at any given time. A “Unit” means the unit on
which Avaya, at its sole discretion, bases the pricing of
its licenses and can be, without limitation, an agent,
port or user, an e-mail or voice mail account in the
name of a person or corporate function (e.g., webmas-
ter or helpdesk), or a directory entry in the administra-
tive database utilized by the Software that permits one
user to interface with the Software. Units may be linked

to a specific, identified Server or an Instance of the
Software.

Named User License (NU). You may: (i) install and use
each copy or Instance of the Software on a single Des-
ignated Processor or Server per authorized Named
User (defined below); or (ii) install and use each copy
or Instance of the Software on a Server so long as only
authorized Named Users access and use the Software.
“Named

User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software.
At Avaya’s sole discretion, a “Named User” may be,
without limitation, designated by name, corporate func-
tion (e.g., webmaster or helpdesk), an e-mail or voice
mail account in the name of a person or corporate func-
tion, or a directory entry in the administrative database
utilized by the Software that permits one user to inter-
face with the Software.

Copyright

Except where expressly stated otherwise, no use
should be made of materials on this site, the Documen-
tation, Software, Hosted Service, or hardware provided
by Avaya. All content on this site, the documentation,
Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the
content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property
laws including the sui generis rights relating to the pro-
tection of databases. You may not modify, copy, repro-
duce, republish, upload, post, transmit or distribute in
any way any content, in whole or in part, including any
code and software unless expressly authorized by
Avaya. Unauthorized reproduction, transmission, dis-
semination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a vir-
tual machine. Each product has its own ordering code
and license types. Note, unless otherwise stated, that
each Instance of a product must be separately licensed
and ordered. For example, if the end user customer or
Avaya Channel Partner would like to install two
Instances of the same type of products, then two prod-
ucts of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software pro-
grams or portions thereof included in the Software or
Hosted Service may contain software (including open
source software) distributed under third party agree-
ments (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the
Software (“Third Party Terms”). As required, informa-
tion regarding distributed Linux OS source code (for
those products that have distributed Linux OS source
code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that



apply is available in the products, Documentation or on
Avaya’s website at: https:// support.avaya.com/Copy-
right or such successor site as designated by Avaya.
The open source software license terms provided as
Third Party Terms are consistent with the license rights
granted in these Software License Terms, and may
contain additional rights benefiting You, such as modifi-
cation and distribution of the open source software.
The Third Party Terms shall take precedence over
these Software License Terms, solely with respect to
the applicable Third Party Components to the extent
that these Software License Terms impose greater
restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec is
distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF A CON-
SUMER OR OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO (i) ENCODE VIDEO
IN COMPLIANCE WITH THE AVC STANDARD (“AVC
VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT
WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED
FROM A VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG
LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL
PARTNER’S HOSTING OF AVAYA PRODUCTS OR
SERVICES. THE PRODUCT OR HOSTED SERVICE
MAY USE THIRD PARTY COMPONENTS SUBJECT
TO THIRD PARTY TERMS AND REQUIRE A SER-
VICE PROVIDER TO BE INDEPENDENTLY
LICENSED DIRECTLY FROM THE THIRD PARTY
SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE
AUTHORIZED IN WRITING BY AVAYA AND IF
THOSE HOSTED PRODUCTS USE OR EMBED CER-
TAIN THIRD PARTY SOFTWARE, INCLUDING BUT
NOT LIMITED TO MICROSOFT SOFTWARE OR
CODECS, THE AVAYA CHANNEL PARTNER IS
REQUIRED TO INDEPENDENTLY OBTAIN ANY
APPLICABLE LICENSE AGREEMENTS, AT THE
AVAYA CHANNEL PARTNER’S EXPENSE,
DIRECTLY FROM THE APPLICABLE THIRD PARTY
SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA
CHANNEL PARTNER IS HOSTING ANY PRODUCTS
THAT USE OR EMBED THE G.729 CODEC, H.264
CODEC, OR H.265 CODEC, THE AVAYA CHANNEL
PARTNER ACKNOWLEDGES AND AGREES THE
AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR
ANY AND ALL RELATED FEES AND/OR ROYAL-
TIES. THE G.729 CODEC IS LICENSED BY SIPRO
LAB TELECOM INC. SEE WWW.SIPRO.COM/CON-
TACT.HTML. THE H.264 (AVC) CODEC IS LICENSED

UNDER THE AVC PATENT PORTFOLIO LICENSE
FOR THE PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (I) ENCODE VIDEO IN COM-
PLIANCE WITH THE AVC STANDARD (“AVC
VIDEQ”) AND/OR (Il) DECODE AVC VIDEO THAT
WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED
FROM A VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC)
CODECS MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP:// WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibil-
ity for complying with any applicable laws and regula-
tions, including, but not limited to laws and regulations
related to call recording, data privacy, intellectual prop-
erty, trade secret, fraud, and music performance rights,
in the country or territory where the Avaya product is
used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecom-
munications system by an unauthorized party (for
example, a person who is not a corporate employee,
agent, subcontractor, or is not working on your com-
pany's behalf). Be aware that there can be a risk of Toll
Fraud associated with your system and that, if Toll
Fraud occurs, it can result in substantial additional
charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll
Fraud and You need technical assistance or support,
call Technical Service Center Toll Fraud Intervention
Hotline at +1-800-643-2353 for the United States and
Canada. For additional support telephone numbers,
see the Avaya Support website: https://sup-
port.avaya.com or such successor site as designated
by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can
be found in the Security Policies and Support section of
https:// support.avaya.com/security.

Suspected Avaya product security vulnerabilities are
handled per the Avaya Product Security Support Flow
(https:// support.avaya.com/css/P8/documents/
100161515).

Downloading Documentation

For the most current versions of Documentation, see
the Avaya Support website: https://support.avaya.com,
or such successor site as designated by Avaya.
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Contact Avaya Support

See the Avaya Support website: https://sup-
port.avaya.com for product or Hosted Service notices
and articles, or to report a problem with your Avaya
product or Hosted Service. For a list of support tele-
phone numbers and contact addresses, go to the
Avaya Support website: https://support.avaya.com (or
such successor site as designated by Avaya), scroll to
the bottom of the page, and select Contact Avaya Sup-
port.

Trademarks

The trademarks, logos and service marks (“Marks”) dis-
played in this site, the Documentation, Hosted Ser-
vice(s), and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates,
its licensors, its suppliers, or other third parties. Users
are not permitted to use such Marks without prior writ-
ten consent from Avaya or such third party which may
own the Mark. Nothing contained in this site, the Docu-
mentation, Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel, or oth-
erwise, any license or right in and to the Marks without
the express written permission of Avaya or the applica-
ble third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their
respective owners. Linux® is the registered trademark
of Linus Torvalds in the U.S. and other countries.
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AVAYA IS MESSAGING
INSTALLATION SUMMARY

Minimum Hardware Specifications

Specifications for server hardware vary considerably depending upon the environment and the anticipated traffic
capacity. For detailed server specifications, please refer to Avaya's Technical Operating Guidelines.

A client workstation should meet the following minimum hardware specifications:
® Multimedia PC (sound card + speakers for multimedia playback)
® Pentium 4 processor (2.0 GHz)

® Avaya IX Messaging servers must be installed on a RAID 10 hard drive array, including both virtual and physical
machine installations

e 512 MB of RAM

Note: These specifications should be adjusted accordingly depending on other applications that may be
running alongside end user Messaging applications.

In addition to these specifications the client workstations must also be running the following software applications:

® For Web Access: Internet Explorer 6.0+, Mozilla Firefox 3.0+, Apple Safari 4.0+, Google Chrome 3.0+, Edge Chromium
® A media player that can play GSM-compatible WAV files or MP3

® Qutlook 2002 or greater (for Outlook Plug-in only)

Considerations:

Messaging uses a dedicated server to enable high performance operation of the program. Other applications running on
the same server as Messaging can severely reduce the capacity of the voice server. Processing voice, messaging,
presence and telephony data requires a dedicated system if it is to operate quickly and efficiently.

Some pre-requisites and considerations for installing Messaging:

® Email clients must be setup and operating according to specifications.

® (Create all accounts on any cloud-based software where necessary (i.e. Google Apps).
® The corporate telephone system and PBX must be installed and functioning properly.

® The computer that will host Messaging must have its operating system installed, patched and completely updated.
There must also be a functioning connection to the corporate network and to the Internet.

®  What impact will the addition of the voice server have on existing network traffic loads?

® What additional software drivers will be required? (i.e. MS Word)
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Supported Operating Systems

Messaging can be installed on any of the following Windows based operating systems.

e Windows Server 2012 or 2012 R2 - Standard Edition
® Windows Server 2016
® Windows Server 2019

Note: Avaya IX Messaging has only been validated on Windows in English and in French. Other varieties of
Windows may not work as intended.
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Standard Installation Summary

Avaya IS Messaging Installation Summary

This table summarizes the steps needed to setup an Messaging Unified Communications System at your site.

Please refer to the listed documentation for more detailed information about each step.

The installation proceeds from the top of the table downward.

All documents are available from Avaya except for the PBX Documents which should be available from your dealer.

System

Operation

Detailed Documentation

PBX

Install, configure and connect for normal
operation.

PBX Branded Documentation

Voice Server Computer

Configure Server for necessary roles.

Server Install Guide

Install Windows Features

Server Install Guide

Add certificates to the O/S.

Consult your certificate provider

Install Messaging

Server Install Guide

Configure company and users under Messaging.

Server Configuration Guide

Record company telephone greetings.

Server Configuration Guide
Ch22

Add any optional modules to Messaging.

Various

Integrate Messaging with the switch.

Messaging integration
documents

Desktop Workstation

Install the iLink Pro Desktop Client.*

Client Application Guide Ch2

(optional)
Devices Navigate to the device store, download and install | Client Application Guide Ch7ff
(optional) the mobile client.

* The iLink Pro Desktop Client software can be found in the Messaging installation directory.
.../UC/WebClient/Download/UCClientManager.exe (for Windows)
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It can also be downloaded from the corporate UC Server site:

go to user.yourcompany.com, select Software Downloads, then click on the iLink Pro Desktop link.

Passlji%g:et Dm?rﬁtl‘gg{ig E W 3 eb Admin x

Voicemail password or Information and links to User Management for
Application password download desktop and Administrators
= ' ' mobile i:lle_m:saftqta're ' '

_messaging options,
forwarding and more

SRM Portal E UMMonitor E
R
) »

Chrome Java Plugin
Desktop Web Store

Apps

&

Grant

Permission

Maximum System Capacity

Feature Capacity

Company Directory 80,000 entries *

Voice Mailboxes 80,000 - on High Availability Server *
4,800 - on Single Server

Messaging Users 20,000 - on High Availability Server
1,000 - on Single Server

Voice Channels 48 ports - SIP with lwatsu ECS

120 ports - SIP integration, per voice server
2,400 ports - High Availability Environment

Text to Speech Ports 64 ports per server

Automatic Speech 64 ports per server

Recognition
Extension Dialing Unlimited
Number of Tenants 999

* This is 80,000 users in total, with up to 20,000 of those being Advanced users.

For more detailed information, please refer to Avaya’s Technical Operating Guidelines.

Note: Depending on the level of functionality desired, the appropriate license has to be purchased.
Purchase of Messaging itself is insufficient.
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System Requirements and Capacity

General Requirements

Maximum System Capacity

Feature Capacity
Company Directory 80,000 entries
Voice Mailboxes 80,000 - High Availability Server
4,800 - Single Server
Messaging Users 20,000 - High Availability
1,000 - Single Server
Voice Channels 48 ports - SIP with lwatsu ECS

120 ports - SIP integration, per voice server
2,400 ports - High Availability Environment

Text to Speech Ports 64 ports per server

Automatic Speech 64 ports per server

Recognition
Extension Dialing Unlimited
Number of Tenants 999

See the table below for details on calculating this value.
The Distributed Server model moves IMAP CSE functions to a separate server from the primary voice server.
This is 80,000 users in total, with up to 20,000 of those being Advanced users.

Note: Additional licensing may be required to access all program features.

Note: Avaya IX Messaging is a dedicated application which should only be installed as a primary application
on any server. Sharing system resources with other applications may reduce the performance.

Hint: For optimal UC Mobile performance, it is recommended that the maximum number of users within a
single Organizational Unit (OU) be kept below 500.

Bandwidth Requirements

The network bandwidth required to properly support Avaya IX Messaging is dependent upon the number of channels

installed onto the system. As a guide, every channel needs 15 kbps bandwidth for inbound, and another 15 kbps for
outbound traffic.

Recommended Total Bandwidth
# Channels . . .
(incoming + outgoing)
10 300 kbps
20 600 kbps
50 1,500 kbps
100 3 Mbps
2,000 60 Mbps
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Maximum Processing Capacity

Messaging can successfully process up to 4000 messages per minute (combined email and voice) without loss of data,
regardless of the number of users. This includes messages left on and retrieved from the system. Traffic loads in excess
of this value may result in some loss of information or a decrease in performance.

Storage Capacity

The maximum storage capacity for the system is not a function of the software, but a limitation on the hard drive space
available. Be sure to allot sufficient space to handle the expected voice and email traffic for all users, as well as the
average time each message is kept on the system before being deleted.

Hard Drives

Avaya IX Messaging must be installed onto servers with a system with a RAID 10 array. Database performance is tied to
hard disk performance. RAID 10 provides the same or faster read/write speeds when compared to a single hard disk.

Requirements for High Availability Installations

In addition to all of the normal specifications, High Availability installations have several other requirements that must be
met:

® All servers must be in the same local area network.
® All servers must have a minimum 1 GB/s connection to the network.
® The maximum round-trip latency between the servers must be no more than 10 ms.

® The maximum round-trip latency between the voice servers and the PBX must not exceed 200 ms.
Optimal round-trip latency is less than 150 ms.

® The path of connectivity must have 20 MB/s guaranteed bandwidth with no steady-state congestion.

Language Support

The languages supported by Messaging in Release 10.8 are:

Chinese (CN, Mandarin) French Portuguese BR
Chinese (HK, Cantonese) French EU Russian
Chinese (TW, Traditional) German Spanish
Dutch Italian Spanish EU
English Japanese Thai
English UK Korean
English AU
English NZ

One language is included with the program license, with the files for standard English included with the installation
package. Other languages (see the table above) are available for download from Avaya.

Language licenses are not specific to a language. Multiple concurrent languages can be enabled by purchasing additional
languages for the license.

All documentation is available in English only.
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Pre-Installation Considerations

Avaya IX Messaging uses a dedicated server to enable high performance operation of the program. Other applications
running on the same server as Messaging can severely reduce the capacity of the voice server. Processing voice,
messaging, presence and telephony data requires a dedicated system if it is to operate quickly and efficiently.

Before installing Avaya IX Messaging, you must have:

® the corporate telephone system and PBX installed and functioning properly.

® the voice server computer operating system installed and fully patched.

® a3 connection between the voice server to the corporate network and to the Internet.
® all email clients setup and operating according to specifications.

® created all accounts on any cloud-based applications where necessary (i.e. Google Apps).

Some additional items to consider before installing the voice server:

® How many users will there be in each category - voice / email / fax?

® The expected number of messages of each type per day.

® The number of corporate sites / office locations that are being serviced.

® On-premise versus off-site / mobile traffic.

® Integration with email clients and cloud applications.

® Disaster recovery and redundancy planning.

® Theimpact of the voice server on network traffic loads and Internet traffic.

e How will Messaging affect any integrated 3™ party and cloud based applications? Email servers?

® What additional software drivers will be required? (i.e. MS Word)

Avaya IX Messaging Server Installation Guide




System Requirements and Capacity

Estimating the Maximum Numbers of Users

Voice Users

Based upon testing by Avaya, Messaging supports up to 80,000 users (see the table below for test criteria).
Adding users above this value could impact performance, and may lead to loss of data.

CALCULATING AVAYA IX MESSAGING LIMITATIONS FOR VOICE TRAFFIC

Total Number of Mailboxes Supported based upon Performance Testing = 80,000

Assumptions Test Results

% Heavy Users 5% Total Voice Messages per Day 232,000
% Medium Users 30% Total Calls per Day 464,000
% Light Users 65% Total Call Minutes per Day 464,000
# Daily Voice Messages for Heavy Users 15

# Daily Voice Messages for Medium Users 5

# Daily Voice Messages for Light Users 1

Average Message Length (sec) 40

Average Call Length (sec) 60

Number of Channels 2,400

Operating Hours per Day 13

This is 80,000 users in total, with up to 20,000 of those being Advanced users.

Each message is left on the system by the caller, then retrieved by the callee, requiring 2 calls to complete the
messaging process.

Avaya IX Messaging Server Installation Guide




System Requirements and Capacity

Legacy Licensing (Esna)

This section applies to customers with existing licenses issued by Esna. For Officlinx / IX Messaging licenses purchased
through Avaya, please refer to the WebLM Licensing (Avaya) section on page 28.

Soft License

Avaya IX Messaging program authorization is managed through a “soft” license. Activation of the program (UC, UM, eFax,
etc.), capacity (ports and mailboxes) and features (ASR, TTS) requires an Internet connection. Messaging uses this
connection to periodically contact the Avaya license server to enable continued use of the program at the appropriate
service level. If the connection to the Internet is lost for a long enough period, then the software will fall into Demo Mode
until the connection is re-established. Renewing a license, upgrading or adding new features can be completed with a
telephone call to customer service and a refreshing of the license.

Initial Installation

During the initial installation, the administrator will enter the Serial Number and Site ID information included with the
installation package. These numbers are unique for each site. The program will also generate a hardware profile of the
server computer which becomes a part of the license.

After the initial installation, if the server hardware changes (i.e. the program has been moved to a new server), Messaging
will again require an on-line activation with the Site ID and Serial Number to rebuild the license file. This is only permitted
once by the software, and subsequent hardware changes will cause the program to immediately revert to Demo Mode.
Contact customer service to reactivate the license in this case.

Normal Operation

Once Messaging has been installed and is operating, the program will contact the Avaya license server each day through
the Internet for authentication. In the case of a connection failure or other errors that prevent authorization, the program
will continue to operate properly for 28 days. If the problems are not corrected and the connection re-established before
then, the program will revert to Demo Mode. When errors with authentication do occur, the administrator will receive
notifications from Messaging with details of the problem.

If the program detects that the license details are different between the Messaging and license servers, and no updates
have been included, the system will immediately revert to Demo Mode until the issue can be resolved.

In the case where 2 computers are associated with the same license, only the first machine to be authenticated will
receive the license. The second machine must wait up to 24 hours for authorization, and only if the first machine has
relinquished the license.

License Upgrades

To upgrade the Messaging license, such as adding new features or adding more ports or mailboxes, contact your
customer service representative. The new details are added to the license server and an email is sent to the administrator
with a reminder to refresh the license. The next time that the program contacts the license server for authentication, it
will see that the licenses do not match due to the upgrade, and it will prompt the administrator to refresh the license.

To activate the upgrades, run the license activation wizard (UCLicenseUpgrade.exe), verify the updated terms for the
license, and click the “Set as Active License” button.

Until the license has been updated, Messaging will continue to operate at its previous levels for another 28 days, then it
will revert to Demo Mode if it has still not been refreshed.

Avaya IX Messaging Server Installation Guide




System Requirements and Capacity

License Expiration

Term based licenses last for a specific length of time. As the program nears its termination date, it will begin sending the
administrator email reminders that the license is due to expire soon. These messages are sent at 90 days, 60 days, and 30
days prior to expiration. For the last 15 days, notifications will be sent out daily. If the license has not been renewed by
the expiration date, the program will continue to operate, but at only 25% of its former capacity. For example, if there
were 100 ports and 100 mailboxes licensed, there will now only be 25 ports and 25 mailboxes available on the system.
This reduction lasts for 60 days, with reminders sent to the administrator each day, and then Messaging will fall into
Demo Mode until a new license is purchased.

The program can be reactivated at any time once a new term has been purchased and the license is refreshed. Please
make the necessary arrangements in plenty of time to avoid any disruptions in service.

Offline Verification

For sites that do not permit access to the Internet for security reasons, customers can request an installation that uses
Offline License Verification. The licensing information resides upon the voice server computer and does not need to be
refreshed each day. This installation comes with a hardware USB dongle/key, and a license file that is copied to the hard
drive of the voice server. This file contains the hardware profile and licensed feature information that normally resides on
the Avaya license server. Both are required for the program to be authorized.

Any hardware changes or program upgrades require a new license file. These are generated by the customer service
department and are sent to the customer. Run the license activation routine again to enable updates.

High Availability Licensing

In a High Availability (HA) installation, only the Primary connects to the license server. The Consolidated Server, and all
Secondary Servers, get their licensing information from the Primary. Therefore, it is imperative that the Primary Server is
the first one installed and operating because the other servers will install only the features appropriate to the license
data they receive from the Primary.

Demo Mode

The program can be put into Demo Mode for many reasons, such as the license expiring, or an extended loss of
connection to Avaya's license server.

Demo Mode maintains all of the previously licensed features, but operational capacity is reduce to a single port with 10
mailboxes. No data or settings are lost from the mailboxes, but there will be problems with access.

Messaging will continue to run in Demo Mode until the cause for the service reduction has been addressed (i.e. a new
license is purchased, and fixing connection problems).
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WebLM Licensing (Avaya)

This section applies to current customers that purchased the product through Avaya. For long term customers that
purchased Officelinx through Esna, please refer to the Legacy Licensing (Esna) section on page 26.

Soft License

Avaya IX Messaging program authorization is managed through a “soft” license. Activation of the program (UC, UM, eFax,
etc.), capacity (ports and mailboxes) and features (ASR, TTS) is controlled by the license which resides on a server on your
corporate network. Messaging uses the corporate network to regularly contact the Avaya WebLM license server to
enable continued use of the program at the appropriate service level. If the connection to the license server is lost for a
long enough period, then the software will fall into Demo Mode until the connection is re-established. Renewing a

license, upgrading or adding new features can be completed with a telephone call to customer service and a refreshing of
the license.

Host ID and License File

During the initial installation, the administrator must create a Host ID from the WebLM License Server. This number is
then sent to Avaya so that a license file can be generated and sent back to the customer. lItis this license file that
Officelinx / Messaging read to unlock the program features.

Afterwards, if the server hardware changes (i.e. the program has been moved to a new server), the license file must be

replaced. Generate a new Host ID from the WebLM server and send that to Avaya Customer Service to receive an
updated file.

Normal Operation

Once Messaging has been installed and is operating, the program is in constant contact with the WebLM license server
for authentication. In the case of a connection failure or other errors that prevent authorization, the program will
continue to operate properly for 28 days. If the problems are not corrected and the connection re-established before
then, the program will revert to Demo Mode. When errors with authentication do occur, the administrator will receive
notifications from Messaging with details of the problem.

License Upgrades

To upgrade the Messaging license, such as adding new features or adding more ports or mailboxes, contact your
customer service representative. The new details will be added to the license file and an email is sent to the

administrator for them to refresh the license. You may be required to generate a new Host ID number from the WebLM
server.
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License Expiration

Term based licenses last for a specific length of time. As the program nears its termination date, it will begin sending the
administrator email reminders that the license is due to expire soon. These messages are sent at 90 days, 60 days, and
30 days prior to expiration. For the last 15 days, notifications will be sent daily. If the license has not been renewed by
the expiration date, the program will continue to operate, but at only 25% of its former capacity. For example, if there
were 100 mailboxes licensed, there will now only 25 mailboxes available on the system. This reduction lasts for 60 days,

with reminders sent to the administrator each day, and then Messaging will fall into Demo Mode until a new license is
purchased.

The program can be reactivated at any time once a new term has been purchased and the license file is refreshed. Please
make the necessary arrangements in plenty of time to avoid any disruptions in service.

High Availability Licensing

In a High Availability (HA) installation, only the Primary voice server connects to the WebLM license server. The
Consolidated Server, and all Secondary Servers, get their licensing information from the Primary. Therefore, it is
imperative that the Primary Server is the first one installed and operating because the other servers will install only the
features appropriate to the license data they receive from the Primary.

Demo Mode

The program can be put into Demo Mode for many reasons, such as the license expiring, or an extended loss of
connection to the license server.

Demo Mode maintains all of the previously licensed features, but operational capacity is reduce to 10 mailboxes. No
data or settings are lost from the mailboxes, but there will be problems with access.

Messaging will continue to run in Demo Mode until the cause for the service reduction has been addressed (i.e. a new
license is purchased, and fixing connection problems).
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License Expiration Milestones

These benchmarks apply to all licenses (legacy and WebLM).

Time Before Expiration Action Taken
+90 days eMail Administrator
+60 days eMail Administrator
+30 days eMail Administrator
+15 days to 0 days daily eMails to Administrator
License Expires
Demo Mode

Licensing Grace Periods and Actions

Condition Grace Period |Action Taken after Grace Period
Failure to authenticate license 28 days Demo Mode

Upgraded license not activated 28 days Demo Mode

1st Hardware change

- Refresh license to continue

2nd Hardware change - Demo Mode

- Demo Mode

License Mismatch (not an upgrade)
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Network Requirements and Specifications

Avaya IX Messaging can exist as a standalone server on a local area network which allows for network-based user and
system administration.

For proper deployment, connect the Messaging server through the NIC interface and then boot up the server. A 1GB/s or
better connection is recommended, but 100 kbps is acceptable.

Warning: There can be a maximum of 2 network cards installed in a single server computer.

Note: The Messaging server must be provided with sufficient administrative rights to the network so it can
co-exist as another workstation on your local area network. For more information contact your LAN
Administrator.

The following is an example of how Messaging can be configured within an organization’s network. By having a network
infrastructure as shown here, you can ensure the functionality of the Messaging server within the organization while
protecting all assets through the necessary security measures (e.g. firewall) from Internet or other external connections.

Data Network Segment

To office network

Internet

Firewall

Public Ports (required for access to UC Services
from public Internet):

B

80 (HTTP): Web Client and Gadget access
443 (HTTPS): Secure Web Client and Gadget access
PBX Avaya IX Messaglng 25 (SMTP): Fax services via eMail-to-fax

Server

Voice Network Segment
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Before adding Messagin%, you must have on of the following operating systems
installed and fully patched:

® Windows Server 2012 or 2012 R2 - Standard Edition
® Windows Server 2016

® Windows Server 2019

Note: It is recommended that the operating system be installed on a partition with at least 100 GB of space.
This is in addition to any space requirements set aside for Avaya IX Messaging.

Note: Disable the User Access Control (UAC) feature of Windows to ensure proper operation of the
software. Refer to the Server Install Guide for more details.
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TCP/IP ports used by the application
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25 VPIM-Smart Host Supported | Used for VM networking | Out SMTP o o| 0| o 1
80 Web Access In HTTP o oo o °
135 MAPI/RPC Contactand Calendar | g, | \apy/RPC .
Synchronization
389 LDAP Connector AD Synch Both LDAP ) ) 2
443 Web Access [IS Secure Services In ° ° °
443 Access to OEM Avaya License Service In HTTPS o | o °
445 Microsoft File Sharing File Sharing Both TCP oo 0|0 o0
465/587 SMTP VPIM Google Mail Mail Common Out TLS/SSL ° ° °
2439 Sybase Mobilink Database Connection Both TCP o| o | o °
2638 IXM Admin Sybase MMC Service Both TCP ) o o o
5060 SIP Channels Voice Application Both SIP uDP o | o o °
5061 SIP Channels Voice Application Both SIP TLS
8201 UC Nuance Loader - Speech Server/Client ASR Both TCP UDP o o o )
10008 AACC Call Center Integration Both TCP o | o
11000 UM Monitor Local App Services Both TCP UDP o o o °
12000 WebLM License Service Both TCP o | o
13777 iLink Pro Desktop UC Mobile Both TCP ° ° °
13780 ASR Distributed Speech Service Both TCP UDP o | o o )
13888 CTIClient Manager UC CTI manager Both TCP UbDP oo o o °
20002-x RTP Media Voice Application Both UDP L ) °
52233 WebLM License Service Both TCP | o
Nuance Speech Suite Nuance Watcher Daemon| Both TCP UDP o | o o

1 - Only required for sending messages via SMTP.
2 - Only required for LDAP synchronization.
- Only required for SIP with a Dialogic Media Gateway.
- Only required for Call Center integration with AACC environments.

- Calendar and Contact Synchronization use MAPI, which uses RPC (Remote Procedure Call). RPC port assignment is
handled dynamically, with port 135 used to locate the correct port. Both 135 and the MAPI / RPC ports must be open.

- These port numbers are automatically assigned by the operating system. All associated traffic is local and no firewall
adjustments are required.

For more information, click here:
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Software Requirements

Minimum software requirements to run the Avaya IX Messaging server:

Software Version
Windows Server 2012 R2 - Standard Edition
0S Windows Server 2016
Windows Server 2019
ASR Nuance 10
TTS RealSpeak 4.0 or 4.5

Media Support Requirements

If you wish to utilize additional media support within the voice server (e.g. DOC or DOCX support for fax), you must install
the necessary components on the server so that the file formats can be recognized. Please refer to the chart below for
requirement examples.

File Format Application Required | Comments
DOC, DOCX Microsoft Office Required for additional file format support.

Note: The Remote Printer feature of Avaya IX Messaging can be used to redirect printer/fax traffic to

another computer that already has the necessary licenses installed. Please refer to chapter 18 of the
Feature Guide.

Note: Avaya IX Messaging versions prior to 8.2 require a separate application, such as Windows Media
Player, to access MP3 files. Starting with version 8.2, Messaging supports MP3 files natively, with no
additional software required.

ANTIVIRUS Software Installation

Avaya IX Messaging has only been validated with Norton Anti-virus Corporate Edition. Other anti-virus software
applications that have been installed with Messaging are:

® McAfee VirusScan ® BitDefender

Note: Please ensure that, after installing your antivirus program, the UC folder and all of its subfolders are
excluded from the scan. Scanning the UC folder can significantly decrease performance.

Fax Support

Messaging supports the Group 3 (G3) fax protocol, which conforms to the ITU-T specifications for T.30, T.4 and T.6.
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Hardware Requirements

This table displays the recommended hardware values for different numbers of users, and the different types (single
server, HA) of Avaya IX Messaging installation. Use these values to guide design and scope considerations for a new site.

For all sites:

® All processors are to be 2.0 GHz or better.

® All hard drives must be high performance, server grade drives.

® Configure the CPU for Performance mode in each server's BIOS settings.

® Virtual CPU's (vCPU) are shown as hyperthreaded and can be cut in half to equal physical cores.
® The same configurations can be used for both physical and virtual servers.

® Avaya IX Messaging must be installed onto servers with a RAID 10 array.

® Fragmentation management software, such as Diskeeper, should be installed on each server to prevent any drop in
performance. This can be scheduled to run primarily during off hours.

SAN Usage

Storage Area Network (SAN) devices can be used with Messaging if they meet the necessary specifications.

® The device must provide a sustained throughput capacity of 250 requests per second, with peak traffic of up to 500
requests per second.

e This trafficis split 20% / 80% for read / write operations respectively.

Table Key

Profile: Use this tag to identify to your vendor which system configuration meets your needs.

# CPU: The number of cores the server requires to quickly process data. All should be Intel® 2.0 GHz or better. The
number of cores can be reached either through physical CPU cores, or by using Hyper-Threading Technology if available.

RAM: The amount of memory that each server must have.
Storage: This is the amount of storage space required for the hard drive where Avaya IX Messaging is installed.

Note: Running Carbonite Availability backup software requires additional space on the IXM Drive. Make
sure that there is at least twice as much free space on the drive as is occupied by the program'’s files. For
example, if there are 100MB of files, the IXM Drive must be at least 200MB in size. Carbonite needs this
space to create the initial swap files before passing the data to the backup server. The specifications for
Carbonite servers is the same as for the live voice servers.

Content Synchronization Engine (CSE): This is the server that will perform the sync with Gmail, Office 365, and MS
Exchange.

Important: The operating system for each server must be on a different partition, or on another hard
drive, than Avaya IX Messaging. The drive for the operating system must be 100 GB or greater.

From
the Second Drive /
table j Partition

Operating System + Messaging

First Drive / OOGﬂ Drive (C:\) Install
Partition
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Recommended Configurations

The listed specifications are for each instance of the application. For example, in an HA environment, a minimum of 3
servers are required (Primary, Consolidated, and 1+ Secondaries). Each server must be appropriately configured.

All systems must use a RAID 10 (RAID 1+0) configuration.

For Standalone Deployment (SA)

Stand Alone Solution
# CPU RAM (GB) | Storage (GB)
1-1000 SA1 4 8 400
1001-4800 SA2 8 16 400

SEAT LICENSES | PROFILE

For High Availability Deployments (HA)

Primary / Secondary Voice Servers Consolidated Server
SEAT LICENSES | PROFILE
# CPU RAM (GB) | Storage (GB) # CPU RAM (GB) | Storage (GB)
1-5000 HA1 8 16 400 8 16 400
5001-10000 HA2 8 16 600 8 16 600
10001-15000 HA3 8 16 700 8 16 700
15001-20000 HA4 8 16 900 8 16 900
20001-40000 HAS5 8 32 1100 8 32 1100
40001-60000 HA6 8 32 1800 8 32 1800
60001-80000 1 HA7 8 32 2600 8 32 2600

1 - This is 80,000 users in total, with up to 20,000 of those being Advanced users performing UM sync.
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For Unified Messaging Sync Users (UM)

Each Content Synchronization Engine 2 3
UM USERS PROFILE
# CPU ‘ RAM (GB) | storage (GB)*

1-3000 (SA) N/A CSE Running on Voice Server

1-5000 (HA) N/A CSE Running on CS°
5001-10000 (HA) UM1 8 8 600
10001-15000 (HA) Um2 8 8 700
15001-20000 (HA) UM3 8 8 900

2 - The number of CSE Servers required depends upon the number of Advanced users that will be working on
the system. One server is required for every 5,000 Advanced users.

3 - Each Remote CSE Server supports a single email type (e.g. Exchange, Office 365, Gmail, etc.). If more than one
email type is required, the Consolidated Server cannot be used for synchonization.

4 - Additional hard drive space may be required if full logging is enabled.
5 - For optional Remote CSE Server, use Profile UM1.

Note: Expanding your operation and moving from one profile to a larger one may also require changes to
the system hardware (# CPU, RAM, Storage, etc.) needed to support it.
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CSE Gateway Requirements

In order to use CSE, the IMAP mail server must support the following standards:

Messaging integrates with MS Exchange 2010 / 2013, Gmail (Google Apps) and MS Office 365.

IMAP services enabled on the email server

IMAP services must be installed and fully operational prior to deploying Messaging with the IMAP Gateway
MS Exchange 2010 / 2013 should be operational ahead of time if Messaging is desired

User name and password (with permission) so UC can access user mailboxes on existing mail server

Free IMAP TCP/IP port available between the Messaging and email server

Server Network Requirements

Networking requirements depend on what configuration and traffic load the system will bear. In most cases 100 Mbps
(minimum 100BaseT) will suffice between the Messaging, IMAP CSE and the Email servers. In larger (500+ UC user)
configurations a 1 GB/s network connection between the Messaging and Email servers is required. In such cases a 1GB/s
layer 2-switch between all servers is also required.

The voice server can exist as a network-connected server on a LAN allowing for network-based user and system
administration.

Server Email Integration Requirements

The Server can be a voicemail-only system although most deployments will involve some degree of email functionality.

Refer to Server Messaging Type Characteristics And Deployment Scenarios on page 111 in this document for more
information on the possible system deployment scenarios.
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Message Compression and Storage

System Requirements and Capacity

Depending on which deployment scenario you select, messages may be stored on the Messaging Server, on the Email

Server or both.

For more information on deployment scenarios visit Deployment: Basic Unified Messaging on page 113.

It is very important that you know the message storage requirements of your particular environment. The following

factors will affect this calculation:

® days to keep read messages

® days to keep unread messages
® message format used

® maximum message length

® maximum number of messages allotted per user (inbox only)

® number of Messaging users (must account for email on the Messaging Server)

The message format is the factor used to calculate storage capacity as the format determines the size of the actual

messages.

File Format KBytes/sec | KBytes/min | KB/hour | MB/hour | GB/hour
Wave A-Law 8kHz (G711) 8 480 28800 28.1 0.0275
Wave p-Law 8kHz (G711) 8 480 28800 28.1 0.0275

In certain deployments where copies of voicemail messages are stored on the Email Server, storage capacities per email

mailbox remain the same.
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System Configuration Options

Messaging can be configured to support many user environments:

® Basic (Messaging)
e Basic+ASR/TTS
e Basic + Transcription
e Basic + ASR/ TTS + Transcription

® Advanced (Messaging & Collaboration)

e Advanced + ASR/TTS
e Advanced + Transcription
e Advanced + ASR/TTS + Transcription

The following options which can be added to a license:

® SR140 Fax Ports

® ASR/TTS by user

® Transcription by user

® Upgrade the User type to Access Increased Functionality
® (G.729 Support
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Server Requirement Q & A

Please refer to the below Q&A article for a general understanding of the hardware requirement of the Messaging system.

What is a RAID 10 system?

RAID 10, also known as RAID 1+0 or RAID 0+1, is a RAID system where 2 drives are mirrored and then spanned with 2
other mirrored drives. This gives you the ability to lose 1 of each in the set in each mirror (1/2 of the drives) and still work
at full speed. RAID 10 is required for all Avaya IX Messaging servers, physical or virtual.

How about RAID 6 or RAID 5?

RAID 5 and 6 would be an optimal choice if the Messaging system were to be a read only system. Unfortunately the act of
writing burdens the RAID system since every log entry requires the entire span to be updated (parity needs to be updated
with every change). If a RAID 5 or RAID 6 becomes fragmented there is a problem since small pieces of info will still take
the entire stripe and parity needs to be calculated for every change once again.

What speed Hard Drives should we use?

Most typical server Hard Drives will be either 10,000 RPM or 15,000 RPM. Either one will suffice for the Messaging
system. The 15,000 RPM drives are much hotter but are also 50% faster. The trade off is the electric consumption over
performance. If it is a huge install base that has lots of UM with IP voice ports, we suggest the 15,000 RPM but this is not
arequirement.

What can | do to increase the effectiveness of the RAID system?

An extra drive (one or more) may be configured as a hot swap spare. This is generally a good practice since it will
automatically start rebuilding the RAID if one of the drives fail, removing the need for human interaction.

What is the total storage of a RAID system?

Total storage would be approximately % of the combined storage of all the drives.

s there a numerical restriction on the RAID system?

The number of drives that can be used in the RAID system must be even, with 4 being the minimum (4, 6, 8 etc).

Can I install Messaging on an existing server that is already in use?

Messaging is a dedicated application which should only be installed as a primary application on any server. Sharing
system resources with other applications may keep Messaging for working correctly.
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Overview

INSTALLATION CHECKLIST

This chapter provides a check-list to employ when validating the success of any installation/integration of the Messaging
System. It is recommended that you go through each scenario listed on these tables and verify the performance of all
features. Carefully read through the notes for each test to make sure that you understand its purpose, process and
expected results.

Validation Checks

Inbound Calls
Test # | Description Notes Success
1 Direct call to hunt group. The calling party number is expected to be contained in the From v/ N
header of the Invite.
The called party will be shown in the Diversion header of the invite.
2 Internal ring-no-answer forward. | The calling party will be contained in the From header. The reason Y/N
in the diversion header is shown as no-answer.
External ring-no-answer The called party will be shown in the Diversion header of the invite.
3 8 The calling party (if available) will be contained in the From header. Y/N
forward. - . : :
The reason in the diversion header is shown as no-answer.
The called party will be shown in the Diversion header of the invite.
Internal busy forward from a ; . . :
4 L . The calling party will be contained in the From header. The reason Y/N
subscriber’s station set. : . : :
in the diversion header is shown as busy.
The called party will be shown in the Diversion header of the invite.
External busy forward from a ) . . .
5 oo, . The calling party will be contained in the From header. The reason Y/N
subscriber’s station set. : . . :
in the diversion header is shown as busy.
The called party will be shown in the Diversion header of the invite.
Internal all call forward from a ) . . .
6 L, ; The calling party will be contained in the From header. The reason Y/N
subscriber’s station set. : . . .
in the diversion header is shown as fwd-all.
External all call forward from a The called party will be shown in the Diversion header of the invite.
7 The calling party will be contained in the From header. The reason Y/N

subscriber’s station set.

in the diversion header is shown as fwd-all.
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Transfer Calls

Installation Checklist

Test # | Description Notes Success
. . The transfer is completed once the destination is judged as
Blind transfer to a station from " o
. connected. Depending upon the speed that the destination is
8 messaging server where the . Y/N
Se. answered the caller and called parties may be connected together
destination answers the call. : ! . : . .
with a slight bit of the called parties voice clipped.
. . If the station is configured to forward back to the gateway then the
Blind transfer to a station from ; . . .
. call will arrive as a forwarded call with the called party being the
messaging server where the - .

9 Se. transfer destination, but the calling party may be the gateway port | Y/N

destination does not answer the ) . .

performing the transfer, depending on how quickly the transfer to
call. Lo

the destination can be completed.
Blind transfer to a subscriber’s

10 | station from messaging server | The transfer should fail. Y/N
where the destination is busy.

11 Blind transfer to an invalid The transfer should fail. Y/N
number.

Supervised transfer to a The transfer completion speed and timing is up to the application.

12 subscriber’s station from The application should decide to either complete the transfer and V/N
messaging server where the let the station’s forwarding carry it back to the gateway, or abort it
user does not answer the call. before the forwarding.

Supervised transfer to a

13 subscrlpers station from The transfer completion speed and timing is up to the application. Y/N
messaging server where the
user answers the call.

Supervised transfer to a The transfer completion speed and timing is up to the application.

14 subscriber’s station from The application should decide to either complete the transfer and Y/ N
messaging server where the let the station’s forwarding carry it back to the gateway, or abort it
destination is busy. before the forwarding.

15 ildﬁfg\élrsed transfer to an Invalid The transfer completion speed and timing is up to the application. Y/N

The call is flagged to the application as completed when the

16 Outbound call to a subscriber’'s | gateway can determine that the call has been connected. The v/ N

station that answers. application should take this into account when making the decision
about when to start the audio stream.
The application needs to take into account if the destination has
0o, been set to forward back to the gateway for a ring no answer
Outbound call to a subscriber’s o : . . o
17 : condition, and judge accordingly when to either stop waiting foran | Y/N
station that does not answer. L L
answer and cancel the call, or know that it will end up arriving back
at the gateway as a forwarded call.
The application needs to take into account if the destination has
o, been set to forward back to the gateway for a ring no answer
Outbound call to a subscriber’s o . . .
18 station that is bus condition, and judge accordingly when to either cancel the call, or Y/N
y. know that it will end up arriving back at the gateway as a forwarded
call.
19 Outbound call to an external Depending on the state of the destination, the call will either be v/ N

number.

judged as connected, or fail due to busy / error tone conditions.
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DOWNLOADING AVAYA IX MESSAGING

Introduction

Avaya IX Messaging can be downloaded from accounts.zang.io or though the Avaya PLDS portal. The same downloaded

file can be used to install any version of the program including Single Server, High Availability (Primary, Secondary,
Consolidated), Cloud Gateway, etc.

Download and save the file to a computer hard drive. It is a single, self-extracting executable file. Copy the file to the
destination computer(s) and double-click to extract all of the installation files to the local hard drive.

Run the Setup.exe file to launch the installer.

Downloading from accounts.zang.io

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

1.

Open a web browser and go to https://accounts.zang.io. Create a new account (Get Started), or login using your
existing credentials. You can also login using your Google+, Salesforce, or Office 365 account details.

Avaya Account X

ES C 1) | @ Secure /account/login T %

AVAYACLOUD

Access everything from one account

or phone number so we

our team

name@company.com —An eXiSting aCCOUht
or

or sign in with

ElENER

Googlet+ Office 365 Salesforce Avaya
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https://accounts.zang.io

2. Onthe Dashboard, select Edit Profile.

AVAYA
# Home

& User Settings
Avaya Spaces
Avaya CPaaS

& Manage Companies
Manage Users
Licenses

Manage Downloads

M - = K

£+ Edit Profile

Arthur Penn

arthurp@erbmusic.com

Manage Subscriptions

Manage Email templates

Downloading Avaya IX Messaging

3. From the Downloads tab, choose the version of Messaging you want to download. Click the download icon E

beside the program.

AVAYA

# Home

& User Settings
Avaya Spaces
Avaya CPaa$

B Manage Companies
& Manage Users

Licenses

Manage Downloads

H - =

Manage Subscriptions

[¢]

Manage Email templates
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Downloading Avaya IX Messaging

Specify the location on your computer hard drive where you want to save the file.

P v A g o> ThisPC » OS(C) » v O | Search OS(C

Organize +  New folder B

e 0S(C) ~  Name Type Size

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

File folder

File name: ‘ -

saveastype: | Executable (.exe) b

The saved file is a self-extracting executable (.exe) file. Copy the file to any and all servers where Avaya IX Messaging will
be installed.

Continue with the chapter appropriate for your operating system (i.e. Windows 2016) or feature set (i.e. JITC).
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Windows Server 2019 Installation (SIP)

Introduction

When installing Avaya IX Messaging version 10.8, almost all choices regarding program configuration are asked at the
beginning so that the many components can be installed without interruption. The only variation that occurs after the
initial selection is the PBX and integration type, which will be unique to most sites.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this

document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

Requirements

Requirements Details
License A Full License for 10.8.
For details on Messaging 10.8 Hardware and Software
Software requirements please consult the Technical Operating
Guidelines.

Important: Microsoft Windows is not provided with any version of IX Messaging. The customer must install
and fully update a suitable, licensed version of Windows onto the hardware platform before proceeding with
the Avaya IX Messaging software installation.

Note: Avaya IX Messaging has only been validated on Windows in English and in French. Other varieties of
Windows may not work as intended.

Note: Avaya IX Messaging should only be installed on a dedicated server specifically intended for the
purpose. Sharing system resources with other applications may prevent Messaging from functioning
properly.
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Installation Preparation

Deployment Configuration Considerations

* An Avaya IX Messaging server may be installed on the root drive (the same drive where Windows is installed). This
must be a local drive. iSCSI targets are not supported.

* An Messaging server may be installed on a secondary drive (on a different drive from where Windows is installed).
This must be a local drive. iSCSI targets are not supported.

* Thedrives may each be a physical drive (for best performance), or a single drive with partitions.

* The folders \uc\logs, \uc\DB, and \uc\messages may be mounted to a local drive. Network or mapped drives are not
supported.

* Inan ESX(i)/VMWare environment, SAN/iSCSI is supported, but only at the ESX(i) level. The iSCSI target must be

mounted and managed by the ESX(i) host. If a virtual machine is to have a C drive and a D drive, they must be added
as a virtual hard disk using the VMWare client.

The rules for drive types and options are the same for virtual machine environments. The storage must be local,
Direct Attached Storage or SAN.

Warning: These configurations have been tested and approved by Avaya for use with Messaging. While other
configurations may be possible, Avaya cannot provide support in these areas.

Antivirus Applications

It is suggested that any antivirus applications currently active on the server computer be disabled during installation. Any
other resource intensive applications or monitoring tools which may cause a conflict with the installation should also be
disabled during the installation process.

Required Server Components

For Microsoft Windows Server 2019, you must ensure that all the necessary server roles and features are installed on the
system before proceeding with Messaging installation.

Digital Certificates

Avaya IX Messaging requires that signed digital certificates be installed on the voice server before attempting an
installation.

Certificates are used to create secure connections between the voice server and the client. The client uses the certificate
to authenticate the signature stored on the server while negotiating a secure connection.

Digital certificates can be purchased from any trusted Certificate Authority (CA), such as GoDaddy™ and Symantec™. It is
also possible to create a self-signed certificate for use with the program.
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Server Roles and Features

1. From the Server Manager Dashboard, click Add roles and features.

Server Manager * Dashboard ¢ Manage Tooks  View

0 Local Server

All Servers

a Configure this local server

QUICK START I

¥§ File and Storage Services b

N

roles and features I

3 Add other servers to manage

WHAT'S NEW o
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

Roles:t1 | Servergroups:1 | Serverstotal 1

File and Storage

Services !

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

If this screen is hidden, go to View and select Show Welcome Tile.

2. Click Next.

T2 Add Roles and Features Wizard - [m] x
- - DESTINATIGN SERVER
Refore you beg In VIN-123YOURSERVER

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
festures to install based on the computing needs of your organization, such as sharing documents, or
hosting & website.

To remove rales, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel
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3. Leave the default settings as they are. Click Next.

T Add Roles and Features Wizard - O X

DESTIMATION SERVER
WIN-123¥OURSERVER

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or en an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

4. Leave the default settings as they are. Click Next.

T2 Add Roles and Features Wizard - [m] x

DESTIMATION SERVER
WIN-123¥OURSERVER

Select destination server

Select a server or a virtual hard disk on which to install roles and features,

Select a server from the server pool

Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

WIN-123YOURSERVER 192.16: 00 Microsoft Windows Server 2016 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

Cancel

evious
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5.

Enable Fax Server. When prompted, select Add Features.

Windows Server 2019 Installation (SIP)

[ Add Roles and Features Wizard u] X

DESTINATION SERVER
WIN-123YCQURSERVER

Select server roles J

Select one or mere roles to install on the selected server.

Before You Begin

Roles Descriptign ¢ *

L4
Fax: Berver sends and receives faxes
and allows you to manage fax
resources such as jobs, settings,
reports, and fax devices an this

[] Active Directory Certificate Services
[[] Active Directory Domain Services

-
[] Active Directory Federation Services

'O

[[] Active Directory Lightweight Dlre(lnryigrvltes
[] Active Directory Rights Manaaanent Services
[[] Device Health At‘testatlw -

[[] DHCP Server

computer or on the network.

'O

agoervices (1 of 12 installed)
|:| Host Guardian Serflc@ -
[ Hyper-v

[ MultiPoint Services

[[] Metwork Policy and Access Services
[[] Print and Document Services

[] Remnate Access

[[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (1IS)

[[1 Windows Deployment Services

evious Install Cancel

[z Add Roles and Features Wizard

Add features that are required for Fax Server?

You cannot install Fax Server unless the following role services or
features are also installed.

4 Print and Document Services
Print Server
4 Remate Server Administration Tools
4 Role Administration Tools
[Taols] Fax Server Tools
[Tools] Print and Document Services Tools

Include management tools (if applicable)

6.

Enable Web Server (1IS). When prompted, select Add Features. C

[ Add Roles and Features Wizard a x

DESTINATION SERVER
WIN-123YQURSERVER

Select server roles

<
L4
L4
Befors You Begin Select one or more roles to install on the selected server. ‘0
L4
Installation Type Roles Description - *
*
|| Active Directory Federation Services Web Server (IS} praides a reliable,
[ Active Directory Lightweight Directory Services manageable, agd'scalable Web

[[] Active Directory Rights Management Services

appl\cat\'cgmrastructure‘
[[] Device Health Attestation L4

Fax S ] DHCP Server o*
. [C] DNS Server P *
Print and Docu Eax Server o
Rolk | [m] File and Storage Services (1 of 12 installed) ¢ *
.

[[] Host Guardian Service

[] Hyper-v

[ MultiPaint Services

[] Metwork Policy and Access szge!
[¥] Print and Document Serwceso

[] Remaote Access

] Remote Desktop Seg{l&s

L d
L4
0

Confirmation

[[] Windows Server Essentials Expenence

"t ma.
b
[[] Windows Server Update Services " EaaL,

< Previous Next > all Cancel

lick Next.

[z Add Roles and Features Wizard

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IIS)

4 Management Tools
[Tools] IS Management Conscle

Include management tools (if applicable)
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7.
Add Features.

[ Add Roles and Features Wizard

Select features

Before You Begin

Installation T Features

ET Framework 3.5 Features

CTvatho

[ BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache

[ Client for NFS

[] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[ Failover Clustering

[ Group Policy Management
[] Host Guardian Hyper-V Support
[ 110 Quality of Service

[1 1IS Hostable Web Core

Confirmation

Select one or more features to install on the selected server,

thfudes .NET 2.0 and 3.0)

\E]
I [M] NET Framewark 4.7 Fea%r@s@ of 7 installed)
¢ [ Background Intelligent Transfer Sepvice (BITS)

m] X

DESTINATION SERVER
WIN-123YOURSERVER oy

o

v =™ “Description
P * HTTP Activation supports pracess
activation via HTTP. Applications
that use HTTP Activation can start
and stop dynamically in response to
work items that arrive over the
network via HTTP.

‘e

|

8.

Select features

Before You Begin

Installation

9.
the program can be installed.

Select one or more features to install on the selected server.
Features

b [ MultiPoint Connectar

] Network Load Balancing

[[] Network Virtualization

[[] Peer Name Resolution Protocol

[] Quality Windows Audio Video Experience
[[] RAS Connection Manager Administration Kit (CM2
[] Remote Assistance

[] Remote Differential Compression
Remote Server Administration Tools

[[] RPC over HTTP Proxy

[] Setup and Boot Event Collection

[C] SMTP Server
[] SNMP Service
[ Storage Replica
[] Telnet Client
[1 TFTP Client

Windows Server 2019 Installation (SIP)

On the Features panel, open .NET Framework 3.5 Features and enable HTTP Activation. When prompted, select

[z Add Roles and Features Wizard

Add features that are required for HTTP Activation?

You cannot install HTTP Activation unless the following role services
or features are also installed.

4 NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
4 NET Framework 4.7 Features
ASP.NET 4.7
4 Web Server (IIS)
4 Web Server
4 Application Development
NET Extensibility 3.5
4 Windows Process Activation Service
Configuration APIs
.NET Environment 3.5
Process Model

Include management tools (if applicable)

[m] x

DESTINATION SERVER
WWIN-123YOURSERVER

Description

Support for the SMB 1.0/CIFS file
sharing pratocol, and the Camputer
Browser protocol.

Cancel

Optional: If you plan to use SNMP Alarms with Messaging, the SNMP Service must be added to Windows before

If SNMP Alarms are required, scroll down and enable SNMP Service.
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If SNMP Alarms are not required, skip this step.

f Add Roles and Features Wizard - O X

et foat DESTINATION SERVER
Select features WWIN-123¥OURSERVER
Select one or more features to install on the selected server.

Features Description

[] Peer Name Resolution Protocol 2iple Metwoik fahegeaent

[ Quality Windows Audio Video Experisnce Proticut AR, Seriice pryfies
[] RAS Connection Manager Administration Kit (CM#& fpents sk inoripl e sty B
Tt it network devices and repart to the

network console workstation.

[[] Remote Differential Compression

[m] Remote Server Administration Tools (2 of 41 instal
[ RPC over HTTP Proxy

[[] Setup and Boot Event Collection

[[] Simple TCP/IP Services

+| SMB 1.0/CIFS File Sharing Support (Installed)

[] SMEB Bandwidth Limit

[] Telnet Client
[] TFTP Client
[] VM Shielding Tools for Fabric Management
[[] WebDAV Redirector

™1 Windows Biometric Framewark

10. Click Next.

11. On the Fax Server screen, click Next.

T2 Add Roles and Features Wizard - [m] x
- DCESTINATICN SERVER
Fax Server \WIN-123YOURSERVER

‘You can use a Fax Server to share and manage network fax resources from a central location, which
ensbles users to send and receive faxes, By setting up a Fax Server, you can define routing policies and
rules for faxes, provide access to faxes that have been previously sent or received, and configure activity
logging to track the user of fax resources. You can use the Fax Service Manager to install, view, and
manage all of the faxes in your organization,

Things to Note

* To set up a Fax Server, you must alsa set up a Print Server.

* To finish installing the Fax and Print server roles, you must complete post-deployment configuration
for both roles. The Fax Server role is configured from the Microsoft Fax Service Manager. To
configure sdditional fax server properties from the Microsaft Fax Service Manager, click Action on
the menu bar and then dlick Properties.

Confirmation

Learn more about the Fax Server Role

< Previous Cancel
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12. On the Print and Document Services screen, click Next.

T Add Roles and Features Wizard - O X

Print and Document Services

DESTINATION SERVER
WIN-123YOURSERVER

e Print and Document Services enables you to centralize print server and network printer management
- tasks.

Installation Ty
Things to Note

* Windows Server 2019 supports print queues using either Type 3 or Type 4 printer drivers,
* Microsoft recommends using Type 4 printer drivers where possible, With Type 4 printer drivers users
wha are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server,

To enabile clients to connect to shared print queues supported using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
. unavailable, client users must either be local administrators or you must have already set the

"Computer\Administrative Templates\Printers\Point and Print Restrictions" group policy to configure
security prompts.

* If you are using Type 3 printer drivers and have any 32-bit dlients, you must install the matching 32-

bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role

Cancel

13. No changes are required here. Click Next.

T2 Add Roles and Features Wizard - [m] x

Select role services

DESTINATION SERVER
WWIN-123YOURSERVER

Before You Begin

Installation Ty

Select the role services to install for Print and Document Services

Role services

[] Distributed Scan Server
[ Internet Printing
[ LPD Senvice

Description

Print Server includes the Print
Management snap-in, which is used
for managing multiple printers or
print servers and migrating printers

to and from other Windows print
servers.

Cancel
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14. On the Web Server Role (lIS) screen, click Next.

T Add Roles and Features Wizard - O X

DESTINATION SERVER
WIN-123YOURSERVER

Web Server Role (IIS)

Web servers are computers that let you share information over the Internet, or through intranets and

extranets. The Web Server role includes Internet Information Services (115) 10.0 with enhanced security,
diagnestic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Installation Ty

* The default installation for the Web Server (IS) role includes the installation of role services that
enable you to serve static content, make minar customizations (such as default documents and HTTP
errors), monitor and log server activity, and canfigure static content compression.

Confirmation

More infermation about Web Server 1S

< Previous Cancel

15. Under Web Server > Common HTTP Features, enable HTTP Redirection.

T2 Add Roles and Features Wizard - [m] x

DESTINATION SERVER

Select role services

Select the role services to install for Web Server (lIS)

Role services

Commen HTTP Features

Default Document

Directory Browsing

HTTP Errors

Static Content

[] WebDAV Publishing

Health and Diagnostics

HTTP Logging

[] Custom Logging

[ Logging Tools

[] ODEBC Logging

[ Request Monitor

[ Tracing

Performance

Static Content Compression
[] Dynamic Content Compression

4 [¥] Security

WWIN-123YOURSERVER

Description

HTTP Redirection provides support
to redirect user requests to a specific
destination. Use HTTP redirection
whenever you want customers who
might use one URL to actually end
up at another URL. This is helpful in
many situations, from simply
renaming your Web site, to
overcoming a domain name that is
difficult to spell, or forcing clients to
use a secure channel.

Cancel
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16. Under Web Server > Security, enable Windows Authentication.

T Add Roles and Features Wizard

Select role services

Before You Select the role services to install for Web Server (IIS)

Installation Ty

Role services

Security
Request Filtering

[] Basic Authentication

[ Centralized 5SL Certificate Support

[] Client Certificate Mapping Authentication
[] Digest Authentication

[ 1IS Client Certificate Mapping Authenticatic
[] IP and Domain Restrictions

[] URL Authorization

Windows Authentication

Application Development

[] .NET Extensibility 3.5

[ .NET Extensibility 4.7

[ Application Initialization

[] asp

[] ASP.NET 35

[] ASP.NET47

O cal

[T ISAPI Extensions

- [m] X

DESTINATION SERVER
WIN-123YOURSERVER

Description

1IS 6 Scripting Tools provide the
ability to continue using IIS 6
scripting tools that you built to
manage IIS 6 in IIS 10, especially if
your applications and scripts that
use ActiveX Data Objects (ADO) or
Active Directory Service Interface
(ADSI) APIs. IIS 6 Scripting Tools
require Windows Process Activation
Service Configuration API.

Cancel
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17. Under Web Server > Application Development, enable .NET Extensibility 3.5, .NET Extensibility 4.7, ASP, ASP

.NET 3.5, ASP .NET 4.7, CGI, ISAPI Extensions, ISAPI Filters and WebSocket Protocol.

Under FTP Server, enable FTP Service.

[ Add Roles and Features Wizard

Select role services

Before You

Installation

Print and Document Servi..

Select the role services to install for Web Server (1IS)

Role services

L1 UnL AuLONZauOn

Windows Authentication

plication Development

NET Extensibility 3.5

.NET Extensibility 4.7

[] Application Initialization
AsSP

ASP.NET 3.5
ASPNET 4.7
caGl
ISAPI Extensions
ISAPI Filters
[] Server Side Includes
WebSocket Protacol
4 FTP Server
[ FTP Service
[] FTP Extensibility
4 [¥] Management Tosls
[ 1S Management Console

- m] X

DESTINATION SERVER
WIN-123YOURSERVER

Description

115 6 Scripting Tools provide the
ability to continue using IS 6
scripting tools that you built to
manage IIS 6 in IIS 10, especially if
your applications and scripts that
use ActiveX Data Objects (ADO) or
Active Directory Service Interface
(ADSI) APIs. IS 6 Scripting Tools
require Windows Process Activation
Service Configuration API.

Cancel

18. Under Management Tools > IS 6 Management Compatibility, enable all items.

Click Next when ready.

Fﬁ Add Roles and Features Wizard

Select role services

Select the role services to install for Web Server (lIS)

Role services

|| ASP.NET 3.5
ASP.NET 4.7
cal
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSacket Protocol
4 FTP Server
FTP Service
[ FTP Extensibility
4 [¥] Mznagement Tools
IS Management Console
IIS 6 Metabase Compatibility
IIS 6 Management Console
1IS 6 Scripting Tocls
1IS 6 WMI Compatibility
[] 115 Management Scripts and Taals
[ Management Service

- [m] x

DESTINATION SERVER
WWIN-123YOURSERVER

Description

IS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two lIS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use
existing IS 6 scripts to manage the
1IS 10 Web server.

Cancel
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19. Review the selections here. When ready to proceed, click Install.

T Add Roles and Features Wizard - O X

Confirm instal

Before You Begin

Installation Ty;

DESTIMATION SERVER
WIN-123¥OURSERVER

ation selections

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.NET Framework 3.5 Features
.MET Framework 3.3 (includes .NET 2.0 and 3.0)

HTTP Activation

.NET Framework 4.7 Features
ASP.NET 47

Fax Server

Print and Document Services
Print Server

Remote Server Administration Tools
Feature Administration Tools

Export configuration settings
Specify an alternate source path

Next >

Windows Server 2019 Installation (SIP)

20. Windows will now start the installation process for the chosen items. This process may take a while.

Fﬁ Add Roles and Features Wizard - [m]

Installation progress

DESTINATION SERVER
WWIN-123YOURSERVER

View installation progress

@ Feature installation
—
Installation started on WIN-123YOURSERVER

x

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation

NET Framework 4.7 Features
ASPNET 4.7

Fax Server

Print and Document Services
Print Server

Remote Server Administration Tools
Feature Administration Tools

SNMP Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Close

Note: This window can be closed without interrupting the installation procedure

21. Once all changes are complete, Restart the server.
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Disabling User Account Control Notification

1. Open the Windows Control Panel and select User Accounts.

Again, click User Accounts.

Control Panel - O X

5 v 4 E> ControlPand > v|@| | Search Controéf
*

.

BB User Accounts

. :

; 3 « 4 2 > Control Panel » User Account v Search

Adjust your computer's settings Vgt cutc] € 2 A #2 » Control Panel » User Accounts » ©| [searct
*

. Control Panel Home
System and Security S’ -

System and Security MM pe | &) Remove user accounts

Review your computer's status

& & Change account tfgg )

& View event logs . Network and Intemet Credential Manager
Appearance and Perdopalizatio Hard Manage Web Credentials | Manage Windows Credentials
Network and Internet % F:’P b 2 ardware
View network status and tasks g “hangeiheiheme ., Programs
. Clock Language, and Regior® = User Accounts
Hardware ,13 s guag gior®
a language

View devices and printers

Change input methods
Set the time and date
Programs Change date, time, or number formats

Uninstall a program Ease of Access
@ Tum Windows features on or off @

Add a device

Let Windows suggest settings
Optimize visual display

2. Select Change User Account Control settings.

52, User Accounts - m} X

&« « 4 82 > ControlPanel » User Accounts » User Accounts v |@ | Search Control Panel o

Contrel Panel H
I LnEens Make changes to your user account

Manage your credentials
Create @ password reset disk

G Change your account name
Manage your file encryption

) Change your account type Local Account
eeilates Administrator
) Configure advanced user Password protected

profile propesties & Manage another account

Change my environment i . N
vanables !; Change User Account Control settings @

3. Click and drag the slider down to Never Notify.

Click OK and Close.

& User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs frem making changes to your computer.
Tell me more about User Account Cantrol settings

Always netify stbcant tantol =
Do you want to allow this app to make
=7 = N tify hen: T
e changes to your device?
®  Appstry to install software or make changes te my :
computer
-a -
I & hmaksthangestoWincmessetings G UserAccountControlSettings
| |
| |
-8 - Verified publisher: Microsoft Windows
Show more details
- @ Notrecommended.
| Yes No
Never natify
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Open the Start menu and select Windows Administrative Tools.

Server Manager
Settings

g
L =]
s Accessories. Windows Windows
Server Manager  PowerShell PowerShell [SE
vs Administrative Tools

Compeere s ] o

- 3 ows
SRS Administrativ... Task Manager Control Panel

Defragment and Optimize Drives

Disk Cleanup

Event Viewer Event Viewer File Explorer

Fax Service Manager
New

Internet Information Servic,

Double-click Local Security Policy.

=M =dl Shortcut Tools  Administrative Tools = O X
“ Home Share View Manage (7]
A+ 955 « System and Security > Administrative Tools » v O ch Administrative Tools »
Mame Date modified Type Size A
3t Quick access
B Desia Terminal Services File folder
esktop =
#+ Component Services Shortcut 2KB
& Dovnloads & Computer Management Shortcut 2KB
Decuments %4 Defragment and Optimize Dfives Shartcut 2kB
= Pictures 75 Disk Cleanup Shortcut 2KB
B This pC 54| Event Viewer Shortcut 2KB
is
[ Fax Service Manager Shartcut 2KB
‘i Local Disk (C) ﬁ Internet Information Services (11S) 6.0 Ma... Shortcut 2KB
& Internet Information Services (IIS) Manager Shortcut 2KE
=¥ Network
&% i5CS Initiator Shartcut 2KB
_> 4 Local Security Policy Shortcut 2KB
#% Microsoft Azure Services Shortcut 2KE
E ODBC Data Sources (32-bit) Shortcut 2KB
"% ODBC Data Sources (64-bit) Shortcut 2KB
() Performance Menitor Shortcut 2KE
{8 Print Management Shartcut 2KB
(%) Resource Monitor Shartcut 2KB
?g.- Server Manager Shortcut 2KB
7 Services Shortcut 2KB
[ System Configuration Shortcut 2KB
¥ System Information Shorteut 2KB o

25items 1 item selected 1.
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6.

7.

8.

Under Security Settings > Local Policies > Security Options, double-click

 Local Security Policy
File Action View Help

| XE

Windows Server 2019 Installation (SIP)

T Security Settings
% Account Policies
v [& Local Policies
4 Audit Policy
A User Rights Assignment
4 Security Options
| Windows Firewall with Advanced Sec
“ Metwork List Manager Policies
~| Public Key Policies
"I Software Restriction Policies
| Application Control Policies
8, IP Security Policies on Local Compute
| Advenced Audit Policy Configuration

Policy

22 Metwork security: Restrict NTLM: NTLM authentication in this domain

| Netwark security: Restrict NTLM: Outgoing NTLM traffic to remate servers
| Recovery console: Allow automatic administrative logon

1| Recovery console: Allow floppy copy and access to all drives and all fold...

4| Shutdown: Allow system te be shut down without having to log on

] Shutdown: Clear virtual memory pagefile

| System cryptography: Force strong key protection for user keys stored o...
| System cryptography: Use FIPS compliant algorithms for encryption, has...
| System objects: Require case insensitivity for non-Windews subsystems

| System ohjects: Strengthen default permissions of internal system object...
| System settings: Optional subsystems

2| System settings: Use Certificate Rules on Windows Executables for Softw...

{| User Account Control: Admin Approval Mede for the Built-in Administra...

] User Account Control: Allow UlAccess applications ta prompt for elevati..

| User Account Control: Behavior of the elevation prompt for administrato...

| User Account Control: Behavior of the elevation prompt for standard users
| User Account Control: Detect application installations and prompt for el...

| User Account Control: Only elevate executables that are signed and valid...

User Account Control: Only elevate UlAccess applications that are install,

Security Setting  *

Mot Defined
Mot Defined
Disabled
Disabled
Disabled
Dizabled
Mot Defined
Diszbled
Enabled
Enabled

Disabled
Disabled
Dizabled
Elevate without pr
Prompt for creder
Enabled
Disabled
Enabled

E | User Account Controk Run all administrators in Admin Approval Mode  Enabled

4] User Account Control: Switch to the secure desktop when prompting for..
User Account Contral: Virtuslize file and recistry write failures to per-use...

Disabled
Enabled

Select Disabled. Click OK.

User Account Centrol: Run all administrators in Admin Ap... ? s
Local Security Setting  Explain
User Account Control: Run all administrators in Admin Approval
Mode
(7 Enabled
@ Disabled
Goroa | [ 1o

Restart the computer to make the changes active.

Note: UAC Notifications can be restored

after Messaging has been installed.
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IS Certificates

The site administrator must install either a self-signed certificate, or a certificate purchased from a Certification Authority.
It is not necessary to install both types of certificate.

Note: Corporate security protocols may require the use of certificates purchased from an
appropriate authority. High-security (JITC) installations always require a CA issued certificate for
the Encrypted File System (EFS).

Additional information on installing certificates onto the voice server can be found here:

https://technet.microsoft.com/en-ca/library/cc753127(v=ws.10).aspx

Once the certificates have been installed, continue with IIS Certificate Bindings.

IS Certificate Bindings

To enable an HTTPS connection, a certificate has to be installed on the voice server.
The HTTPS protocol must be enabled, and HTTP disabled.

1. On the computer that functions as the web server, open the IIS Manager console.
Select the local computer. Open Server Certificates in the right-hand pane.

LE Intemet Infarmation Services (IIS) Manager = [[1= -
) KT » @ - 5 @
File View Help
Q- i |8 ? Open Feature
& Start P =
>“._j i e Filter - % Go - Show Al | Manage Server
I 2 X - - o 2 Restart
&} Application Pocs ISAPIFilters Logging  MIME Types o :
b -1&] Sites s E
Jr " Rr = Stop
2 =
b gk = View Application Pools
Medules Output Request an
Caching Filtering it
P Change .NET Framework
= Version
i
i e @ GetNew Web Platform
Server Worker o
Certificates | Processes
@ Hep
Management ~
= 5.'@ = ls
[Ep =
Configurat... Feature Shared
Editor Delegation Configurat... T~
= = 5| |[El] Features View || = Content View
Ready
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Windows Server 2019 Installation (SIP)

Right-click in the right-hand pane and choose Import from the pop-up menu.

E| Internet Information Services (IIS) Manager
@0 (4 :
File View Help
Connections - Actions
Server Certificates
@ - 8 Import...
:_i Start Page Use this feature to request and manage certificates that Create Certificate Request...
5. e the Web server can use with websites configured for SSL. Complete Certificate Request..
-5 Application Pocls dhaiadesl = 0T
b 8] Sites Filter: » W Go - (g Showal _ Create Domain Certificate...
Name - Issued To Create Self-Signed Certificate..,
Enable Automatic Rebind of
Renewed Certificate
@ Help
Import...
Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...
Create Self-Signed Certificate...
< u Enable Automatic Rebind of Renewed Certificate
< 0 31 =] Features View |\ % Content Help
Ready

Enter the path to the certificate file and the password. Select Personal as the Certificate Store. Click OK.

Import Certificate |_-

Certificate file (pfx):

‘C “certificatefile.company.com. pfx | l:l

Password:

Select Certificate Store:

[personal vl

Allow this certificate to be exported

ok || canea |
Go to Sites > Default Web Site.
Click Bindings....
LE Intemet Infarmation Services (IIS) Manager
@ ‘@ » b Sites » Default Web Site »

File View Help

G Default Web Site Home

Q- |8 B Explore =
¥ Start Page T = Edit Permissions...
49 i 5 _ e

Edit Site

=¥ Application Pools ASP.NET Al —
[Binding=. |

&/ Sites 8. 5

- =a : ) =

5 Default Web Site ) B _| ||l Besic seting

e
NET NET NET Error View Applications
Authorizat.. Compilation  Pages

NET MET Profile  .NET Roles % Restart
Globalization B

‘i, é'm'# = ® stop

View Virtual Directories

'\/‘ Manage Website (£

Sl ol Browse Website
MNET Trust  .MET Users  Application 1 Browse 80 (http)
Levels Settings i i

Advanced Settings...

=

- Configure

1 -
I
L Limits...
< [ ‘ > | [ElFeatures View |(.% Content View Add FTP Publishings.. ||

Ready
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Add the HTTPS binding type.
Set the IP Address to All Unassigned. Leave Port at its default.
Change SSL Certificate to the certificate name installed above.

Click OK.

Add Site Binding [ |

Type: 1P address: Port:
https | [All Unassigned v |443 |
Host name:
\ \
[ Require Server Name Indication
SSL certificate: |
Wildcard Al select. | [ iew. |

[ ox || canca |

Remove HTTP from the list of bindings.

Click Close.

Avaya IX Messaging Server Installation Guide

Site Bindings

Host Name Port. IP Address
443 *

Binding Informa...

Browse

Close

Windows Server 2019 Installation (SIP)




Windows Server 2019 Installation (SIP)

Installation

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

Note: If the user who will be installing Avaya IX Messaging has not logged in as the system administrator,
that user must be given full rights to the root of the C drive.

About Passwords

These rules are applied to all passwords created or used with Avaya Messaging, including those created during
installation (Note: JITC installations have more stringent requirements). These include:

* Length: Passwords must be at least 14 characters long.

* Class: A password can contain upper and lower case characters, numbers and special characters. No minimum
requirements for each character class are set by default, but this can be changed by the administrator.

* Repeating Characters: No character can be repeated more than 2 times consecutively (hello, world!). This value
can be modified by the administrator.

* Repeating a Character Class: No class of character can be repeated more than 4 times consecutively (ABCD, |@#$).
This value can be modified by the administrator.

* Reusing Passwords: No new password can be the same as a previous password extending back 10 iterations. This
value can be modified by the administrator.

* Sharing Passwords: Passwords must not be shared between users. Only one login per account is allowed at one
time. Other users must login using different credentials.

Note: Using an administrator account to perform routine functions leaves the servers open to malicious
software attacks. Therefore, it is strongly recommended that each user with administrative privileges is
also assigned a standard user account. To maintain security integrity, the administrator account should only
be used when necessary, and should be immediately logged out afterwards.
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Procedure

Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [/ dcomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAP| Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 2] Versioninfo.bxt
NetFramework33 UCPrint [#5)xcacls.exe
NetFramework46 Zimbra

In the extraction folder, run Setup.exe as administrator to install T UC Serviee Setup D

Avaya IX Messaging onto your voice server. Welcome to the UC Services

Installation Wizard

Windows Installer
_aAd| Preparing to install..
&
& The Power of We™
Once the Windows components have been verified, click Next to 9 UC Services Setup P

begin the installation.
Welcome to the UC Services Installation
Setup Wizard

Itis strongly recommended that pou exit all \Windows programs
before running this setup program.

Note: The installer will automatically add the necessary packages if
they do not already exist on the system. These packages may include

Click Cancel to quit the setup pragram, then close any programs

Sentinel Protection, and Microsoft Visual C++ Redistributable. AVAYA you have unring. Click Next o conlinue the intalation
This process may take a while depending on the missing components. g The Power of e ARNING, Tric pogam s poectd by copioh l and

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging. They can also be downloaded from

resources.zag.io in both PDF and HTML format. e o)
Enter the DCOM settings (local machine administrator login information). This is g lcseve scomseting: =
required by services which use local administrator rights.

Click OK after entering the credentials.
Select a Damain or Computer
=
User
[ [
Password

Confirm Password

Maote: the selected user must have local-administratar rights
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Review the license agreements and enable
| accept the license agreement.

Click Next to continue.

You will be asked to select the destination of the installation. You may
change the hard drive destination through the drop down menu. By
default, the installation will create a UC folder on the C drive.

Click Next to continue.

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

Enable Single UC Server.

Click Next.

Single UC Server: When operating Messaging on a single voice server
computer.

Multiple UC Servers in High Availability: When running Messaging
in High Availability mode for redundancy.

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for
complete details.

Select the license type you will using for this installation.

Most sites will use the WebLM License option.

Note: If you select Messaging, go to chapter 13, Installing the
Messaging License. When finished, return here and continue
the installation from step 11. Skip step 9 through 10.

Warning: It is essential that the system/PC clock be properly set
before activating the license. Any subsequent changes to the clock
can adversely affect or terminate the license.

Avaya IX Messaging Server Installation Guide
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15 UC Services Setup = @
License Agreement zNVAyl\
“You must agree with the license agreements below to proceed
G The Pawer of We”
Avaya Global Software License Terms (05012017v1) @ 2016-2017 Avaya Inc. All rights ~

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE

USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED

THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER

ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN

SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B
Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

< Back ‘[ Nest > ] ‘ Cancel ‘

1) UC Services Setup [E=5|E=E 5
Destination Drive AVAyA

Select a drive whers the application wil bs installed
Gnp4% The Power of We

The wise Installation Wizard will install the files for UC Services in the following drive.
Toinstall into a different diive, click the diopdovwn Combobox, and select another drive.
*fou can choose not to install UC Services by clicking Cancel to exit the Wise

Installation “Wizard,

Destination Folder
D = D1 -

Wise Installation 'wizard [R]

<Back | New> | [ Cancel |

15/ UC Services Setup ==
AVAYA

Pleass select the desired installation type.
Gnf° The Power of We

(®) Single UC Server
(O Multiple UC S ervers in High Availability

(O 1% Messaging Cloud Gateway

Wise Installation 'wizard®

Diocumentation <Back | Mew> | [ Cancel |

15 UC Services Setup EIE @
AVAYA
G The Power of We™

Please select the License types you wauld ke ta install

O I Messaging License

@® WebLM License

Wise Installation Wizard®

<Back | Mew> | | Cancel
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9. The License Upgrade Utility program opens and prompts you to enter the IP Address for the computer that houses
the WebLM license engine.

Enter the address in the space provided, then click OK.

ol License Upgrade Utility

1
o
L

Product [ s DEMO [ Seft License SentinelNo

—— | |
i s

General ‘ Users | Servers | Fax ports I Services IASR I TS |

Refrash

General Settings

P C—

La|

WebLM
v

R{|  WebLM IP adcress{((192.166.0.1 )

| Ok ‘ | Close

Important: This step requires that the Web License Manager has been installed and configured on the license
server computer. See Installing the WeblLM License and Server on page 309.

10. The utility will retrieve your license details from the server and display them here. Review the license details and click
Exit when ready.

CEl License Upgrade Utility
Product []1sDEMO [ Soft License  SertinsiNo
27245 ¥l Exiry Date  [20200815 123456789
WebLM IP address [192.168.0.1

General | Users | Servers | Faxports | Services | ASR [ TT5 | |

i

resh

Host

General Settings
FEXs

Companies
Mailboxes
Languages

VoicePorts

wl[== @

]
-
o

Redundant

License information has been retrieved

Note: The number of voice ports is calculated based upon your license.
[ (# Basic users + # Mainstream users) / 40 ] + Number of voice ports in license
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11. Select the Components required at your site. Disable any
components that are not needed.

Windows Server 2019 Installation (SIP)

Click Next.

Note: If the Dialogic SR140 fax software will be used with this

installation, ensure that the Hardware Fax Driver option is enabled

here.

15/ UC Services Setup ol & (]
Select Features ‘NVAyA
Please select which features you would ke to install
W The Power of We™

Feature Description:
Unified Messaging Server

nified Commuricatian 5
UIC Adrninistrator

----- Web Applications

Text to Speech Service
HNuance Speech Recoan  1pis featue will be installed on the local hard
IMAP_TSE diive.

Harduare Fax Driver

This feature requires 10ME on your hard diive:
Ithas 6 of 7 subleatures selscted. The
sublsatures reauirs 513ME on your hard diive,

12. This screen shows all of the Windows roles and features that
Messaging requires to operate properly.

“Wise Installation wizard®

Note: This screen will only appear if one or more required components
are not installed on the computer.

For all items that are not checked, return to Windows and add any
missing pieces to the operating system.

Click Next when finished or to refresh the display.

Note: The installation will not continue until all of the required
components have been added to Windows.
This screen does not refresh until you click Next.

DiskCost | | Reset | [ <Back | Mew> | [ Cancel
14 UC Services Setup = | ‘
AVAYA
Enable al of the following Windows: componerts to conlinue with the

installation. tems alieady checked have been previously installed.

115 wersion 5.00 and up
FTP Server

Anpiisativs Devaibpmsnt
Aictive Server Pages ASPNET
-MET Extensibiity CGl

IS4PI Extensions 1SA4P Fiters
-MET Extensibiityd5 ASP.MET45

‘webSockets
‘wfindows Process Activation Service Support
[CJHTTP Activation

“Wise Installation 'Wizard®

G The Power of We™
HE & Manaqement Campaidbly

115 & Metabase Compatibiliy

115 & bl Compatibilty

IS B Scripting Taols

115 B Management Console

Lamicer 7 TF Featwes

Default Document

HTTP Rediection
Static Cantert

Sty
‘windows Authentication

13. This screen shows the IIS settings that Messaging requires to operate.

Note: This screen will only appear if one or more of the required
settings has not been made on the computer.

For all items that are not checked, return to the IIS Manager in
Windows and set these options as required.

Click Next when finished or to refresh the display.

Note: The installation will not continue until all of the required IIS
settings have been made.
This screen does not refresh until you click Next.

[ sBask || MWewtr | Cancel |
15 UC Services Setup o B ‘
Viarning AV‘ \yA
Please configure the following 115 companents ko continus with the
installation. Items already checked have besn previously configursd W The Power of We™

Security Setting
[] EnablelI$ Hitps Binding

[] Disable IS Hitp Binding

“Wise Installation \Wizard®

Documentation

Next > Cancel

14. Select your PBX Brand then click Next.

Avaya IX Messaging Server Installation Guide

ﬁ UC Services Setup

PBX Maker

Flease select your PBX brand by clicking on it's logo or by choosing it

fiom the drop down list

[£=2\

ta\!
3C0I

TOSHIBA
Laading Innovation 33

“Wise Installation 'wizard®

Documentation

AVAYA  BReADSOFT

BRSl fe0n| owarsy

@miTEL GShorelel

B
AVA

Gnf9° The Power of We

TELTRONICS
Other PBX Types:

Generic -

<Back | Mew> | [ Cancel




Select your PBX model from the dropdown menu.

Click Next.

Select the Email Server Type from the list of available options. This
allows the system to set basic parameters which help to improve
performance and reliability.

When ready, click Next.

Enter the primary location from which most telephone calls will be
placed. This will normally be where the corporate office is situated.
Additional dialing locations and rules may be defined after the
installation is complete.

Select the country from the dropdown menu, and enter the area code
in the space provided.

Click Next to continue.

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The
values entered there will be used automatically.

Create and verify a UC IIS User Password. This is used when logging
into any associated web applications, such as Web Access.

Avaya IX Messaging Server Installation Guide
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15! UC Services Setup =l = =
PBX Integration AV, AYA
Please select the PEX Model
Gnf9¢ The Power of We
PE Model =
Wise Installation “Wizard®
< Back |[ Mexst » J | LCancel
15 UC Services Setup = ‘@
Email Server Type AVAyA

. ith?
“w/hat is the primary e-mail server tupe the system will integrate with’ GRS The Power of We®

® Google Apps
O Lotus Notes
O Exchange
© Office 365
O Groupwise
© Mixed

© Other

© None

“Wise Installation \Wizard®

Documentation [ < Back ] ‘ Mext > ‘ ‘ Cancel
15! UC Services Setup = = s
Calling Location Settings A\/ AyA
The following information is used by UIC Services.
W‘rho Power of We™
Please specify the location fram which your system will disl
Country I j
Area Code
Wise Installation Wizard®
<Back [ Mewt> | [ Cancal
5 UC Services Setup ===
The fallowing information is used by LC Services. y
W The Power of We™
Please enter UCNSUser password
Wise Installation 'Wizard®
< Back ‘[ Nest > ] ‘ Cancel
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Enter a password to provide administrator only access to the system.  [[Fucsncesaw =
This account password is used to configure the many elements of AVAyA
AVaya |x Messag'ng. The fallowing information is used by UC Services. R

Admin conzale default user configuration. Please enter vour

Hint: The password cannot be left blank. It must contain both letters i parsiarc
and numbers (no special characters), and should be at least 6
characters long.

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancel
Choose either Yes or No to determine whether the system will apply  [Ftcsevcesseuwn =R
General Data Protection Regulation (GDPR) compliance procedures AVAyA
tO yo ur d ata The fallowing information is used by UC Services.
. @ﬂa’{;‘ The Power of We™
With this option enabled, users and callers are notified that personal
information will be collected. This information can also be )05 s o e Srer ot e F agdabon
[GDPR] compliance?
completely removed from the system upon request. ’
® Yes
ONo
Wise Installation Wizard®
< Back ‘[ Next > ] ‘ Cancal
The preliminary information required for installation is now 1 UC Services setup =] 5 ==
comp lete. Ready to Install the Application AVAyA
X W‘fhn Power of We™
Click Next.
The required install configuration is complete. Click Mext to begin the install
Wise Installation wizard [R]
<Back || My ] [ Cancel
The selected components will now be installed. This process may take  [fEitcsmes s ===

a while. Updating System AVAyA

The features you selected are cunently being installed
Gnf9° The Power of We

Wiiting system registiy values...

Key: \Wiriting system registry values..
Name:

Walue:

Wise Installation 'wizard (R]

[ Cancel
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If you are warned about components being in use, either use the 51 UC Services Setup =
Automatic Close option or manually close the process which is Files In Use AV/-\YA
|nterfer|ng W|th the InSta”atIOﬂ. Some files that need to be updated are cunently in use. g AR

The following applications are uzing files that need to be updated by this setup,

Click OK when ready.

UC Remote Printer

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

@ Automatically close all applications and attempt to restart them after setup is complete.
() Do ot close applications. [ reboot will be required.)

“Wise Installation ‘wizard (R]

Cancel

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration if necessary.

ul SIP Configuration Wizard

= e

X X Welcome to SIP Configuration Settings
Click Next to continue.

This wizard will help you to set the SIP Configuration,

JAV/AV/

Zkt5E The Pawer of We™

Press Mext to continue.

[ Ges |

Fill out all required information. The PBX and the Number of Channels

field I | d h dd fth a2l SIP Configuration Wizard [ e <
ields are automatica opulated. Enter the IP Address of the PBX. y
y pop PEE?:S“E“::\EC‘ PBX from the list. AVAyA
S The Power of We

Trunk is selected by default, and is the best option for most

installations. PaX Generic SIP Trunk -
Select Extension if it is available through the PBX, and if Pre-Paging is Inegration © Bxension ® Trunk

required. If Extension is enabled, enter the Start Extension Number Riirben o Cetioct Sl 4

established during PBX setup. i‘“;?“ef“’"””"““’
Click Next when ready.

[ <Beck | MNets ] [ Cancel

Confirm the information then click Finish.

ul SIP Configuration Wizard

Completing SIP Configuration Wizard

Note: Depending on the type of SIP integration you will be using, you
may have to fine tune the settings from the SIP Configuration Tool in
order for the system to function properly. The SIP Configuration Tool
can be found in the Messaging programs folder after installation.

You have successfully completed SIP
Cenfiguration Wizard,

You specified the following settings:

PBX Name: Generic SIP Trunk
Integration Trunk

Number of Channels 4

Start Extension Number: 1000

IP Address:

Hunt Group 1000

To close this \wizard, click Finish

[ <Beck [ Fmsh | [ Cancel

Note: This section is for installations where Mitel 5000 (All) was chosen at the PBX selection screen.
Go directly to step 32 if this does not apply to your site.
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28. At the OAI Configuration Wizard screen:

h OAI Configuration Wizard @
*  Enable Direct TCP/IP. & T Gatenay, p
" Direct TCP/TP S
* Set Number of Nodes = 1. path [ CrCHgs\server
* Activate the Enable logs radio button. The default path for the log files == =
is shown. Enter a different path if the log file will be saved to another
location.
Click Next.
29. On the Link Information page, enter the IP Address of the PBX. Linklnformation (PBX:1) =
Leave Port at its default setting (4000). Leave the Login Password field blank. P Adress —
Bort 4000
Click Next. I E—
demDesapton  [oCCTiseriee |
Connection Retries ’07
Retries Delay EC
e |
30. Atthe Dialog screen, from the lists on the left-hand side, choose the Dislog ==
desired Stations (extensions and voicemail ports), Hunt Groups and Statione
Trunks to use with OAI. 11009 Drectory lumber_[Type
1:1009 1:1001 STATION
1:1010 1:1002 STATION
. . . . L1011 1:1004 STATION
Select an item on the left, then click Add to move it into the right-hand Loi2 L1005 VOICEMAT
. 1:1006 VOICEMAIL
pane. L0 1:1007 VOICEMAILL
REGEats 1:1008 VOICEMALL
1:2000 VMHUNTGROUP
31. Click Save to finish the OAl setup and continue with the Messaging e
installation. e
Trunks
[ta000
1:94001
1:94002
1:94003
1:94004
1:94005
e
INNNERNEEER
Cancel

32. On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -

* Select 550 providers to be enabled
L4 Google

A UC 550 Configuration =1 R Erable
Cliert Id: [ ‘

Mode * | ‘
- Client Secret:
(O Hybrid SSO recommended) L4

* ) )
@® Legacy 550 * Redirsct URL |:| Jfucsso/completion aspx
Corfiguration » Cffics 365

Providers: |Google Office 365 Salesforce Avaya_Cloud Windows LIC [ I Enable
. Cliert Id: [ ‘

Cliert Secret: [ |
3

[] Forcs user consent

s, Rt R [ | hwcsso/completionamx
L Y Windows 1X Messaging
.

. Windows (NTLM) [ Messaging

\J Allow save credentials

. [ Resolve user pincipal name

.
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When clients / admins want access to these programs, they login using their credentials for one of the listed
programs. They must have an account with that application before they can login.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google
1] Office 365

&=

AVAYA

» .
I3 ’ Windows

(® uc

Enable all that apply, then click OK.
Click Save when finished.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google

(® uc

Note: For complete details on using legacy and hybrid SSO, refer to chapter 25 of this document.

Click Finish to restart the server.

If you wish to restart your computer at a later time, disable the

Restart check box then click Finish.

The Messaging installation is complete.

Avaya IX Messaging Server Installation Guide

ﬁ UC Services Setup \E’E‘@

Completing UC Services Installation
Setup Wizard

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel
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Introduction

When installing Avaya IX Messaging version 10.8, almost all choices regarding program configuration are asked at the
beginning so that the many components can be installed without interruption. The only variation that occurs after the
initial selection is the PBX and integration type, which will be unique to most sites.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this
document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

Requirements

Requirements Details
License A Full License for 10.8.
For details on Messaging 10.8 Hardware and Software
Software requirements please consult the Technical Operating
Guidelines.

Important: Microsoft Windows is not provided with any version of IX Messaging. The customer must install
and fully update a suitable, licensed version of Windows onto the hardware platform before proceeding with
the Avaya IX Messaging software installation.

Note: Avaya IX Messaging has only been validated on Windows in English and in French. Other varieties of
Windows may not work as intended.

Note: Avaya IX Messaging should only be installed on a dedicated server specifically intended for the
purpose. Sharing system resources with other applications may prevent Messaging from functioning
properly.

Avaya IX Messaging Server Installation Guide
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Installation Preparation

Deployment Configuration Considerations

* An Avaya IX Messaging server may be installed on the root drive (the same drive where Windows is installed). This
must be a local drive. iSCSI targets are not supported.

* An Messaging server may be installed on a secondary drive (on a different drive from where Windows is installed).
This must be a local drive. iSCSI targets are not supported.

* Thedrives may each be a physical drive (for best performance), or a single drive with partitions.

* The folders \uc\logs, \uc\DB, and \uc\messages may be mounted to a local drive. Network or mapped drives are not
supported.

* Inan ESX(i)/VMWare environment, SAN/iSCSI is supported, but only at the ESX(i) level. The iSCSI target must be

mounted and managed by the ESX(i) host. If a virtual machine is to have a C drive and a D drive, they must be added
as a virtual hard disk using the VMWare client.

The rules for drive types and options are the same for virtual machine environments. The storage must be local,
Direct Attached Storage or SAN.

Warning: These configurations have been tested and approved by Avaya for use with Messaging. While other
configurations may be possible, Avaya cannot provide support in these areas.

Antivirus Applications

It is suggested that any antivirus applications currently active on the server computer be disabled during installation. Any
other resource intensive applications or monitoring tools which may cause a conflict with the installation should also be
disabled during the installation process.

Required Server Components

For Microsoft Windows Server 2016, you must ensure that all the necessary server roles and features are installed on the
system before proceeding with Messaging installation.

Digital Certificates

Avaya IX Messaging requires that signed digital certificates be installed on the voice server before attempting an
installation.

Certificates are used to create secure connections between the voice server and the client. The client uses the certificate
to authenticate the signature stored on the server while negotiating a secure connection.

Digital certificates can be purchased from any trusted Certificate Authority (CA), such as GoDaddy™ and Symantec™. It is
also possible to create a self-signed certificate for use with the program.

Avaya IX Messaging Server Installation Guide




Windows Server 2016/2019 Installation (SIP)

Server Roles and Features

1. From the Server Manager Dashboard, click Add roles and features.

Server Manager * Dashboard ¢ Manage Tooks  View

0 Local Server

All Servers

° Configure this local server

QUICK START I

¥§ File and Storage Services b

N

roles and features I

3 Add other servers to manage

WHAT'S NEW o
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

Roles: 1 Servergroups: 1 | Serw

File and Storage

Services !

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

If this screen is hidden, go to View and select Show Welcome Tile.

2. Click Next.

T2 Add Roles and Features Wizard - [m] x
- - DESTINATIGN SERVER
Refore you beg In VIN-123YOURSERVER

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
festures to install based on the computing needs of your organization, such as sharing documents, or
hosting & website.

To remove rales, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel
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3. Leave the default settings as they are. Click Next.

T Add Roles and Features Wizard - O X

DESTIMATION SERVER
WIN-123¥OURSERVER

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or en an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

4. Leave the default settings as they are. Click Next.

T2 Add Roles and Features Wizard - [m] x

DESTIMATION SERVER
WIN-123¥OURSERVER

Select destination server

Select a server or a virtual hard disk on which to install roles and features,

Select a server from the server pool

Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

WIN-123YOURSERVER 192.16: 00 Microsoft Windows Server 2016 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

Cancel

evious
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5.

Enable Fax Server. When prompted, select Add Features.

Windows Server 2016/2019 Installation (SIP)

[ Add Roles and Features Wizard u] X

DESTINATION SERVER
WIN-123YCQURSERVER

Select server roles J

Select one or mere roles to install on the selected server.

Before You Begin

Roles Descriptign ¢ *

L4
Fax: Berver sends and receives faxes
and allows you to manage fax
resources such as jobs, settings,
reports, and fax devices an this

[] Active Directory Certificate Services
[[] Active Directory Domain Services

-
[] Active Directory Federation Services

'O

[[] Active Directory Lightweight Dlre(lnryigrvltes
[] Active Directory Rights Manaaanent Services
[[] Device Health At‘testatlw -

[[] DHCP Server

computer or on the network.

'O

agoervices (1 of 12 installed)
|:| Host Guardian Serflc@ -
[ Hyper-v

[ MultiPoint Services

[[] Metwork Policy and Access Services
[[] Print and Document Services

[] Remnate Access

[[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (1IS)

[[1 Windows Deployment Services

evious Install Cancel

[z Add Roles and Features Wizard

Add features that are required for Fax Server?

You cannot install Fax Server unless the following role services or
features are also installed.

4 Print and Document Services
Print Server
4 Remate Server Administration Tools
4 Role Administration Tools
[Taols] Fax Server Tools
[Tools] Print and Document Services Tools

Include management tools (if applicable)

6.

Enable Web Server (1IS). When prompted, select Add Features. C

[ Add Roles and Features Wizard a x

DESTINATION SERVER
WIN-123YQURSERVER

Select server roles

<
L4
L4
Befors You Begin Select one or more roles to install on the selected server. ‘0
L4
Installation Type Roles Description - *
*
|| Active Directory Federation Services Web Server (IS} praides a reliable,
[ Active Directory Lightweight Directory Services manageable, agd'scalable Web

[[] Active Directory Rights Management Services

appl\cat\'cgmrastructure‘
[[] Device Health Attestation L4

Fax S ] DHCP Server o*
. [C] DNS Server P *
Print and Docu Eax Server o
Rolk | [m] File and Storage Services (1 of 12 installed) ¢ *
.

[[] Host Guardian Service

[] Hyper-v

[ MultiPaint Services

[] Metwork Policy and Access szge!
[¥] Print and Document Serwceso

[] Remaote Access

] Remote Desktop Seg{l&s

L d
L4
0

Confirmation

[[] Windows Server Essentials Expenence

"t ma.
b
[[] Windows Server Update Services " EaaL,

< Previous Next > all Cancel

lick Next.

[z Add Roles and Features Wizard

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IIS)

4 Management Tools
[Tools] IS Management Conscle

Include management tools (if applicable)
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7. Onthe Features panel, open .NET Framework 3.5 Features and enable HTTP Activation. When prompted, select
Add Features. Click Next.

f Add Roles and Features Wizard - ul X
- DESTINATION SERVER
Select feﬁtu res WIN-123VOURSERVER oy w| p-
" - [ Add Roles and Features Wizard
-
-
-
afare Vol Ba Select one or more features to install on the selected server, Pl .
Before You Begin . - Add features that are required for HTTP Activation?
Installation Ty Features - - 'Desn:riptinn
- 0 ~ You cannot install HTTP Activation unless the following role services
4 ET Framework 3.5 Features o ™ HTTP Activation supports process or features are also installed.

hfudes NET 20 3nd 3.0) activation via HTTP. Applications
’ that use HTTP Activation can start 4 NET Framework 4.6 Features
and stop dynamically in response to ASP.NET 4.6

o) covat
» [ .NET Framewaork 4.6 Fea%r@s@ of 7 installed) wark ftems that arrive aver the 4 Web Server (1IS)
b [] Background Intelligent Transfer Service (BITS) network via HTTP. 4 Web Server
[ BitLocker Drive Encryption LS 4 Application Development
[ BitLocker Network Unlock . o NET Extensibility 3.5
[] BranchCache b Y 4 Windows Process Activation Service
[ Client for NFS ‘e Configuration APls
[ Containers C5 \NET Environment 3.5
Confirmation [] Data Center Bridging g Process Model
- . [[] Direct Play g
[] Enhanced Storage ‘e
E Earlt‘;fég\li‘:;tzg\gagement ‘e IS Include management tools (if applicable)
[ 170 Quality of Service ‘e o
[C] 1IS Hostable Web Core L2 .
[ Internet Printing Client « o

8. Optional: If you plan to use SNMP Alarms with Messaging, the SNMP Service must be added to Windows before
the program can be installed.

If SNMP Alarms are required, scroll down and enable SNMP Service.

If SNMP Alarms are not required, skip this step.

[ Add Roles and Features Wizard - [m] x
Do CESTINATICN SERVER
Select features WIN-1 23 ¥OURSERVER

Bafors You Select one or more features to install on the selected server.

Installation Ty Features Description

Simple Network Management
Protocol (SNMP) Service includes
agents that monitor the activity in
network devices and report to the
network console workstation.

[] Peer Name Resolution Protocol

[ Quality Windows Audio Video Experience

[] RAS Connection Manager Administration Kit {CM2
[] Remote Assistance

[[] Remote Differential Compression

[m] Remote Server Administration Tools (2 of 41 instal
] REC over HTTP Proxy

[[] Setup and Boot Event Collection

[] Simple TCP/IP Services

| SMB 1.0/CIFS File Sharing Support (Installed)

[[] SME Bandwidth Limit

[] Telnet Client
[[] TFTP Client
[ VM Shielding Tools for Fabric Management
[[] WebDAV Redirector

"1 Windows Biometric Framework
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9. Onthe Fax Server screen, click Next.

T Add Roles and Features Wizard - O X

Fax Server DESTINATION SERVER

WIN-123YOURSERVER

Before You Begin You can use a Fax Server to share and manage netwoerk fax resources from a central location, which

= enables users to send and receive faxes. By setting up a Fax Server, you can define routing policies and
rules for faxes, provide access to faxes that have been previously sent or received, and configure activity
logging to track the user of fax resources. You can use the Fax Service Manager to install, view, and
manage all of the faxes in your organization,

Installation T)

Things to Note

* To set up a Fax Server, you must alsa set up a Print Server.

* To finish installing the Fax and Print server roles, you must complete post-deployment configuration
for both roles. The Fax Server role is configured from the Microsoft Fax Service Manager. To
configure additional fax server properties from the Microsoft Fax Service Manager, click Action on
the menu bar and then click Properties,

Confirmation

Learn more about the Fax Server Role

< Previous

Cancel

10. On the Print and Document Services screen, click Next.

T2 Add Roles and Features Wizard - [m] x

Print and Document Services DESTRIATION SERVER

WWIN-123YOURSERVER

Before You Begin Print and Document Services enables you to centralize print server and network printer management
- tasks. With this role, you can also receive scanned documents from network scanners and route the
documents to a shared network resource, Windows SharePoint Services site, or e-mail addresses.

Installation T)

Things to Note

* Windows Server 2016 supports print queues using either Type 3 or Type 4 printer drivers,

* Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users
who are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server,

To enable clients to connect to shared print queues supported using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the

"Computer\Administrative Templates\Printers\Paint and Print Restrictions” group policy to configure
security prompts.

Confirmation

If you are using Type 3 printer drivers and have any 32-bit clients, you must install the matching 32-
bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role

< Previous

Cancel
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11. No changes are required here. Click Next.

T Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Print and Document Services

Installation T)

Role services

Print Server
[] Distributed Scan Server
[] Internet Printing
[[] LPD Service

- [m] X

DESTINATION SERVER
WIN-123YOURSERVER

Description

Print Server includes the Print
Management snap-in, which is used
for managing multiple printers or
print servers and migrating printers

Windows Server 2016/2019 Installation (SIP)

to and from other Windows print
servers.

Confirmation

Cancel

12. On the Web Server Role (IIS) screen, click Next.

T2 Add Roles and Features Wizard [m] x

DESTINATION SERVER
WWIN-123YOURSERVER

Web Server Role (IIS)

Web servers are computers that let you share information over the Internet, or through intranets and

extranets. The Web Server role includes Internet Information Services (115) 10.0 with enhanced security,
diagnestic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
Communication Foundation.

* The default installation for the Web Server (IS) role includes the installation of role services that
enable you to serve static content, make minar customizations (such as default documents and HTTP
errors), monitor and log server activity, and canfigure static content compression.

Confirmation

More infermation about Web Server IS

< Previous

Cancel
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13. Under Web Server > Common HTTP Features, enable HTTP Redirection.

T Add Roles and Features Wizard

Select role services

Before You Select the role services to install for Web Server (IIS)

Installation Ty

Role services

Web Server
Commeon HTTP Features

Default Document

Directory Browsing

HTTP Errors

Static Content

[] WebDAY Publishing

Health and Diagnostics

HTTP Logging

[] Custom Logging

] Logging Tools

[] ODEBC Logging

[ Request Monitor

[ Tracing
4 rformance
Static Content Compression
[] Dynamic Content Compression
4 V] Security

evious

- [m] X

DESTINATION SERVER
WIN-123YOURSERVER

Description

HTTP Redirection provides support
to redirect user requests to a specific
destination. Use HTTP redirection
whenever you want customers who
might use one URL to actually end
up at another URL. This is helpful in
many situations, from simply
renaming your Web site, to
overcoming a domain name that is
difficult to spell, or forcing clients to
use a secure channel.

Cancel

14. Under Web Server > Security, enable Windows Authentication.

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (lIS)

Installation Ty Role services

Security

Request Filtering

[] Basic Authentication

[] Centralized SSL Certificate Support

[] Client Certificate Mapping Authentication
[ Digest Authentication

[] 1S Client Certificate Mapping Authenticatic
[] IP and Domain Restrictions

[ URL Authorization

Windows Authentication

plication Development

NET Extensibility 3.5

.NET Extensibility 4.6

[] Application Initialization

Fax Se
Print and Document Servi

Role Services

[] ASP.NET 25
ASE.NET 46
] cal

[V ISAPI Fytensinne

- [m] x

DESTIMATION SERVER
WIN-123¥OURSERVER

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functionality of IS, These
tachnlogies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which lIS then sends to fulfill
client requests.

Cancel
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15. Under Web Server > Application Development, enable .NET Extensibility 3.5, .NET Extensibility 4.6, ASP, ASP

.NET 3.5, ASP .NET 4.6, CGI, ISAPI Extensions, ISAPI Filters and WebSocket Protocol.

Under FTP Server, enable FTP Service.

Select role services

Fax 5

Print and Document Servi

Role Services

Confirmation

Select the role services to install for Web Server (IIS)

Role services

(W] WVINUUWS AULIETIUCAUGT
a Application Development
.NET Extensibility 3.5
.NET Extensibility 4.6
[ Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.6
cal
ISAPI Extensions
ISAPI Filters
[] Server Side Includes
WebSacket Protocol
Server

FTP Service

[ FTP Extensibility
4 [¥] Management Tools

1IS Management Console

© [ 115 6 Management Compatibility

4 ¥

O

DESTINATION SERVER
WIN-123YOURSERVER

Description

FTP Service enables FTP publishing
on a Web server.

16. Under Management Tools > IS 6 Management Compatibility, enable all items.

Click Next when ready.

Avaya IX Messaging Server Installation Guide

Fﬁ Add Roles and Features Wizard

Select role services

Select the role services to install for Web Server (lIS)
Role services

|| ASP.NET 3.5
ASP.NET 4.6
cal
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSacket Protocol
4 FTP Server
FTP Service
[ FTP Extensibility
4 [¥] Mznagement Tools
IS Management Console
IS 6 Management Compatibility
IIS 6 Metabase Compatibility
IIS 6 Management Console
1IS 6 Scripting Tools
1IS 6 WMI Compatibility
[7] 115 Management Scripts and Taals
[ Management Service

evious

- [m] x

DESTINATION SERVER
WWIN-123YOURSERVER

Description

IS 6 Scripting Tools provide the
ability to continue using IIS 6
scripting tools that you built to
manage IS 6 in 15 10, especially i
your applications and scripts that
use ActiveX Data Objects (ADO) or
Active Directory Service Interface
(ADSI) APIs. IIS 6 Scripting Tools
require Windows Process Activation
Service Configuration API.

Cancel
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17. Review the selections here. When ready to proceed, click Install.

T Add Roles and Features Wizard - O X

DESTIMATION SERVER

Confirm installation selections VN 123YOURSERVER

Befors You Bzgin To install the following roles, role services, or features on selected server, dlick Install.

] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Installation Ty;

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

HTTP Activation
.NET Framework 4.6 Features
ASP.NET 4.6

WCF Services
HTTP Activation

Fax Server
Print and Document Services
Print Server

Export configuration settings
Specify an alternate source path

18. Windows will now start the installation process for the chosen items. This process may take a while.

T2 Add Roles and Features Wizard - [m] x

DESTINATION SERVER

Installation progress \WIN-123YOURSERVER

View installation progress

@ Feature installation
—
Installation started on WIN-123YOURSERVER

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
NET Framework 4.6 Features
ASPNET 4.6
WCF Services
HTTP Activation

Fax Server
Print and Document Services
Print Server

You can close this wizard without interrupting running tasks. View task progress or open this
E¥ page again by clicking Notifications in the command bar, and then Task Details,

Export configuration settings

Next > Close Cance

Note: This window can be closed without interrupting the installation procedure

19. Once all changes are complete, Restart the server.
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Disabling User Account Control Notification

1. Open the Windows Control Panel and select User Accounts.

Again, click User Accounts.

Control Panel - O X

5 v 4 E> ControlPand > v|@| | Search Controéf
*

.

BB User Accounts

. :

; 3 « 4 2 > Control Panel » User Account v Search

Adjust your computer's settings Vgt cutc] € 2 A #2 » Control Panel » User Accounts » ©| [searct
*

. Control Panel Home
System and Security S’ -

System and Security MM pe | &) Remove user accounts

Review your computer's status

& & Change account tfgg )

& View event logs . Network and Intemet Credential Manager
Appearance and Perdopalizatio Hard Manage Web Credentials | Manage Windows Credentials
Network and Internet % F:’P b 2 ardware
View network status and tasks g “hangeiheiheme ., Programs
. Clock Language, and Regior® = User Accounts
Hardware ,13 s guag gior®
a language

View devices and printers

Change input methods
Set the time and date
Programs Change date, time, or number formats

Uninstall a program Ease of Access
@ Tum Windows features on or off @

Add a device

Let Windows suggest settings
Optimize visual display

2. Select Change User Account Control settings.

52, User Accounts - m} X

&« « 4 82 > ControlPanel » User Accounts » User Accounts v |@ | Search Control Panel o

Contrel Panel H
I LnEens Make changes to your user account

Manage your credentials
Create @ password reset disk

G Change your account name
Manage your file encryption

) Change your account type Local Account
eeilates Administrator
) Configure advanced user Password protected

profile propesties & Manage another account

Change my environment i . N
vanables !; Change User Account Control settings @

3. Click and drag the slider down to Never Notify.

Click OK and Close.

& User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs frem making changes to your computer.
Tell me more about User Account Cantrol settings

Always netify stbcant tantol =
Do you want to allow this app to make
=7 = N tify hen: T
e changes to your device?
®  Appstry to install software or make changes te my :
computer
-a -
I & hmaksthangestoWincmessetings G UserAccountControlSettings
| |
| |
-8 - Verified publisher: Microsoft Windows
Show more details
- @ Notrecommended.
| Yes No
Never natify
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Open the Start menu and select Windows Administrative Tools.

Server Manager
Settings

g
L =]
s Accessories. Windows Windows
Server Manager  PowerShell PowerShell [SE
vs Administrative Tools

Compeere s ] o

- 3 ows
SRS Administrativ... Task Manager Control Panel

Defragment and Optimize Drives

Disk Cleanup

Event Viewer Event Viewer File Explorer

Fax Service Manager
New

Internet Information Servic,

Double-click Local Security Policy.

=M =dl Shortcut Tools  Administrative Tools = O X
“ Home Share View Manage (7]
A+ 955 « System and Security > Administrative Tools » v O ch Administrative Tools »
Mame Date modified Type Size A
3t Quick access
B Desia Terminal Services File folder
esktop =
#+ Component Services Shortcut 2KB
& Dovnloads & Computer Management Shortcut 2KB
Decuments %4 Defragment and Optimize Dfives Shartcut 2kB
= Pictures 75 Disk Cleanup Shortcut 2KB
B This pC 54| Event Viewer Shortcut 2KB
is
[ Fax Service Manager Shartcut 2KB
‘i Local Disk (C) ﬁ Internet Information Services (11S) 6.0 Ma... Shortcut 2KB
& Internet Information Services (IIS) Manager Shortcut 2KE
=¥ Network
&% i5CS Initiator Shartcut 2KB
_> 4 Local Security Policy Shortcut 2KB
#% Microsoft Azure Services Shortcut 2KE
E ODBC Data Sources (32-bit) Shortcut 2KB
"% ODBC Data Sources (64-bit) Shortcut 2KB
() Performance Menitor Shortcut 2KE
{8 Print Management Shartcut 2KB
(%) Resource Monitor Shartcut 2KB
?g.- Server Manager Shortcut 2KB
7 Services Shortcut 2KB
[ System Configuration Shortcut 2KB
¥ System Information Shorteut 2KB o

25items 1 item selected 1.
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6.

7.

8.

Under Security Settings > Local Policies > Security Options, double-click

 Local Security Policy
File Action View Help

| XE

Windows Server 2016/2019 Installation (SIP)

T Security Settings
% Account Policies
v [& Local Policies
4 Audit Policy
A User Rights Assignment
4 Security Options
| Windows Firewall with Advanced Sec
“ Metwork List Manager Policies
~| Public Key Policies
"I Software Restriction Policies
| Application Control Policies
8, IP Security Policies on Local Compute
| Advenced Audit Policy Configuration

Policy

22 Metwork security: Restrict NTLM: NTLM authentication in this domain

| Netwark security: Restrict NTLM: Outgoing NTLM traffic to remate servers
| Recovery console: Allow automatic administrative logon

1| Recovery console: Allow floppy copy and access to all drives and all fold...

4| Shutdown: Allow system te be shut down without having to log on

] Shutdown: Clear virtual memory pagefile

| System cryptography: Force strong key protection for user keys stored o...
| System cryptography: Use FIPS compliant algorithms for encryption, has...
| System objects: Require case insensitivity for non-Windews subsystems

| System ohjects: Strengthen default permissions of internal system object...
| System settings: Optional subsystems

2| System settings: Use Certificate Rules on Windows Executables for Softw...

{| User Account Control: Admin Approval Mede for the Built-in Administra...

] User Account Control: Allow UlAccess applications ta prompt for elevati..

| User Account Control: Behavior of the elevation prompt for administrato...

| User Account Control: Behavior of the elevation prompt for standard users
| User Account Control: Detect application installations and prompt for el...

| User Account Control: Only elevate executables that are signed and valid...

User Account Control: Only elevate UlAccess applications that are install,

Security Setting  *

Mot Defined
Mot Defined
Disabled
Disabled
Disabled
Dizabled
Mot Defined
Diszbled
Enabled
Enabled

Disabled
Disabled
Dizabled
Elevate without pr
Prompt for creder
Enabled
Disabled
Enabled

E | User Account Controk Run all administrators in Admin Approval Mode  Enabled

4] User Account Control: Switch to the secure desktop when prompting for..
User Account Contral: Virtuslize file and recistry write failures to per-use...

Disabled
Enabled

Select Disabled. Click OK.

User Account Centrol: Run all administrators in Admin Ap... ? s
Local Security Setting  Explain
User Account Control: Run all administrators in Admin Approval
Mode
(7 Enabled
@ Disabled
Goroa | [ 1o

Restart the computer to make the changes active.

Note: UAC Notifications can be restored

after Messaging has been installed.
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IS Certificates

The site administrator must install either a self-signed certificate, or a certificate purchased from a Certification Authority.
It is not necessary to install both types of certificate.

Note: Corporate security protocols may require the use of certificates purchased from an
appropriate authority. High-security (JITC) installations always require a CA issued certificate for
the Encrypted File System (EFS).

Additional information on installing certificates onto the voice server can be found here:

https://technet.microsoft.com/en-ca/library/cc753127(v=ws.10).aspx

Once the certificates have been installed, continue with IIS Certificate Bindings.

IS Certificate Bindings

To enable an HTTPS connection, a certificate has to be installed on the voice server.
The HTTPS protocol must be enabled, and HTTP disabled.

1. On the computer that functions as the web server, open the IIS Manager console.
Select the local computer. Open Server Certificates in the right-hand pane.

LE Intemet Infarmation Services (IIS) Manager = [[1= -
) KT » @ - 5 @
File View Help
Q- i |8 ? Open Feature
& Start P =
>“._j i e Filter - % Go - Show Al | Manage Server
I 2 X - - o 2 Restart
&} Application Pocs ISAPIFilters Logging  MIME Types o :
b -1&] Sites s E
Jr " Rr = Stop
2 =
b gk = View Application Pools
Medules Output Request an
Caching Filtering it
P Change .NET Framework
= Version
i
i e @ GetNew Web Platform
Server Worker o
Certificates | Processes
@ Hep
Management ~
= 5.'@ = ls
[Ep =
Configurat... Feature Shared
Editor Delegation Configurat... T~
= = 5| |[El] Features View || = Content View
Ready
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Right-click in the right-hand pane and choose Import from the pop-up menu.

E| Internet Information Services (IIS) Manager
@0 (4 :
File View Help
Connections - Actions
Server Certificates
@ - 8 Import...
:_i Start Page Use this feature to request and manage certificates that Create Certificate Request...
5. e the Web server can use with websites configured for SSL. Complete Certificate Request..
-5 Application Pocls dhaiadesl = 0T
b 8] Sites Filter: » W Go - (g Showal _ Create Domain Certificate...
Name - Issued To Create Self-Signed Certificate..,
Enable Automatic Rebind of
Renewed Certificate
@ Help
Import...
Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...
Create Self-Signed Certificate...
< u Enable Automatic Rebind of Renewed Certificate
< 0 31 =] Features View |\ % Content Help
Ready

Enter the path to the certificate file and the password. Select Personal as the Certificate Store. Click OK.

Import Certificate |_-

Certificate file (pfx):

‘C “certificatefile.company.com. pfx | l:l

Password:

Select Certificate Store:

[personal vl

Allow this certificate to be exported

ok || canea |
Go to Sites > Default Web Site.
Click Bindings....
LE Intemet Infarmation Services (IIS) Manager
@ ‘@ » b Sites » Default Web Site »

File View Help

G Default Web Site Home

Q- |8 B Explore =
¥ Start Page T = Edit Permissions...
49 i 5 _ e

Edit Site

=¥ Application Pools ASP.NET Al —
[Binding=. |

&/ Sites 8. 5

- =a : ) =

5 Default Web Site ) B _| ||l Besic seting

e
NET NET NET Error View Applications
Authorizat.. Compilation  Pages

NET MET Profile  .NET Roles % Restart
Globalization B

‘i, é'm'# = ® stop

View Virtual Directories

'\/‘ Manage Website (£

Sl ol Browse Website
MNET Trust  .MET Users  Application 1 Browse 80 (http)
Levels Settings i i

Advanced Settings...

=

- Configure

1 -
I
L Limits...
< [ ‘ > | [ElFeatures View |(.% Content View Add FTP Publishings.. ||

Ready
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Add the HTTPS binding type.
Set the IP Address to All Unassigned. Leave Port at its default.
Change SSL Certificate to the certificate name installed above.

Click OK.

Add Site Binding [ |

Type: 1P address: Port:
https | [All Unassigned v |443 |
Host name:
\ \
[ Require Server Name Indication
SSL certificate: |
Wildcard Al select. | [ iew. |

[ ox || canca |

Remove HTTP from the list of bindings.

Click Close.

Avaya IX Messaging Server Installation Guide

Site Bindings

Host Name Port. IP Address
443 *

Binding Informa...

Browse

Close
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Install Microsoft .Net Framework 4.7.2

Avaya IX Messaging requires Microsoft .Net Framework version 4.7.2 to be installed to support various features within the
program. If it has not already been installed, the administrator must download it and install it manually.

Note: .Net Framework 4.7.2 is not installed by default. It may be part of Windows updates, optional
updates, or not provided at all. Follow these instruction is it is not installed on your system, or if you do not
know if it has been installed.

Open a web browser and go to the Microsoft web site. Search for .Net Framework 4.7.2 and install the application on

the server. For example:
https://support.microsoft.com/en-us/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows .

Download the file to your server drive. When ready, run the program to install this feature.
When finished, restart the server.
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Installation

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

Note: If the user who will be installing Avaya IX Messaging has not logged in as the system administrator,
that user must be given full rights to the root of the C drive.

About Passwords

These rules are applied to all passwords created or used with Avaya Messaging, including those created during
installation (Note: JITC installations have more stringent requirements). These include:

* Length: Passwords must be at least 14 characters long.

* Class: A password can contain upper and lower case characters, numbers and special characters. No minimum
requirements for each character class are set by default, but this can be changed by the administrator.

* Repeating Characters: No character can be repeated more than 2 times consecutively (hello, world!). This value
can be modified by the administrator.

* Repeating a Character Class: No class of character can be repeated more than 4 times consecutively (ABCD, |@#$).
This value can be modified by the administrator.

* Reusing Passwords: No new password can be the same as a previous password extending back 10 iterations. This
value can be modified by the administrator.

* Sharing Passwords: Passwords must not be shared between users. Only one login per account is allowed at one
time. Other users must login using different credentials.

Note: Using an administrator account to perform routine functions leaves the servers open to malicious
software attacks. Therefore, it is strongly recommended that each user with administrative privileges is
also assigned a standard user account. To maintain security integrity, the administrator account should only
be used when necessary, and should be immediately logged out afterwards.
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Procedure

Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [/ dcomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAP| Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 2] Versioninfo.bxt
NetFramework33 UCPrint [#5)xcacls.exe
NetFramework46 Zimbra

In the extraction folder, run Setup.exe as administrator to install T UC Serviee Setup D

Avaya IX Messaging onto your voice server. Welcome to the UC Services

Installation Wizard

Windows Installer
_aAd| Preparing to install..
&
& The Power of We™
Once the Windows components have been verified, click Next to 9 UC Services Setup P

begin the installation.
Welcome to the UC Services Installation
Setup Wizard

Itis strongly recommended that pou exit all \Windows programs
before running this setup program.

Note: The installer will automatically add the necessary packages if
they do not already exist on the system. These packages may include

Click Cancel to quit the setup pragram, then close any programs

Sentinel Protection, and Microsoft Visual C++ Redistributable. AVAYA you have unring. Click Next o conlinue the intalation
This process may take a while depending on the missing components. G The Power o W' ARNING, Tric pogam s poectd by copioh l and

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging. They can also be downloaded from
resources.zag.io in both PDF and HTML format. e

Cancal
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Enter the DCOM settings (local machine administrator login information). This is [ icserscomseng: =
required by services which use local administrator rights.

Click OK after entering the credentials.

Selact a Domain or Computer

L

User

| =l

Password

Confirm Password

Maote: the elected user must have local-administratar rights

Ok

Review the license agreements and enable T UC services setup =l o =
| accept the license agreement. License Agreement AVA\/A

“fou must agree with the license agreements below to proceed.

G The Pawer of We”
C|IC|( Next to continue. Avaya Global Software License Terms (05012017v1) ® 2016-2017 Avaya Inc. All rights.

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

~

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

8 | accept the license agreement
(| do not accept the license agreement
“Wise Installation Wizard®

4 Back ‘[ Nest > ] ‘ Cancel
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You will be asked to select the destination of the installation. You may
change the hard drive destination through the drop down menu. By
default, the installation will create a UC folder on the C drive.

Click Next to continue.

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

Enable Single UC Server.

Click Next.

Single UC Server: When operating Messaging on a single voice server
computer.

Multiple UC Servers in High Availability: When running Messaging
in High Availability mode for redundancy.

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for
complete details.

Select the license type you will using for this installation.
Most sites will use the WebLM License option.

Note: If you select Messaging, go to chapter 13, Installing the
Messaging License. When finished, return here and continue
the installation from step 11. Skip step 9 through 10.

Warning: It is essential that the system/PC clock be properly set
before activating the license. Any subsequent changes to the clock
can adversely affect or terminate the license.

Avaya IX Messaging Server Installation Guide

Windows Server 2016/2019 Installation (SIP)

13 UC Services Setup E‘ = ‘@
Destination Drive z&vt\yzx
Select a diive where the application wil be installed
Gf* The Power of We™

The Wwise Installation Wizard will install the files for UC Services in the following drive.
Toinstall into a different drive, click the diopdown Combobos, and select another drive.
You cah choose not b install UC Services by clicking Cancel to exit the Wise
Installation Yizard.

Destination Folder

DAUC =0 -

“Wise Installation ‘wizard (R]

]
14 UC Services Setup \E’ = @
Main Menu M AYA

Pleass select the desired installation type.
Gnf° The Power of We
®) Single UC Server
(O Multiple UC S ervers in High Availability
(O 1% Messaging Cloud Gateway
Wise Installation Wizard®
Documentation <Back | Mew> | [ Cancel
15 UC Services Setup EI = @
e AVAYA
Gy The Power of We™
Please select the License type you wold like to install
O I Messaging License
® WebLM License
Wise Installation Wizard®
<Back | Mew> | [ Cancel
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9. The License Upgrade Utility program opens and prompts you to enter the IP Address for the computer that houses
the WebLM license engine.

Enter the address in the space provided, then click OK.

ol License Upgrade Utility

1
o
L

Product [ s DEMO [ Seft License SentinelNo

—— | |
i s

General ‘ Users | Servers | Fax ports I Services IASR I TS |

Refrash

General Settings

P C—

La|

WebLM
v

R{|  WebLM IP adcress{((192.166.0.1 )

| Ok ‘ | Close

Important: This step requires that the Web License Manager has been installed and configured on the license
server computer. See Installing the WeblLM License and Server on page 437.

10. The utility will retrieve your license details from the server and display them here. Review the license details and click
Exit when ready.

CEl License Upgrade Utility
Product []1sDEMO [ Soft License  SertinsiNo
27245 ¥l Exiry Date  [20200815 123456789
WebLM IP address [192.168.0.1

General | Users | Servers | Faxports | Services | ASR [ TT5 | |

i

resh

Host

General Settings
FEXs

Companies
Mailboxes
Languages

VoicePorts

wl[== @

]
-
o

Redundant

License information has been retrieved

Note: The number of voice ports is calculated based upon your license.
[ (# Basic users + # Mainstream users) / 40 ] + Number of voice ports in license

Avaya IX Messaging Server Installation Guide




Windows Server 2016/2019 Installation (SIP)

11. Select the Components required at your site. Disable any 9 UC Services Sewp =)o s
components that are not needed. Setect Features AVAVA

Please select which features you would ke to install
W The Power of We™

Feature Description:
Unified Messaging Server

Click Next.

..... Unified Cor

----- UIC Adrninistrator

..... “wieb Applications

Text to Speech Service
Huance Speech Recogn This feature will be installed on the local hard

Note: If the Dialogic SR140 fax software will be used with this

installation, ensure that the Hardware Fax Driver option is enabled IMaP_TSE dive.
-» Hardware Fax Driver
here. This feature requires 10ME on your hard diive,
Ithas b of 7 subfeatures selected. The

sublsatures reauirs 513ME on your hard diive,

“Wise Installation wizard®

DiskCost | | Reset | [ <Back | Mew> | [ Cancel
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This screen shows all of the Windows roles and features that
Messaging requires to operate properly.

Windows Server 2016/2019 Installation (SIP)

Note: This screen will only appear if one or more required components
are not installed on the computer.

For all items that are not checked, return to Windows and add any
missing pieces to the operating system.

Click Next when finished or to refresh the display.

Note: The installation will not continue until all of the required
components have been added to Windows.
This screen does not refresh until you click Next.

ﬁ UC Services Setup

Warning

Enable all of the following Windows components to continue with the
installation. tems alieady checked have been previously installed.

115 wersion 5.00 and up
FTP Server

Agadativ: Devatymant
fuctive Server Pages ASPMET

HET Estersibiliy Gl
IS&P1 Extensions IS&P Filters
-MET Extensibiityd5 ASP.MET45
‘webSockets

‘wfindows Process Activation Service Support
[CJHTTP Activation
Wise Installation Wizard®

Avaya IX Messaging Server Installation Guide
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G The Power of We™

HE & Mg Loy
1S B Metabase Compatibility

115 6 Ml Compatibilty
115 & Seripting Tools
115 & Management Console

S T TR Featies
Defaul Document
HTTP Rediection
Static Cantert

Sty
‘windows Authentication

Cancel

< Back Nest >




This screen shows the IIS settings that Messaging requires to operate.

Note: This screen will only appear if one or more of the required
settings has not been made on the computer.

For all items that are not checked, return to the IIS Manager in
Windows and set these options as required.

Click Next when finished or to refresh the display.

Note: The installation will not continue until all of the required IIS
settings have been made.
This screen does not refresh until you click Next.

Select your PBX Brand then click Next.

Select your PBX model from the dropdown menu.

Click Next.

Select the Email Server Type from the list of available options. This
allows the system to set basic parameters which help to improve
performance and reliability.

When ready, click Next.

Avaya IX Messaging Server Installation Guide
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15 UC Services Setup o 5 -m
s AVl\yA
Please configure the following |15 components to continug with the .
installation. Items already checked have been previously configured. W The Power of We'

Security Setting
[] Enable IS Https Binding

[[] Disable IS Htp Binding

“Wise Installation \Wizard®

Documentation

Next > Cancel

15! UC Services Setup =l = =
PBX Maker M AYA
Pleass sslect your PEX, brand by clicking on i's ngo ar by chaosing it
fiom the dfop down st Gngpt The Power of We™

-
(£-\]

scom AVAYA  BrReaDSOFT

BHSl e0n | ewarsuy
@miTeEL GShorelel

TOSHIBA
Laading Innovation 33

TELTRONICS
Other PBX Types:
Generic -

“Wise Installation 'Wizard®

<Back | Mewt> | [ Cancal

15! UC Services Setup =l = =
PBX Integration M A A
Flease select the PBX Model,
G0 The Power of We™
PEX Model =

Wise Installation Wizard®

<Back [ Newt> | [ Cancal
15 UC Services Setup = ‘

AVAYA

. ith?
“hat is the primary e-mail server tupe the system will integrate with SRS The Power of We®

Email Server Type

® Google Apps
O Lotus Notes
O Exchange
O Office 365
O Groupwise
© Mixed

© Other

O None

Wise Installation \Wizard®

Documentation

[ <Back | [ Mew> |[ Cancel
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Enter the primary location from which most telephone calls will be 15 UC services setup EE=
placed. This will normally be where the corporate office is situated. Calling Location Settings AVAYA
Additional dialing locations and rules may be defined after the T Is oy et DyLIE Servies Grgr e Powe

installation is complete.

Please specify the location from which your sestem will dial.

Select the country from the dropdown menu, and enter the area code
in the space provided. Cary | =

Click Next to continue.
Area Code

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The

“Wise Installation 'Wizard®

. . D Back il C |
values entered there will be used automatically. ook [ oo ) [ Cos
Create and verify a UC IIS User Password. This is used when logging  [Ficevesaun == =
into any associated web applications, such as Web Access. AVAyA
The fallowing information is used by UC Services.
W‘rhn Power of We™
Please enter UCISUser password
Confim Passward
Wise Installation Wizard®
< Back ‘[ Next > ] ‘ Cancal
Enter a password to provide administrator only access to the system.  [Eicsmeassw =l = =
This account password is used to configure the many elements of AVAyA
Avaya IX Messaging. The fallawing infarmation is used by LT Servicss Ry Lo

Admin conzale default user configuration. Please enter vour
desired password.

Hint: The password cannot be left blank. It must contain both letters
and numbers (no special characters), and should be at least 6

characters long.

PorfmPessvort

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancal
Choose either Yes or No to determine whether the system will apply  [Eicsmesseumn ol o s
General Data Protection Regulation (GDPR) compliance procedures AVAyA
t d t The fallawing infarmation is used by LT Servicss
O your data. GOpa The Power of e
With this option enabled, users and callers are notified that personal
information will be collected. This information can also be e s i A vt bt e F g

[GDFR] compliance?
completely removed from the system upon request. ’
® Yes

OnNo

Wise Installation Wizard®

<Back || Mew> | [ Cancel
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The preliminary information required for installation is now complete.

150 UC Services Setup =S 5
Ready o Install the Application AVAyA
Click Next. G0 The Power of We~

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard (R]

Cancel
The selected components will now be installed. This process may take [Eicsmee s e s
a Whl|e Updating System
The features you selected are cunently being installed AVAyA
W‘fhn Power of We™

“Wiiting system registry values.

Key: Wiling spstem registy walues. .
Mame;

Walue:

“Wise Installation wizard (R] -
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If you are warned about components being in use, either use the 75 UC Senvices Setup =
Automatic Close option or manually close the process which is Files In Use AV/-\YA
|nterfer|ng W|th the Insta”atlon Some files that need to be updated are cunently in use.

Gnf° The Power of We

The following applications are uzing files that need to be updated by this setup,

Click OK when ready.

UC Remote Printer

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

@ Automatically close all applications and attempt to restart them after setup is complete.
() Do ot close applications. [ reboot will be required.)

“Wise Installation ‘wizard (R]

Cancel

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration if necessary.

ul SIP Configuration Wizard

= e

X X Welcome to SIP Configuration Settings
Click Next to continue.

This wizard will help you to set the SIP Configuration,

JAV/AV/

Zkt5E The Pawer of We™

Press Mext to continue.

Next > Cancel
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Fill out all required information. The PBX and the Number of Channels
fields are automatically populated. Enter the IP Address of the PBX.

Trunk is selected by default, and is the best option for most
installations.

Select Extension if it is available through the PBX, and if Pre-Paging is
required. If Extension is enabled, enter the Start Extension Number
established during PBX setup.

Click Next when ready.

Confirm the information then click Finish.

Note: Depending on the type of SIP integration you will be using, you
may have to fine tune the settings from the SIP Configuration Tool in
order for the system to function properly. The SIP Configuration Tool
can be found in the Messaging programs folder after installation.

Windows Server 2016/2019 Installation (SIP)

a2l SIP Configuration Wizard || (=)
Pocsun AVAYA
Please select PEX from the list.
Gawtt The Power of We
FBX Generic SIP Trunk -
Integration () Extension @ Trunk
Humber of Channels 4
Start Extension Mumber
IP Address
[ <Beck | Nets ] [ Cancel
- SIP Configuration Wizard E‘E‘

Completing SIP Configuration Wizard

You have successfully completed SIP
Configuration \wizard

You specified the following settings:

PEX Name: Generic SIP Trunk
Integration: Trunk

MNumber of Channels: 4

Start Extension Number: 1000

IP Address

Hunt Group

JAV/AV/

Gt The Pawer of We™

1000

To close this Wizard, click Finish.

[ <Beck [ Fmsh | [ Cancel

Note: This section is for installations where Mitel 5000 (All) was chosen at the PBX selection screen.

Go directly to step 32 if this does not apply to your site.

At the OAI Configuration Wizard screen:
* Enable Direct TCP/IP.
* Set Number of Nodes = 1.

* Activate the Enable logs radio button. The default path for the log files
is shown. Enter a different path if the log file will be saved to another

location.
Click Next.

Avaya IX Messaging Server Installation Guide
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29. On the Link Information page, enter the IP Address of the PBX. LinkInformaticn (P8:1) =
Leave Port at its default setting (4000). Leave the Login Password field blank. 17 Adress —
Bort 4000
Click Next.

Login Password ’7
GlentDesaipbon  [UCCTiService
Connection Retries ’07
Retries Delay [0

e |

30. Atthe Dialog screen, from the lists on the left-hand side, choose the Dislog ==
desired Stations (extensions and voicemail ports), Hunt Groups and Statione
Trunks to use with OAI. L1003 Diectory fumber_[Type
1:1009 1:1001 STATION
1:1010 1:1002 STATION
. . L. . L1011 1:1004 STATION
Select an item on the left, then click Add to move it into the right-hand Loi2 L1005 VOICEMAT
. 1:1006 VOICEMAIL
pane. Lt 1:1007 VOICEMAIL
Hunt groups 11008 VOICEMAIL
1:2000 VMHUNTGROUP|
31. Click Save to finish the OAl setup and continue with the Messaging e
installation. Remove
Trunks
1:94000
1:94001
1:94002
1:94003
1:94004
1:94005
1:94006
INENENNEEER

32. On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -
*
R Select SSO providers to be enabled
* Google
* al
3 . *
A UC 550 Configuration - ¢ Enable
* -
" . Cliert Id [ |
lode .
Cliert Secret: [ |
) Hybrid S50 frecommended) “
o
1 Office 365
Corfiguration | s
Providers: [ Google Ofice365 Salesforce Avaya_Cloud Wiindows LIC [ | I Enable
=
. Cliert Id: [ |
4 Cliert Secret: [ |
3
“ [] Forcs user consent
“ Redret URL [ ] jucsso/completionspx
.
S Windows X Messaging
.
. Windows (MTLM) X Messaging
Y
“ Allow save credentials
.
. [] Resolve user principal neme
Y
.
.
Y
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When clients / admins want access to these programs, they login using their credentials for one of the listed
programs. They must have an account with that application before they can login.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google
1] Office 365

&=

AVAYA

» .
I3 ’ Windows

(® uc

Enable all that apply, then click OK.
Click Save when finished.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google

(® uc

Note: For complete details on using legacy and hybrid SSO, refer to chapter 25 of this document.

Click Finish to restart the server.

If you wish to restart your computer at a later time, disable the

Restart check box then click Finish.

The Messaging installation is complete.

Avaya IX Messaging Server Installation Guide

ﬁ UC Services Setup \E’E‘@

Completing UC Services Installation
Setup Wizard

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel
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Introduction

When installing Avaya IX Messaging version 10.8, almost all choices regarding program configuration are asked at the
beginning so that the many components can be installed without interruption. The only variation that occurs after the
initial selection is the PBX and integration type, which will be unique to most sites.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this

document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

Requirements

Requirements Details
License A Full License for 10.8.
For details on Messaging 10.8 Hardware and Software
Software requirements please consult the Technical Operating
Guidelines.

Important: Microsoft Windows is not provided with any version of IX Messaging. The customer must install
and fully update a suitable, licensed version of Windows onto the hardware platform before proceeding with
the Avaya IX Messaging software installation.

Note: Avaya IX Messaging has only been validated on Windows in English and in French. Other varieties of
Windows may not work as intended.

Note: Avaya IX Messaging should only be installed on a dedicated server specifically intended for the
purpose. Sharing system resources with other applications may prevent Messaging from functioning
properly.
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Installation Preparation

Deployment Configuration Considerations

* An Avaya IX Messaging server may be installed on the root drive (the same drive where Windows is installed). This
must be a local drive. iSCSI targets are not supported.

* An Messaging server may be installed on a secondary drive (on a different drive from where Windows is installed).
This must be a local drive. iSCSI targets are not supported.

* Thedrives may each be a physical drive (for best performance), or a single drive with partitions.

* The folders \uc\logs, \uc\DB, and \uc\messages may be mounted to a local drive. Network or mapped drives are not
supported.

* Inan ESX(i)/VMWare environment, SAN/iSCSI is supported, but only at the ESX(i) level. The iSCSI target must be

mounted and managed by the ESX(i) host. If a virtual machine is to have a C drive and a D drive, they must be added
as a virtual hard disk using the VMWare client.

The rules for drive types and options are the same for virtual machine environments. The storage must be local,
Direct Attached Storage or SAN.

Warning: These configurations have been tested and approved by Avaya for use with Messaging. While other
configurations may be possible, Avaya cannot provide support in these areas.

Antivirus Applications

It is suggested that any antivirus applications currently active on the server computer be disabled during installation. Any
other resource intensive applications or monitoring tools which may cause a conflict with the installation should also be
disabled during the installation process.

Required Server Components

For Microsoft Windows Server 2012, you must ensure that all the necessary server roles and features are installed on the
system before proceeding with Messaging installation.

Digital Certificates

Avaya IX Messaging requires that signed digital certificates be installed on the voice server before attempting an
installation.

Trusted certificates are used to create secure connections between the voice server and the client. The client uses the
certificate to authenticate the signature stored on the server while negotiating a secure connection.

For High Availability installations, the certificates must be installed on the Consolidated server.
Digital certificates can be purchased from any trusted Certificate Authority (CA), such as GoDaddy™ and Symantec™.
Contact your CA for more information on obtaining and installing the certificate on the server.
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Server Roles and Features

1. From the Server Manager Dashboard, click Add roles and features.

Server Manager * Dashboard @ Manage  Tools

Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers v A
= o Configure this local server
g Fileand Storage Services P =t
QUICK START I I
WHATS NEW ’ =
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

ii File and Storage

Services ;
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
EPA results
00010 1000 e 2%

1014 AM
- By /192019

If this screen is hidden, go to View and select Show Welcome Tile.

2. Click Next.

[ Add Roles and Features Wizard - [o [

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such s static |P addresses, are configured
* The mast current security updates fram Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default
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3. Leave the default settings as they are. Click Next.

[ Add Roles and Features Wizard o [

DESTINATION SERVER

Select installation type

Select the installation type, You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

4. Leave the default settings as they are. Click Next.

[ Add Roles and Features Wizard -

DESTINATION SERVER

Select destination server

Befora You Be Select a server or a virtual hard disk an which to instal roles and features.

Select a server from the server pool

Select a virtual hard disk

Server Pool

Filter |

MName IP Address Operating System

Microsoft Windows Server 2016 Standard

1 Computer(s} found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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5. Enable the Application Server, Fax Server and Web Server (lIS) checkboxes.

Click Next.

[ Add Roles and Features Wizard - [o [

DESTINATION SERVER

Select server roles

Select one or more rales to install on the selected server.

Roles Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
Application Server application infrastructure.

] DHCP Server
] DNS Server
Fax Server

[ Active Directory Rights Management Services

[ Hyper-v
[ Network Policy and Access Services
Print and Document Services

[] Remote Access

[ Remote Desktop Services

Confirmation

] Valume Activation Services

_> eb Server (1IS)

[ Windows Deployment Services
] Windows Server Update Services

Note: Throughout this installation, whenever you are prompted to confirm additions, always select Add
Features.

& Add Roles and Features Wizard [=]]

Add features that are required for ?

You cannet install #& # unless the following role services or
features are also installed.

a

Include management toals (if applicable)
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6. Enable the .NET Framework 3.5 Features checkbox.
Expand .NET Framework 3.5 and ensure that HTTP Activation is enabled.
Click Next.

[ Add Roles and Features Wizard -

DESTINATION SERVER

Select features

Befors Yo Select one or more features to install on the selected server.

Features Description

N EE Ao Tt ~]  NET Framework 3.5 combines the
QR LRk e e power of the NET Framework 20
' NET Frameworlc 4.5 s

S = S, APIs with new technologies for
[[] Background Intelligent Transfer Service (BITS) building applications that offer

[] BitLocker Drive Encryption appealing user interfaces, protect
your customers’ persanal identity

[ BitLocker Network Unlock information, enable seamless and

[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
business processes.

n

[] Data Center Bridging
[ Enhanced Storage
[ Failover Clustering

Services

[] Group Palicy Management
Confirmation [ ink and Handwriting Services

[] Internet Printing Client

[ 1P Address Management (IPAM) Server

< n IE

7. Optional: If you plan to use SNMP Alarms with Messaging, the SNMP Service must be added to Windows before
the program can be installed.

If SNMP Alarms are required, scroll down and enable SNMP Service.

If SNMP Alarms are not required, skip this step.

[= Add Roles and Features Wizard -

DESTINATION SERVER

Select features

Befors Vo Select one or more features to install on the selected server.

Features Description

[] Peer Name Resolution Protocol Sl Networ: Morsgment

[ Quality Windows Audio Video Experience Proftoool SNP] Sci e intllidee
[[] RAS Connection Manager Administration Kit (CM£ Agents Wk orihr e schity i
e network devices and report to the

[ Remote Differential Compression network console workstation.

[W] Remote Server Administration Taols (2 of 41 instal
[] RPC over HTTP Proxy

[] Setup and Boot Event Collection

[ Simple TCP/IP Services

+/| SMB 1.0/CIFS File Sharing Support (Installed)

[] SMB Bandwidth Limit

W Provider

[ Telnet Client

[ TFTP Client

[] VM Shielding Tools for Fabric Management
[[] WebDAV Redirector

1 Windows Biometric Framework

Confirmation
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8. Review the information, then click Next.

[ Add Roles and Features Wizard -

DESTINATION SERVER

Application Server

i Application Server hosts and centrally manages applications that interoperate with systems on the
netwark such as heterogeneous databases, identity management services, security systems, and Web
applications and services, Application Server alsa supports developing custom business applications
through integrated services such as the .NET Framework 4.3, COM+, Web Server (115) Support, and
Message Queuing.

Before You Begi

Things to note:

* We recommend that you install Web Server (IIS) Support if you plan to host distributed applications
built using ASP.NET or Windaws Communication Foundation (WCF).

Mere information about Application Server

9. Ensure that HTTP Activation, under Windows Process Activation Service Support is enabled. Click Next.

[ Add Roles and Features Wizard HEIEN

DESTINATION SERVER

Select role services

Select the role services to install for Application Server

Role services Description

.NET Framework 4.5
[ cOM+ Network Access
4[] Distributed Transactions
[[] ws-Atomic Transactions
[ Incoming Network Transactions
[] Outgoing Network Transactions
[C] TCP Port Sharing
[] Web Server (IIS) Support
Windows Process Activation Service Support
HTTP Activation
[] Message Queuing Activation
Confirmation [] Named Pipes Activation
[] TCP Activation
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10. On the Fax Server screen, click Next.

= Add Roles and Features Wizard [=T=
Fax Server DESTINATION SERVER
rd»

You can use a Fax Server to share and manage network fax resources from a central location, which
enables users o send and receive faxes, By setting up a Fax Server, you can define rauting policies and
rules for faxes, provide access to faxes that have been previously sent or received, and configure activity
logging to track the user of fax resources. You can use the Fax Service Manager to install, view, and
manage all of the faxes in your organization,

Things ta Note

* To set up a Fax Server, you must also set up a Print Server.

* To finish installing the Fax and Print server rales, you must complete post-deployment configuration
for both roles. The Fax Server role is configured from the Microsoft Fax Service Manager. To
configure additional fax server properties from the Microsoft Fax Service Manager, click Action on
the menu bar and then click Properties.

Confirmation

Learn more about the Fax Server Role

11. On the Print and Document Services screen, click Next.

[ Add Roles and Features Wizard = [o[
Print and Document Services T ——

Print and Document Services enables you to centralize print server and network printer management
tasks. With this role, you can also receive scanned documents fram network scanners and route the
documents to a shared network resource, Windows SharePoint Services site, or e-mail addresses.

Things to Note
* Windows Server 2012 supports print queues using either Type 3 or Type 4 printer drivers.

* Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users

wha are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server.

To enable clients to connect to shared print queues supperted using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the
"Computer\Administrative Templates\Printers\Point and Print Restrictions™ group policy to configure
security prompts.

If you are using Type 3 printer drivers and have any 32-bit clients, you must install the matching 32-
bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role
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12. No changes are required here. Click Next.

[ Add Roles and Features Wizard [x ]

DESTINATION SERVER

Select role services

Select the role services to install for Print and Document Services

Role services Description
= Print Server includes the Print
[ Distributed Scan Server for managing multiple printers or
[ Internet Printing print servers and migrating printers
[ 1PEService to and from other Windows print
servers,

Print and Docum

Role Sery

Confirmation

13. On the Web Server Role (I1S) screen, click Next.
B Add Roles and Features Wizard [= = [5]

DESTINATION SERVER

Web Server Role (lIS)

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IS) 8.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.0, ASP.NET, and Windows
Communication Foundation,

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (1IS) role includes the installation of role services that
enable you to serve static content, make minar customizations (such as default documents and HTTP
errars), monitor and log server activity, and configure static content compression,

Fax Sa

Print and Docum

Rol

Confirmation

More information about Web Server IS
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14. Open Web Server > Common HTTP Features. Enable Directory Browsing, HTTP Errors, Static Content and HTTP
Redirection.

Scroll down to Security, and enable Windows Authentication.

Under Application Development, enable .NET Extensibility 3.5, .NET Extensibility 4.5, ASP, ASP .NET 3.5, ASP

.NET 4.5, CGI, and WebSocket Protocol.
Locate FTP Server and enable FTP Service.
Enable all options under Management Tools > IIS 6 Management Compatibility.

Click Next when ready.

[ Add Roles and Features Wizard NE [ URL Authorization ~

Windows Authentication

DESTINATION SERVER

Select role services NET Extensibilty 3.
NET Extensibility 4.5

lication Initializatio

Cf

Select the role services to install for Web Server (1IS)

Role services Description

~ HTTP Redirection pravides support

4 [v] Web Serve i i
'eb Server to redirect user requests to a sperific

4 Common HTTP Features destination. Use HTTP redirection =
Default Document whenever you want customers who [w] ISAPI Extensions
Dirctiiry Biomaing = might use one URL to actually end 1P Filters
up at another URL. This is helpful in
HTTP Errors many situstions, from simply L] Server Sitle Iicludes

Static Content renaming your Web site, to ». WebSacket Protocol

HTTP Redirection overcoming a domain name that is 4 [T ETD Canvar w
e difficult to =pell, or forcing clients to < 0 >
WebDAV Publishing use a secure channel,
Pl Health and Diagnostics o S e S

HTTP Logging [[] WebSocket Protocol
[ Custom Logging - FTP Server
[ Logging Teols FTP Service
[] ODBC Logging [C] FTP Extensibility
[] Request Monitor - ] 115 Hostable Web Care

7 Il = BE Management Tools

1IS Management Console

IS 6 Metabase Compatibility

IS 6 Management Console

IS & Scripting Tools
IS 6 WMI Compatibility

115 Management Scripts and Tools

[] Management Service

15. Review the selections here. When ready to proceed, click Install.

[= Add Roles and Features Wizard -

DESTINATION SERVER

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

Befora You Begin

[ Restart the destinaticn server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.NET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framework 4.5 Features
ASPNET 4.5

Application Server
MET Framework 4.5
Fax Server

Print and Document Services
Print Server

Remote Server Administration Tools o

Export configuration settings
Specify an alternate source path

Next >
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16. If prompted to provide the Windows disk to load the files, click Specify an alternate source path and direct it to the
appropriate drive.

[= Add Roles and Features Wizard = = -

DESTINATION SERVER

lation selections

Confirm insta

A Do you need to specify an altenate source path? One or more installation selections are missing source files on the destinati.. X

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

.NET Framewaork 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

Application Server
\NET Framework 4.5

ocument Servi...
Fax Server

Services
s Print and Document Services

prin Sener

Remote Server Administration Tools
Rele Administration Tools

Export configuration settings

Specify an altemate source path <—
< Previous Next > Install Cancel

Hint: This is particularly important for virtual machine installations where there may not be a drive configured
locally.

17. Windows will now start the installation process for the chosen items. This process may take a while.

[ Add Roles and Features Wizard = [o[T

DESTINATION SERVER

Installation progress
View installation progress

@ Feotureinstaliation
L]

Installation started on

.NET Framewaork 3.5 Features Band
NET Framewerk 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.5 Features
ASPNET 4.5

Application Server
NET Framework 4.5

Fax Server

Print and Document Services
Print Server

istration Tools
Tanle

Remote Server Admi
Rola Admin;

‘You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close: Cancel

Note: This window can be closed without interrupting the installation procedure

18. Once all changes are complete, Restart the server.
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Disabling User Account Control Notification

Go to Settings > Control Panel. Select User Accounts.

Settings (=] All Control Panel Items -

b i} ‘@ + Control Panel » All Control Panel ltems » v & ‘

Searc

Control Panel A

Curtrol Pansl Adjust your computer's settings Viewby: Smallicens v

Personaliz;

¥ Action Center {7 Administrative Tools

AutoPlay
O Color Management [E Credential Manager 7 Date and Time
Server info Default Programs &3 Device Manager % Devices and Printers
& Display @ Ease of Access Center £ Folder Options
Help A Fonts €1 Internet Options &, iSCS! Initiator
&5 Keyboard €% Language ¥ Mouse
¥ Network and Sharing Center & Netification Area Icons {I] Phone and Modem
IiJ:_.—I { A 35 Power Options [ Programs and Features & Region
3 RemoteApp and Desktop Connections % Sound 18 Systemn
ex2kHocal 7] Taskbar 2] Text to Speech [ Troubleshooting
& Windows Firewall % Windows Update

Notifications Power

Select Change Account Settings.

On the User Account Control Settings screen, click and drag the slider down to Never Notify.

Click OK and Close.

2, User Accounts ==
© ~ 4 |H » Control Panel » All Control Panel ltems » User Accounts v 0‘ Search Control Panel »

Control Panel Home (Fy] User Account Control Settings -

Make changes to your user account

Nlarage st omdentiols Choose when to be notified about changes to your computer
Create a password reset disk

User Account Centrol helps prevent potentially harmful programs frem making changes to your computer.
Manage your file encryption Tell me more about User Account Control settings
certificates

) Configure advanced user

Always notify
profile properties
Change my envirenment == Never notify me when:
wvariables
®  Appstry to install software or make changes to my
computer
e ® | make changes to Windows settings
n
]
| ]
- n
— - @ Mot recommended.
Never natify
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On the keyboard, click the Start button, and select Administrative Tools.

&

Administrative

start VM Fax Service
Statistic: Manager

B

Internet
Informatio

s o

Print Windows Fax
Management

Windows

PowerShell Tools

L

Server Manager

Intemet

Computer Task Manager Information...

‘Control Panel

Intemet Explorer

Desktop

Double-click Local Security Policy.

i | = Administrative Tools =l -
Home  Share  View v @
1 11« Al Control Panel ltems » Administrative Tools » IE iministrative Tools A |
X Favortes Name =z Date modified Type Size =
Bl Desktop Terminal Services File folder
8 Downloads (#- Compenent Services Shortcut 2KB
| Recent places (& Computer Management Shortcut 2KB
(& Defragment and Optimize Drives Shortcut 2KB
7 Libraries (&l Event Viewer Shortcut 2KB
Documents [ Fax Service Manager Shortcut 2KB
& Music £ Intemet Information Services (115) 6.0 Ma... Shortcut 2KB
&= Pictures 25 Internet Information Services (IIS) Manager Shortcut 2KB |z
8 Videos fak, iSCS! Initiator Shortcut 2KB
[&, Local Security Policy Shorteut 2KB
8 Computer 33 ODBC Data Sources (32-bit) Shortcut 2KB
ODBC Data Sources (64-bit) Shortcut 2KB
€ Metwork {3 Performance Menitor Shorteut 2KE
[# Print Management Shortcut KB
&) Resource Monitar Shortcut 2KB
[ Security Configuration Wizard Shortcut 2KE
(@ Server Manager Shortcut 2KB
[#l; Services Shortcut 2KB
(&2 System Configuration Shortcut 2KB
(& System Information Shortcut 2KB
(D) Task Scheduler Shortcut
27 items
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5. Under Security Settings > Local Policies > Security Options, double-click

% Local Security Policy =[o]

File Action View Help

e AE XE= HBH=
S Security Settings Policy = Security Setting ~
p 4 Account Policies 2| Network security: Restrict NTLM: NTLM authentication in th.. Mot Defined
4[4 Local Policies | Network security: Restrict NTLM: Outgoing NTLM trafficte .. Mot Defined
B L4 Audit Policy | Recovery console: Allow automatic administrative logon Disabled

[ g User Rights Assignment
a Security Options
I [ Windows Firewall with Advanced Sec
7] Metwork List Manager Policies

b [Z] Public Key Policies
_| Software Restriction Policies
I | Application Control Policies
v &, IP Security Policies on Local Compute
b || Advanced Audit Policy Configuration

] Recovery console: Allow floppy copy and access to all drives... Disabled

[ Shutdown: Allow system to be shut down without having to... Disabled

. Shutdown: Clear virtual memery pagefile Disabled

I System cryptography: Force strong key protection for user k.. Not Defined
System cryptography: Use FIPS compliant algorithms for en...  Disabled

-

| System objects: Require case insensitivity for non-Windows ... Enabled
| System objects: Strengthen default permissions of internal s...  Enabled
System settings: Optional subsystems Posix

1] System settings: Use Certificate Rules on Windows Executabl... Disabled

1| User Account Control: Admin Approval Mode for the Built-i... Disabled

1| User Account Control: Allow UlAccess applications to prom..,  Disabled

;| User Account Control: Behavior of the elevation prompt for .. Elevate without prompti...
|User Account Control: Behavior of the elevation prompt for ... Prompt for credentials

1 User Account Control: Detect application installations and p... Enabled

| User Account Control: Only elevate executables that are sign... Disabled
User Account Control: Only elevate UlAccess applications th

1 User Account Control: Switch to the secure desktop when p
1 User Account Control: Virtualize file and registry write failure...

6. Select Disabled. Click OK.

User Account Control: Run all administrators in Adl_-
[ Local Securty Setting | Exglain |

Sl User Account Control: Run all admiistrators in Admin Approval
Mode

o [ ][ B ]

Note: UAC Notifications can be restored after Messaging has been installed.
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IS Certificates

The site administrator must install either a self-signed certificate, or a certificate purchased from a Certification Authority.
It is not necessary to install both types of certificate.

Note: Corporate security protocols may require the use of certificates purchased from an
appropriate authority. High-security (JITC) installations always require a CA issued certificate for
the Encrypted File System (EFS).

Additional information on installing certificates onto the voice server can be found here:

https://technet.microsoft.com/en-ca/library/cc753127(v=ws.10).aspx

Once the certificates have been installed, continue with IIS Certificate Bindings.

IS Certificate Bindings

To enable an HTTPS connection, a certificate has to be installed on the voice server.
The HTTPS protocol must be enabled, and HTTP disabled.

1. On the computer that functions as the web server, open the IIS Manager console.
Select the local computer. Open Server Certificates in the right-hand pane.

LE Intemet Infarmation Services (IIS) Manager = [[1= -
) KT » @ - 5 @
File View Help
Q- i |8 ? Open Feature
& Start P =
>“._j i e Filter - % Go - Show Al | Manage Server
I 2 X - - o 2 Restart
&} Application Pocs ISAPIFilters Logging  MIME Types o :
b -1&] Sites s E
Jr " Rr = Stop
2 =
b gk = View Application Pools
Medules Output Request an
Caching Filtering it
P Change .NET Framework
= Version
i
i e @ GetNew Web Platform
Server Worker o
Certificates | Processes
@ Hep
Management ~
= 5.'@ = ls
[Ep =
Configurat... Feature Shared
Editor Delegation Configurat... T~
= = 5| |[El] Features View || = Content View
Ready
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Right-click in the right-hand pane and choose Import from the pop-up menu.

E| Internet Information Services (IIS) Manager
@0 (4 :
File View Help
Connections - Actions
Server Certificates
@ - 8 Import...
:_i Start Page Use this feature to request and manage certificates that Create Certificate Request...
5. e the Web server can use with websites configured for SSL. Complete Certificate Request..
-5 Application Pocls dhaiadesl = 0T
b 8] Sites Filter: » W Go - (g Showal _ Create Domain Certificate...
Name - Issued To Create Self-Signed Certificate..,
Enable Automatic Rebind of
Renewed Certificate
@ Help
Import...
Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...
Create Self-Signed Certificate...
< u Enable Automatic Rebind of Renewed Certificate
< 0 31 =] Features View |\ % Content Help
Ready

Enter the path to the certificate file and the password. Select Personal as the Certificate Store. Click OK.

Import Certificate |_-

Certificate file (pfx):

‘C “certificatefile.company.com. pfx | l:l

Password:

Select Certificate Store:

[personal vl

Allow this certificate to be exported

ok || canea |
Go to Sites > Default Web Site.
Click Bindings....
LE Intemet Infarmation Services (IIS) Manager
@ ‘@ » b Sites » Default Web Site »

File View Help

G Default Web Site Home

Q- |8 B Explore =
¥ Start Page T = Edit Permissions...
49 i 5 _ e

Edit Site

=¥ Application Pools ASP.NET Al —
[Binding=. |

&/ Sites 8. 5

- =a : ) =

5 Default Web Site ) B _| ||l Besic seting

e
NET NET NET Error View Applications
Authorizat.. Compilation  Pages

NET MET Profile  .NET Roles % Restart
Globalization B

‘i, é'm'# = ® stop

View Virtual Directories

'\/‘ Manage Website (£

Sl ol Browse Website
MNET Trust  .MET Users  Application 1 Browse 80 (http)
Levels Settings i i

Advanced Settings...

=

- Configure

1 -
I
L Limits...
< [ ‘ > | [ElFeatures View |(.% Content View Add FTP Publishings.. ||

Ready
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Add the HTTPS binding type.
Set the IP Address to All Unassigned. Leave Port at its default.
Change SSL Certificate to the certificate name installed above.

Click OK.

Add Site Binding [ |

Type: 1P address: Port:
https | [All Unassigned v |443 |
Host name:
\ \
[ Require Server Name Indication
SSL certificate: |
Wildcard Al select. | [ iew. |

[ ox || canca |

Remove HTTP from the list of bindings.

Click Close.

Avaya IX Messaging Server Installation Guide

Site Bindings

Host Name Port. IP Address
443 *

Binding Informa...

Browse

Close
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Install Microsoft .Net Framework 4.7.2

Avaya IX Messaging requires Microsoft .Net Framework version 4.7.2 to be installed to support various features within the
program. If it has not already been installed, the administrator must download it and install it manually.

Note: .Net Framework 4.7.2 is not installed by default. It may be part of Windows updates, optional
updates, or not provided at all. Follow these instruction is it is not installed on your system, or if you do not
know if it has been installed.

Open a web browser and go to the Microsoft web site. Search for .Net Framework 4.7.2 and install the application on

the server. For example:
https://support.microsoft.com/en-us/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows .

Download the file to your server drive. When ready, run the program to install this feature.
When finished, restart the server.
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Installation

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

Note: If the user who will be installing Avaya IX Messaging has not logged in as the system administrator,
that user must be given full rights to the root of the C drive.

About Passwords

These rules are applied to all passwords created or used with Avaya Messaging, including those created during
installation (Note: JITC installations have more stringent requirements). These include:

* Length: Passwords must be at least 14 characters long.

* Class: A password can contain upper and lower case characters, numbers and special characters. No minimum
requirements for each character class are set by default, but this can be changed by the administrator.

* Repeating Characters: No character can be repeated more than 2 times consecutively (hello, world!). This value
can be modified by the administrator.

* Repeating a Character Class: No class of character can be repeated more than 4 times consecutively (ABCD, |@#$).
This value can be modified by the administrator.

* Reusing Passwords: No new password can be the same as a previous password extending back 10 iterations. This
value can be modified by the administrator.

* Sharing Passwords: Passwords must not be shared between users. Only one login per account is allowed at one
time. Other users must login using different credentials.

Note: Using an administrator account to perform routine functions leaves the servers open to malicious
software attacks. Therefore, it is strongly recommended that each user with administrative privileges is
also assigned a standard user account. To maintain security integrity, the administrator account should only
be used when necessary, and should be immediately logged out afterwards.
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Procedure

Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [/ dcomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAP| Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 2] Versioninfo.bxt
NetFramework33 UCPrint [#5)xcacls.exe
NetFramework46 Zimbra

In the extraction folder, run Setup.exe as administrator to install T UC Serviee Setup D

Avaya IX Messaging onto your voice server. Welcome to the UC Services

Installation Wizard

Windows Installer
_aAd| Preparing to install..
&
& The Power of We™
Once the Windows components have been verified, click Next to 9 UC Services Setup P

begin the installation.
Welcome to the UC Services Installation
Setup Wizard

Itis strongly recommended that pou exit all \Windows programs
before running this setup program.

Note: The installer will automatically add the necessary packages if
they do not already exist on the system. These packages may include

Click Cancel to quit the setup pragram, then close any programs

Sentinel Protection, and Microsoft Visual C++ Redistributable. AVAYA you have unring. Click Next o conlinue the intalation
This process may take a while depending on the missing components. G The Power o W' ARNING, Tric pogam s poectd by copioh l and

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging. They can also be downloaded from
resources.zag.io in both PDF and HTML format. e

Cancal
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Enter the DCOM settings (local machine administrator login information). This is [ icserscomseng: =
required by services which use local administrator rights.

Click OK after entering the credentials.

Selact a Domain or Computer

L

User

| =l

Password

Confirm Password

Maote: the elected user must have local-administratar rights

Ok

Review the license agreements and enable T UC services setup =l o =
| accept the license agreement. License Agreement AVA\/A

“fou must agree with the license agreements below to proceed.

G The Pawer of We”
C|IC|( Next to continue. Avaya Global Software License Terms (05012017v1) ® 2016-2017 Avaya Inc. All rights.

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

~

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

8 | accept the license agreement
(| do not accept the license agreement
“Wise Installation Wizard®

4 Back ‘[ Nest > ] ‘ Cancel
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You will be asked to select the destination of the installation. You may
change the hard drive destination through the drop down menu. By
default, the installation will create a UC folder on the C drive.

Click Next to continue.

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

Enable Single UC Server.

Click Next.

Single UC Server: When operating Messaging on a single voice server
computer.

Multiple UC Servers in High Availability: When running Messaging
in High Availability mode for redundancy.

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for
complete details.

Select the license type you will using for this installation.
Most sites will use the WebLM License option.

Note: If you select Messaging, go to chapter 13, Installing the
Messaging License. When finished, return here and continue
the installation from step 11. Skip step 9 through 10.

Warning: It is essential that the system/PC clock be properly set
before activating the license. Any subsequent changes to the clock
can adversely affect or terminate the license.

Avaya IX Messaging Server Installation Guide
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13 UC Services Setup E‘ = ‘@
Destination Drive z&vt\yzx
Select a diive where the application wil be installed
Gf* The Power of We™

The Wwise Installation Wizard will install the files for UC Services in the following drive.
Toinstall into a different drive, click the diopdown Combobos, and select another drive.
You cah choose not b install UC Services by clicking Cancel to exit the Wise
Installation Yizard.

Destination Folder

DAUC =0 -

“Wise Installation ‘wizard (R]

]
14 UC Services Setup \E’ = @
Main Menu M AYA

Pleass select the desired installation type.
Gnf° The Power of We
®) Single UC Server
(O Multiple UC S ervers in High Availability
(O 1% Messaging Cloud Gateway
Wise Installation Wizard®
Documentation <Back | Mew> | [ Cancel
15 UC Services Setup EI = @
e AVAYA
Gy The Power of We™
Please select the License type you wold like to install
O I Messaging License
® WebLM License
Wise Installation Wizard®
<Back | Mew> | [ Cancel




Windows Server 2012 Installation (SIP)

9. The License Upgrade Utility program opens and prompts you to enter the IP Address for the computer that houses
the WebLM license engine.

Enter the address in the space provided, then click OK.

ol License Upgrade Utility

1
o
L

Product [ s DEMO [ Seft License SentinelNo

—— | |
i s

General ‘ Users | Servers | Fax ports I Services IASR I TS |

Refrash

General Settings

P C—

La|

WebLM
v

R{|  WebLM IP adcress{((192.166.0.1 )

| Ok ‘ | Close

Important: This step requires that the Web License Manager has been installed and configured on the license
server computer. See Installing the WeblLM License and Server on page 437.

10. The utility will retrieve your license details from the server and display them here. Review the license details and click
Exit when ready.

CEl License Upgrade Utility
Product []1sDEMO [ Soft License  SertinsiNo
27245 ¥l Exiry Date  [20200815 123456789
WebLM IP address [192.168.0.1

General | Users | Servers | Faxports | Services | ASR [ TT5 | |

i

resh

Host

General Settings
FEXs

Companies
Mailboxes
Languages

VoicePorts

wl[== @

]
-
o

Redundant

License information has been retrieved

Note: The number of voice ports is calculated based upon your license.
[ (# Basic users + # Mainstream users) / 40 ] + Number of voice ports in license
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11. Select the Components required at your site. Disable any 9 UC Services Sewp =)o s
components that are not needed. Setect Features AVAVA

Please select which features you would ke to install
W The Power of We™

Feature Description:
Unified Messaging Server

Click Next.

..... Unified Cor

----- UIC Adrninistrator

..... “wieb Applications

Text to Speech Service
Huance Speech Recogn This feature will be installed on the local hard

Note: If the Dialogic SR140 fax software will be used with this

installation, ensure that the Hardware Fax Driver option is enabled IMaP_TSE dive.
-» Hardware Fax Driver
here. This feature requires 10ME on your hard diive,
Ithas b of 7 subfeatures selected. The

sublsatures reauirs 513ME on your hard diive,

“Wise Installation wizard®

DiskCost | | Reset | [ <Back | Mew> | [ Cancel

Avaya IX Messaging Server Installation Guide




This screen shows all of the Windows roles and features that
Messaging requires to operate properly.

Windows Server 2012 Installation (SIP)

Note: This screen will only appear if one or more required components
are not installed on the computer.

For all items that are not checked, return to Windows and add any
missing pieces to the operating system.

Click Next when finished or to refresh the display.

Note: The installation will not continue until all of the required
components have been added to Windows.
This screen does not refresh until you click Next.

ﬁ UC Services Setup

Warning

Enable all of the following Windows components to continue with the
installation. tems alieady checked have been previously installed.

115 wersion 5.00 and up
FTP Server

Agadativ: Devatymant
fuctive Server Pages ASPMET

HET Estersibiliy Gl
IS&P1 Extensions IS&P Filters
-MET Extensibiityd5 ASP.MET45
‘webSockets

‘wfindows Process Activation Service Support
[CJHTTP Activation
Wise Installation Wizard®

Avaya IX Messaging Server Installation Guide
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AVAYA
G The Power of We™

HE & Mg Loy
1S B Metabase Compatibility

115 6 Ml Compatibilty
115 & Seripting Tools
115 & Management Console

S T TR Featies
Defaul Document
HTTP Rediection
Static Cantert

Sty
‘windows Authentication

Cancel

< Back Nest >
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This screen shows the IIS settings that Messaging requires to operate. [[Ficsvessun =N

AVAYA

Please configure the following |15 components to continug with the

Note: Th|S screen W||| Only appear If one or more Of the requn’ed installation. Items alieady checked have been previously configured.  GAf5¢ The Power of We™
settings has not been made on the computer.

Security Setting

[ Enable IS Hitps Binding

For all items that are not checked, return to the IIS Manager in
Windows and set these options as required.

[[] Disable IS Htp Binding

Click Next when finished or to refresh the display.

Note: The installation will not continue until all of the required IIS Wi telaion Wizad®
settings have been made. (ot ] [Gncd |

This screen does not refresh until you click Next.

Select your PBX Brand then click Next. T UC Services setup <

PBX Maker AVAy

Please select your PEX brand by clicking on i's logo or by chaosing it
from thes o down st G The Power of We

3(:0%1 i AVAYA  BReADSOET

BHSl e0n | ewarsuy
AOmiTeL GShorelel s

TOSHIBA Other PBX Types:
Leading Innovation 533 Generic T

“Wise Installation 'Wizard®

<Back | Mewt> | [ Cancal
Select your PBX model from the dropdown menu. T UC Services setup = o =
PBX Integration
Cl k N t Please select the PE Model. AVA A
|c ex . WTthMrn\‘We‘
PB Model o

“Wise Installation 'Wizard®

<Back [ Newt> | [ Cancal
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Select the Email Server Type from the list of available options. This
allows the system to set basic parameters which help to improve
performance and reliability.

When ready, click Next.

Enter the primary location from which most telephone calls will be
placed. This will normally be where the corporate office is situated.
Additional dialing locations and rules may be defined after the
installation is complete.

Select the country from the dropdown menu, and enter the area code
in the space provided.

Click Next to continue.

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The
values entered there will be used automatically.

Create and verify a UC IIS User Password. This is used when logging
into any associated web applications, such as Web Access.

Enter a password to provide administrator only access to the system.

This account password is used to configure the many elements of
Avaya IX Messaging.

Windows Server 2012 Installation (SIP)

15 UC Services Setup = ?‘

Email Server Type AVAyA

. ith?
“w/hat is the primary e-mail server tupe the system will integrate with’ GRS The Power of We®

® Google Apps
O Lotus Notes
O Exchange
© Office 365
O Groupwise
© Mixed

© Other

© None

“Wise Installation \Wizard®

Hint: The password cannot be left blank. It must contain both letters
and numbers (no special characters), and should be at least 6
characters long.

Avaya IX Messaging Server Installation Guide

Documentation [ < Back ] ‘ Newt > ‘ ‘ Cancel
ﬁ UC Services Setup \E’?‘@
Calling Location Settings AVA A

The following information is used by UIC Services.

W‘I’hn Power of We™

Please specify the location from which your sestem will dial.

Gy | B
Area Code
Wise Installation “Wizard®
<Back [ Mewt> | [ Cancal
5 UC Services Setup =R
The tollowing information is used by UC Services
Gp The Power of We*
Please enter UCI5User password
Wise Installation Wizard®
< Back ‘[ Nest > ] ‘ Cancel
145 UC Services Setup = ‘
The tollowing information is used by UC Services y
Gp The Power of We*

Admin conzale default user configuration. Please enter vour
desired password.

Wise Installation Wizard®

<Back || Mew> | [ Cancel




Choose either Yes or No to determine whether the system will apply
General Data Protection Regulation (GDPR) compliance procedures
to your data.

With this option enabled, users and callers are notified that personal
information will be collected. This information can also be
completely removed from the system upon request.

The preliminary information required for installation is now
complete.

Click Next.

The selected components will now be installed. This process may take
a while.

If you are warned about components being in use, either use the
Automatic Close option or manually close the process which is
interfering with the installation.

Click OK when ready.

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

Avaya IX Messaging Server Installation Guide
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15 UC Services Setup = @
The fallowing information is used by UC Services. y
Gp The Power of We*
Dioes your system require General D ata Protection A egulation
[GDPR] compliance?
® Yes
OnNo
Wise Installation Wizard®
< Back ‘[ Nest > ] ‘ Cancel
14 UC Services Setup \E’ = @
Ready to Install the Application A\/AyA
Gnf9¢ The Power of We
The required install configuration is complete. Click Mext to begin the install
Wise Installation wizard [R]
<Back || My ] [ Cancel
1) UC Services Setup \E’ [=h|-E8
Updating System AVAyA
The features you selected are cunently being installed
Gnf9° The Power of We

wiiting system registry values

Keey: Wiiting system registry valuss.
ame:
Yalue:

Wise Installation 'wizard [R]

Cancal

13 UC Services Setup @
Files In Use A\/AyA
Some files that need to be updated are cunently in use.
Gnpy° The Power of We™

The following applications are using files that need to be updated by this setup,

UC Remote Printer

@ Automatically close all applications and attempt to restart them after setup is complete.
(7 Do not close applications. (4 rebaot will be required |

Wise Installation 'wizard (R]

Cancel




Windows Server 2012 Installation (SIP)

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration if necessary.

al SIP Configuration Wizard

= B

X X Welcome to SIP Configuration Settings
Click Next to continue.

This wizard will help you to set the SIP Configuration,

Press Mext to continue.

Back Cancel

Fill out all required information. The PBX and the Number of Channels

field I | d h dd fth a2l SIP Configuration Wizard [ e <
ields are automatica opulated. Enter the IP Address of the PBX. y
y pop PB)Iglgaes“:s-ged PEX from the list. AVAyA

Gt The Power of We

Trunk is selected by default, and is the best option for most

installations. PaX Generic SIP Trunk -
Select Extension if it is available through the PBX, and if Pre-Paging is Inegration © Bxension ® Trunk
required. If Extension is enabled, enter the Start Extension Number NimbecoCronss 14
established during PBX setup. i““j“f“""“”““’
Click Next when ready.
[ <Beck | MNets ] [ Cancel

Confirm the information then click Finish.

ul SIP Configuration Wizard

= B

Completing SIP Configuration Wizard

Note: Depending on the type of SIP integration you will be using, you
may have to fine tune the settings from the SIP Configuration Tool in
order for the system to function properly. The SIP Configuration Tool

You have successfully completed SIP
Cenfiguration Wizard,

. . . . *You specified the following settings:
can be found in the Messaging programs folder after installation. JAAV/A\V/N i i AR
Zoppt The Powar of We~ Integration Trunk

Number of Channels 4
Start Extension Number: 1000
IP Address:

Hunt Group 1000

To close this Wizard, click Finish

[ <Beck [ Fmsh | [ Cancel

Note: This section is for installations where Mitel 5000 (All) was chosen at the PBX selection screen.
Go directly to step 32 if this does not apply to your site.

At the OAIl Configuration Wizard screen:

gﬁ OAI Configuration Wizard @
* Enable Direct TCP/IP. & LT Gateway] Lo
" Direct TCP/IP PEE

* Set Number of Nodes = 1. Fath | C:\UClogs\vserver
. {\ctivate the Enablg logs radio bt:|tton. The.defaylt path for the log files = =

is shown. Enter a different path if the log file will be saved to another

location.
Click Next.
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29. On the Link Information page, enter the IP Address of the PBX. LinkInformaticn (P8:1) =
Leave Port at its default setting (4000). Leave the Login Password field blank. 17 Adress —
Bort 4000
Click Next.

Login Password ’7
GlentDesaipbon  [UCCTiService
Connection Retries ’07
Retries Delay [0

e |

30. Atthe Dialog screen, from the lists on the left-hand side, choose the Dislog ==
desired Stations (extensions and voicemail ports), Hunt Groups and Statione
Trunks to use with OAI. L1003 Diectory fumber_[Type
1:1009 1:1001 STATION
1:1010 1:1002 STATION
. . L. . L1011 1:1004 STATION
Select an item on the left, then click Add to move it into the right-hand Loi2 L1005 VOICEMAT
. 1:1006 VOICEMAIL
pane. Lt 1:1007 VOICEMAIL
Hunt groups 11008 VOICEMAIL
1:2000 VMHUNTGROUP|
31. Click Save to finish the OAl setup and continue with the Messaging e
installation. Remove
Trunks
1:94000
1:94001
1:94002
1:94003
1:94004
1:94005
1:94006
INENENNEEER

32. On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -
*
R Select SSO providers to be enabled
* Google
* al
3 . *
A UC 550 Configuration - ¢ Enable
* -
" . Cliert Id [ |
lode .
Cliert Secret: [ |
) Hybrid S50 frecommended) “
o
1 Office 365
Corfiguration | s
Providers: [ Google Ofice365 Salesforce Avaya_Cloud Wiindows LIC [ | I Enable
=
. Cliert Id: [ |
4 Cliert Secret: [ |
3
“ [] Forcs user consent
“ Redret URL [ ] jucsso/completionspx
.
S Windows X Messaging
.
. Windows (MTLM) X Messaging
Y
“ Allow save credentials
.
. [] Resolve user principal neme
Y
.
.
Y
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When clients / admins want access to these programs, they login using their credentials for one of the listed
programs. They must have an account with that application before they can login.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google
1] Office 365

&=

AVAYA

» .
I3 ’ Windows

(® uc

Enable all that apply, then click OK.
Click Save when finished.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google

(® uc

Note: For complete details on using legacy and hybrid SSO, refer to chapter 25 of this document.

Click Finish to restart the server.

If you wish to restart your computer at a later time, disable the

Restart check box then click Finish.

The Messaging installation is complete.

Avaya IX Messaging Server Installation Guide

ﬁ UC Services Setup \E’E‘@

Completing UC Services Installation
Setup Wizard

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel
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High Availability Installation

Introduction

Warning: Avaya IX Messaging High Availability must only be installed by trained and certified personnel.

This document provides the installation procedure for Avaya IX Messaging with a High Availability Server (Primary,
Secondary & Consolidated). The purpose of a High Availability Installation is operational continuity, in which the array
of servers provides your organization with complete Messaging functionality in case of a voice server failure. The
Consolidated server synchronizes the voice servers (Primary and all Secondaries) and maintains the database.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this
document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

If one of the voice servers (Primary or Secondary) fails, traffic if routed away from that server to the still active ones.

* Thelicense is maintained by the Primary Server. If it fails, you have 28 days to restore the connection before the
system will revert to demo mode.

* Ifthe Consolidated Server fails, the remaining voice servers will continue to process voice traffic, but UM services
(calendar sync, Gmail integration, transcription, etc.) will not be available.

Requirements

Requirements Details
License A Full License for 10.8 that includes HA.

For details on Messaging 10.8 Hardware and Software
Software

requirements please consult the Technical Operating Guidelines.

Windows Server 2012 or 2012 R2
Operating System Windows Server 2016
Windows Server 2019

Important: Microsoft Windows is not provided with any version of IX Messaging. The customer must install
and fully update a suitable, licensed version of Windows onto the hardware platform before proceeding with
the Avaya IX Messaging software installation.

Important: In an HA installation, all servers must have the same time zone set under Windows Date / Time
settings. If the servers are configured for different time zones, the timestamps will not play correctly.

A High Availability installation requires a minimum of 3 computers, each setup as a server. One server is defined as the
Primary Voice Server. Between 1 and 19 additional servers are designated as Secondary Voice Servers. Controlling traffic
flow, synchronization, load balancing and failover is a single Consolidated Server (also called the Database Server). A
Secondary Consolidated Server can be included for additional failover security.

Note: Avaya IX Messaging should only be installed on dedicated servers specifically intended for the
purpose. Sharing system resources with other applications may prevent Messaging from functioning
properly.

Note: Avaya IX Messaging has only been validated on Windows in English and in French. Other varieties of
Windows may not work as intended.

Warning: Once all of the HA servers (Consolidated, Primary and all Secondaries) have been installed, it is
important to perform a full synch of all data. Attempting to login to the servers before the synch is complete
will corrupt the database preventing all logins on all servers. Refer to Verifying File Sync for complete details.
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Preparing the Servers

Antivirus, Firewall and Automatic Updates

It is recommended that any antivirus and firewall applications currently active on the server computer be disabled during
installation. It is also necessary to turn off Automatic Updates during the installation.

Any other resource intensive applications or monitoring tools which may cause a conflict with the installation should also
be disabled during the installation process.

Time zones

In an HA installation, all servers must have the same time zone set under Windows Date / Time settings. If the servers are
configured for different time zones, the timestamps will not play correctly.

Disabling User Access Control Notification

In order to install Avaya IX Messaging on a Windows Server environment, you must turn off the UAC notification feature
on the local Admin user which will be utilized with Messaging.

32_bit V\/indOWS: £3, User Accounts o] x|

Q(Tp [#, + control Panel ~ User Accounts ~ (& [seercn 2
File Edit Wiew Tools Help
@
Open Control Panel > User Accounts. Tasks Make changes to your user account
Create 5 password reset disk
Click Turn User Account Control on or off. Manage your netwerk passwords Change your password —
Remove your password J Administrator
Manage your file encryption | Administrator
certificates Change your picture { LL_) Password protected
Configure advanced user profile
properties

T Manage another account
Change my environment variables X
1§ Turn User Account Control on or off

Disable Use User Account Control then click OK. -
-lox|

G(}v }&L  Turn User Account Cantrol On or OFF v [ [search (2]

Fle Edt View Tools Help

Turn on User Account Contrel (UAC) to make your computer more secure

User Account Contral (LAC) can help prevent unauthorized changes to your computer. We recommend that you leave
UAC turned on to help protect your computer.

™ Use User Account Control {UAC) to help protect your computer

You will be prompted to restart your computer. x|
Click Restart Now to restart the system.

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

[ estatlion | Restartister |
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L]

64-bit Windows: —— _
CDE) 2 - CorreiParet - e Aot - U Accurs = i [ Somch Cortra Poret L)

1. Open Control Panel > User Accounts.

2. On this screen, click
Change User Account Control settings.

I W
sk AL' 2

T chargs yous pseecrd, peees T+l and oslect Changs & passord

3. Pull the slider to the bottom or its range, — —
until Never notify me when:... is selected. ; e orcome

4. Click OK.
5. Restart the computer.

& oK Cancel

Required Server Components

Ensure that all the necessary items are installed on the system before proceeding with Messaging installation.

Important: In an HA installation, all servers must have the same time zone set under Windows Date / Time
settings. If the servers are configured for different time zones, the timestamps will not play correctly.
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Server Manager Configuration: Win 2016/2019 (All Servers)

If your servers have Windows 2016 or 2019 installed, use this section. If they are using Windows 2012, go to page 183.
Perform the following steps on ALL servers; Primary, Consolidated, and all Secondaries.

Consolidated: Where necessary, special instructions specific to the Consolidated Server setup are
provided where there is a difference in the process from the Primary and Secondary Servers.

Note: Some of these steps may require additional files from the Windows disk or other storage location.

1. From the Server Manager Dashboard, click Add roles and features.

Server Manager * Dashboard Manage  Tooks  View

B Dashboard 'WELCOME TO SERVER MANAGER

0 Local Server

ii All Servers

a Configure this local server

¥§ File and Storage Services b

QUICK START

J

r

Add roles and features I

3 Add other servers to manage

WHAT'S NEW o
4 Create a server group

5 Connect this to cloud services

Hide

ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Serverstotal: 1

n File and Storage 1

Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

2102017 707 AR

If this screen is hidden, go to View and select Show Welcome Tile.
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2. Click Next.

[ Add Roles and Features Wizard - o X
. DESTINATION SERVER
Before you beg In \IN-123YOURSERVER

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your arganization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strang password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

It you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

] Skip this page by default

3. Leave the default settings as they are. Click Next.

T2 Add Roles and Features Wizard - [m] x

DESTINATION SERVER

Select installation type o 23voURSERVER
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role servicas, and featuras.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based deskiop deployment.

Cancel
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4. Leave the default settings as they are. Click Next.

T Add Roles and Features Wizard - O X

DESTINATION SERVER
WIN-123YOURSERVER

Select destination server

Be Select a server or a virtual hard disk on which to install roles and features.

‘ou Begin

Installation T | Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

WIN-123YOURSERVER  192.168.1.100 Microsoft Windows Server 2016 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

5. Enable Fax Server. When prompted, select Add Features.

[ Add Roles and Features Wizard - a x

DESTINATION SERVER
WIN-123YOURSERVER |

Select server roles -
[E Add Roles and Features Wizard

Befors You Bzain Select one or more roles to install on the selected server. PY -
SRS USRS ® Add features that are required for Fax Server?

Installation T Roles

Descriptin ¢ *

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services -?
[[] Active Directory Lightweight DirectorgS&vices
[] Active Directory Rights Manaaaneﬁt Services
[[] Device Health Attestatign ®

[ DHCPServer | o ®

(] Ordyggservices (1 of 12 installed)
[ Host Gusrdian Serficl g

[ Hyper-v

[ MultiPoint Services
[[] Metwork Policy and Access Services
[] Print and Document Services

[] Remnate Access

[T Remote Desktop Services

[] Volume Activation Services

] Web Server (IIS)

[[] Windows Deployment Services

.’.
L]
L]

< Previous Next > Install

L4
Fasc Strver sends and receives faxes
'and allows you to manage fax
resources such as jobs, settings,
reports, and fax devices on this
computer or on the network.

Cancel
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You cannot install Fax Server unless the following role services or
features are also installed.

4 Print and Document Services
Print Server
4 Remate Server Administration Tools
4 Role Administration Tools
[Taols] Fax Server Tools
[Tools] Print and Document Services Tools

Include management tools (if applicable)
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6. Enable Web Server (11S). When prompted, select Add Features. Click Next.

[ Add Roles and Features Wizard - ul X
DCESTINATION SERVER
Select server roles WIN-123VOURSERVER -
q [ Add Roles and Features Wizard
L d
L4
Before You Begin Select one or more roles to install on the selected server, ¢
Sfers Tou=sg * Add features that are required for Web Server (IIS)?
P q
Roles Description e
s The following tools are required to manage this feature, but do not
LI Active Directory Federation Services Web Server (IIS) prosides a relizble, have to be installed on the same server.
[ Active Directory Lightweight Directory Services manzgeable, apdscalable Web
[[] Active Directory Rights Management Services appl\cahﬂgﬂlrastmcture‘ 4 Web Server (lIS)
[] Device Health Attestation . 4 Management Tools
[[] DHCP Server ’0 [Tools] IS Management Consaole
L] DNS Server *
Fax Server . L4

[®] File and Storage Services (1 of 12 installed) Py
[] Host Guardian Service . *

Confirmation O Hyper-v .
[ MultiPoint Services Ps
[[] Network Policy and Access 55m5e!
Print and Document Services ¢
[] Remnate Access *
[ Remote Desktop Seryides

L d

Include management tools (if applicable)

[] Windows Server Essentials Experience
[[] Windows Server Update Services

"nmy
-
L L S
L
L]

Install

7. Onthe Features panel, open .NET Framework 3.5 Features and enable HTTP Activation. When prompted, select
Add Features. Click Next.

[ Add Roles and Features Wizard - a x
- DESTINATION SERVER
Select fe atures WIN-123VOURSERVER oy W -
- * [E Add Roles and Features Wizard
-
-
Befors You Bzain Select one or more features to install on the selected server. -® - o
SRS USRS PR Add features that are required for HTTP Activation?
Installation Ty Features P - 'Desn:riptinn
- £ ~ You cannot install HTTP Activation unless the following role services
4 [F] NET Framework 3.5 Features o ® O eratOnSURPO rocess or features are also installed.
5 MhTdes NET 20 and 3.0) activation via HTTP. Applications
’ that use HTTP Activation can start 4 NET Framework 4.6 Features
and stop dynamically in response to ASPINET 4.5
I (W] NET Framework 4.6 Fea:tm‘z of 7 installed] wark items that arrive aver the 4 Web Server (IIS)
o [ Background Inteligent Transfer Sepyice (BITS) netwark via HTTP. 4 Web Server
[ BitLocker Drive Encryption . 4 Application Development
[ BitLocker Network Unlock “ -NET Extensibility 3.5
BranchCache 4 Windows Process Activation Service
e ). Windows P A 5
[ Client for NFS 'S Configuration APls
[ Containers S5 \NET Environment 3.5
[[] Data Center Bridging g Process Model
[ Direct Play ‘e
[[] Enhanced Storage g
[ Failover Clustering ~ B
[ Group Policy Management b IS ~ Include management tools (if applicable)
[ 170 Quality of Service O
[] 1S Hostable Web Core ~ «
[71 Internet Printing Client o

8. Optional: If you plan to use SNMP Alarms with Messaging, the SNMP Service must be added to Windows before
the program can be installed.

If SNMP Alarms are required, scroll down and enable SNMP Service.
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If SNMP Alarms are not required, skip this step.

fe Add Roles and Features Wizard = o X
L DESTINATION SERVER
Select features WWIN-123¥OURSERVER

Select one or more features to install on the selected server.
Features Description

[] Peer Name Resolution Protocol 2iple Metwoik fahegeaent

[ Quality Windows Audio Video Experisnce Proticut AR, Seriice pryfies
[] RAS Connection Manager Administration Kit (CM#& fpents sk inoripl e sty B
Tt it network devices and repart to the

network console workstation.

[[] Remote Differential Compression

[m] Remote Server Administration Tools (2 of 41 instal
[ RPC over HTTP Proxy

[[] Setup and Boot Event Collection

[[] Simple TCP/IP Services

+| SMB 1.0/CIFS File Sharing Support (Installed)

[] SMEB Bandwidth Limit

[] Telnet Client
[] TFTP Client
[] VM Shielding Tools for Fabric Management
[[] WebDAV Redirector

™1 Windows Biometric Framewark

9. Onthe Fax Server screen, click Next.

T2 Add Roles and Features Wizard - [m] x
- DCESTINATICN SERVER
Fax Server \WIN-123YOURSERVER

Before You Begin ‘You can use a Fax Server to share and manage network fax resources from a central location, which

= enables users to send and receive faxes. By setting up a Fax Server, you can define routing policies and
rules for faxes, provide access to faxes that have been previously sent or received, and configure activity
logging to track the user of fax resources. You can use the Fax Service Manager to install, view, and
manage all of the faxes in your organization,

Installation T)

Things to Note

* To set up a Fax Server, you must alsa set up a Print Server.

Print and Docum * To finish installing the Fax and Print server roles, you must complete post-deployment configuration
for both roles. The Fax Server role is configured from the Microsoft Fax Service Manager. To
configure sdditional fax server properties from the Microsaft Fax Service Manager, click Action on

the menu bar and then click Properties.

Role Services

Role

Confirmation

Learn more about the Fax Server Role

< Previous

Cancel
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10. On the Print and Document Services screen, click Next.

T Add Roles and Features Wizard - O X

Print and Document Services DESTINATION SERVER

WIN-123YOURSERVER

e Print and Document Services enables you to centralize print server and network printer management
- tasks. With this role, you can also receive scanned documents from network scanners and route the

documents to a shared network resource, Windows SharePaint Services site, or e-mail addresses.

Installation Ty

Things to Note

* Windows Server 2016 supports print queues using either Type 3 or Type 4 printer drivers,

* Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users
who are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server,

* To enable clients to connect to shared print queues supported using Type 3 printer drivers on the
. print server, you should use signed, package aware drivers. If signed or package aware drivers are
=) unavailable, client users must either be local administrators or you must have already set the

"Computer\Administrative Templates\Printers\Paint and Print Restrictions” group policy to configure
security prompts.

* If you are using Type 3 printer drivers and have any 32-bit dlients, you must install the matching 32-

bit version of the printer driver on the print server., If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role

< Previous

Cancel

11. No changes are required here. Click Next.

Fﬁ Add Roles and Features Wizard

- [m] x
(ele,_t role services DESTINATION SERVER
=) C WIN-123YQURSERVER
Before You Begin Select the role services to install for Print and Document Services
Installation Ty Role services Description
Print Server includes the Print
[ Distributed Scan Server Management snap-in, which is used

[ Internet Printing

for managing multiple printers or
[[] LPD Service

print servers and migrating printers
to and from other Windows print
SEIVers.

Cancel
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12. On the Web Server Role (lIS) screen, click Next.

T Add Roles and Features Wizard - O X

Web Server Rale (IIS) e e

Web servers are computers that let you share information over the Internet, or through intranets and

extranets. The Web Server role includes Internet Information Services (115) 10.0 with enhanced security,
diagnestic and administration, a unified Web platform that integrates IS 10.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Installation Ty

* The default installation for the Web Server (IS) role includes the installation of role services that
enable you to serve static content, make minar customizations (such as default documents and HTTP
errors), monitor and log server activity, and canfigure static content compression.

Confirmation

More infermation about Web Server 1S

< Previous Cancel

13. Under Web Server > Common HTTP Features, enable HTTP Redirection.

T2 Add Roles and Features Wizard - [m] x

DESTINATION SERVER

Select role services

Select the role services to install for Web Server (lIS)

Role services

Commen HTTP Features

Default Document

Directory Browsing

HTTP Errors

Static Content

[] WebDAV Publishing

Health and Diagnostics

HTTP Logging

[] Custom Logging

[ Logging Tools

[] ODEBC Logging

[ Request Monitor

[ Tracing

Performance

Static Content Compression
[] Dynamic Content Compression

4 [¥] Security

WWIN-123YOURSERVER

Description

HTTP Redirection provides support
to redirect user requests to a specific
destination. Use HTTP redirection
whenever you want customers who
might use one URL to actually end
up at another URL. This is helpful in
many situations, from simply
renaming your Web site, to
overcoming a domain name that is
difficult to spell, or forcing clients to
use a secure channel.

Cancel
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14. Under Web Server > Security, enable Windows Authentication.
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T Add Roles and Features Wizard

Select role services

Before You Select the role services to install for Web Server (IIS)

Installation Ty

Role services

Request Filtering

[] Basic Authentication

[ Centralized 5SL Certificate Support

[] Client Certificate Mapping Authentication
[ Digest Authentication

[ IIS Client Certificate Mapping Authenticatic
[] 1P and Domain Restricticns

[] URL Autharization

Windows Authentication

Application Development

.NET Extensibility 3.5

.NET Extensibility 4.6

] Application Initialization

[] asp

[[] ASP.NET 35

ASP.NET 4.6

O cal

[V ISAPI Fxtensinne

- [m] X

DESTINATION SERVER
WIN-123YOURSERVER

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functicnality of lIS. These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which IIS then sends to fulfill
client requests.

Cancel
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15. Under Web Server > Application Development, enable .NET Extensibility 3.5, .NET Extensibility 4.6, ASP, ASP

.NET 3.5, ASP .NET 4.6, CGI, ISAPI Extensions, ISAPI Filters and WebSocket Protocol.

Under FTP Server, enable FTP Service.

Select role services

Fax 5

Print and Document Servi

Role Services

Confirmation

Select the role services to install for Web Server (IIS)

Role services

(W] WVINUUWS AULIETIUCAUGT
a Application Development
.NET Extensibility 3.5
.NET Extensibility 4.6
[ Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.6
cal
ISAPI Extensions
ISAPI Filters
[] Server Side Includes
WebSacket Protocol
Server

FTP Service

[ FTP Extensibility
4 [¥] Management Tools

1IS Management Console

© [ 115 6 Management Compatibility

4 ¥

O

DESTINATION SERVER
WIN-123YOURSERVER

Description

FTP Service enables FTP publishing
on a Web server.

16. Under Management Tools > IS 6 Management Compatibility, enable all items.

Click Next when ready.

Avaya IX Messaging Server Installation Guide

Fﬁ Add Roles and Features Wizard

Select role services

Select the role services to install for Web Server (lIS)
Role services

|| ASP.NET 3.5
ASP.NET 4.6
cal
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSacket Protocol
4 FTP Server
FTP Service
[ FTP Extensibility
4 [¥] Mznagement Tools
IS Management Console
IS 6 Management Compatibility
IIS 6 Metabase Compatibility
IIS 6 Management Console
1IS 6 Scripting Tools
1IS 6 WMI Compatibility
[7] 115 Management Scripts and Taals
[ Management Service

evious

- [m] x

DESTINATION SERVER
WWIN-123YOURSERVER

Description

IS 6 Scripting Tools provide the
ability to continue using IIS 6
scripting tools that you built to
manage IS 6 in 15 10, especially i
your applications and scripts that
use ActiveX Data Objects (ADO) or
Active Directory Service Interface
(ADSI) APIs. IIS 6 Scripting Tools
require Windows Process Activation
Service Configuration API.

Cancel




High Availability Installation

17. Review the selections here. When ready to proceed, click Install.

T Add Roles and Features Wizard - O X

DESTIMATION SERVER

Confirm installation selections VN 123YOURSERVER

Befors You Bzgin To install the following roles, role services, or features on selected server, dlick Install.

] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Installation

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

HTTP Activation
.NET Framework 4.6 Features
ASP.NET 4.6

WCF Services
HTTP Activation

Fax Server
Print and Document Services

Print Server

Export configuration settings
Specify an alternate source path

Next > stall Cancel

18. Windows will now start the installation process for the chosen items. This process may take a while.

T2 Add Roles and Features Wizard - [m] x
. _ DCESTINATICN SERVER
Installation progress \WIN-123YOURSERVER

View installation progress

@ Feature installation
—
Installation started on WIN-123YOURSERVER

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
NET Framework 4.6 Features
ASPNET 4.6
WCF Services
HTTP Activation

Fax Server

Print and Document Services

Print Server

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Tn ThiEe e

Note: This window can be closed without interrupting the installation procedure

19. Once all changes are complete, Restart the server.

The next section covers Roles and Services for Windows 2012. You can skip ahead to page 202, IS Certificates (All
Servers).
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Server Manager Configuration: Win 2012 (All Servers)

If your servers have Windows 2012 installed, use this section. If you are using Windows 2016 or 2019, go to page 165
instead.
Perform the following steps on ALL servers; Primary, Consolidated, and all Secondaries.

Consolidated: Where necessary, special instructions specific to the Consolidated Server setup are
provided where there is a difference in the process from the Primary and Secondary Servers.

Note: Some of these steps may require additional files from the Windows disk or other storage location.

1. From the Server Manager Dashboard, click Add roles and features.

Server Manager * Dashboard Manage  Tools
Dashboan] WELCOME TO SERVER MANAGER
i Local Server
ii All Servers - A
= ) Configure this local server
g Fileand Storage Services P =t
I 2 Add roles and features I
Add other servers to manage
WHAT'S NEW ; B ) |
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Serverstotal: 1
== File and Storage
g d 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
EPA results
— - ' 1014 AM
15 > = B8 aome

If this screen is hidden, go to View and select Show Welcome Tile.
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2. Click Next.

= Add Roles and Features Wizard -

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administratar account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

I you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[ Skip this page by default

,
]

3. Leave the default settings as they are. Click Next.

[ Add Roles and Features Wizard - [a 5

DESTINATION SERVER

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(@ Role-based or feature-based i

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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4. Leave the default settings as they are. Click Next.

[ Add Roles and Features Wizard - [a

Select destination server B

Select a server or a virtual hard disk an which to install roles and features.

Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

Mame IP Address

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incompleta are not shown.
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5. Enable the Application Server, Fax Server and Web Server (lIS) checkboxes.

Click Next.

= Add Roles and Features Wizard

Select server roles

Roles

[ Active Directory Rights Management Services
Application Server

[] DHCP Server

] DNS Server

Fax Server

[ Hyper-v

[ Network Policy and Access Services
Print and Document Services

[] Remote Access

[ Remote Desktop Services

Confirmation

] Valume Activation Services

_> eb Server (1IS)

[ Windows Deployment Services
] Windows Server Update Services

Select one or more rales to install on the selected server.

BE |

DESTINATION SERVER

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

High Availability Installation

Note: Throughout this installation, whenever you are prompted to confirm additions, always select Add

Features.

= Add Roles and Features Wizard

Add features that are required for

You cannet install #&
features are also installed.

a

Include management toals (if applicable)

# unless the following role services or
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6. Enable the .NET Framework 3.5 Features checkbox. Click Next.
[= Add Roles and Features Wizard -

DESTINATION SERVER

Select features

Select one or more features to install on the selected server.

Features Description

~ NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technclogies for
building applications that offer

C] BitLacker Drive Encryption appealing user interfaces, protect
your customers' personal identity

[ BitLocker Network Unlock information, enable seamless and

Fax Server [ BranchCache secure communication, and provide

[ Client for NFS the ability to model a range of
business processes.

[ Background Intelligent Transfer Service (BITS)

Print and Docul
[] Data Center Bridging

[] Enhanced Storage

[] Failover Clustering

[ Group Policy Management

[] ink and Handwriting Services
[ Internet Printing Client
[] 1P Address Management (IPAM) Server

< [ >

7. Optional: If you plan to use SNMP Alarms with Messaging, the SNMP Service must be added to Windows before
the program can be installed.

If SNMP Alarms are required, scroll down and enable SNMP Service.

If SNMP Alarms are not required, skip this step.
[ Add Roles and Features Wizard |_|_-

DESTINATION SERVER

Select features

Select one or more features to install on the selected server.
Features Description

[] Peer Name Resolution Protocol Siple Nepagr Manegement
[ Quality Windows Audio Video Bxperience Proftocol BNMPL S e itludec

[ RAS Connection Manager Administration Kit (CM2 augerds Hial ioreisr the w ity o
[T et Rsatines network devices and repart to the

[T Remote Differential Compression Rtk rorsyle Wickalaon:

[®] Remote Server Administration Tools (2 of 41 instal
[ RPC aver HTTP Proxy

[ Setup and Boot Event Collection

[ Simple TCP/IP Services

+/| SMB 1.0/CIFS File Sharing Support (Installed)

[] SMB Bandwidth Limit

N MI Provider
[] Telnet Client
[] TFTP Client
[ VM Shielding Tools for Fabric Management
[] WebDAV Redirector
™1 Windows Biometric Framework

Confirmation
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8. Review the information, then click Next.

[ Add Roles and Features Wizard -

DESTINATION SERVER

Application Server

i Application Server hosts and centrally manages applications that interoperate with systems on the
netwark such as heterogeneous databases, identity management services, security systems, and Web
applications and services, Application Server alsa supports developing custom business applications
through integrated services such as the .NET Framework 4.3, COM+, Web Server (115) Support, and
Message Queuing.

Before You Begi

Things to note:

* We recommend that you install Web Server (IIS) Support if you plan to host distributed applications
built using ASP.NET or Windaws Communication Foundation (WCF).

Mere information about Application Server

9. Ensure that HTTP Activation, under Windows Process Activation Service Support is enabled. Click Next.

[ Add Roles and Features Wizard HEIEN

DESTINATION SERVER

Select role services

Select the role services to install for Application Server

Role services Description

.NET Framework 4.5
[ cOM+ Network Access
4[] Distributed Transactions
[[] ws-Atomic Transactions
[ Incoming Network Transactions
[] Outgoing Network Transactions
[C] TCP Port Sharing
[] Web Server (IIS) Support
Windows Process Activation Service Support
HTTP Activation
[] Message Queuing Activation
Confirmation [] Named Pipes Activation
[] TCP Activation
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10. On the Fax Server screen, click Next.

= Add Roles and Features Wizard [=T=
Fax Server DESTINATION SERVER
rd»

You can use a Fax Server to share and manage network fax resources from a central location, which
enables users o send and receive faxes, By setting up a Fax Server, you can define rauting policies and
rules for faxes, provide access to faxes that have been previously sent or received, and configure activity
logging to track the user of fax resources. You can use the Fax Service Manager to install, view, and
manage all of the faxes in your organization,

Things ta Note

* To set up a Fax Server, you must also set up a Print Server.

* To finish installing the Fax and Print server rales, you must complete post-deployment configuration
for both roles. The Fax Server role is configured from the Microsoft Fax Service Manager. To
configure additional fax server properties from the Microsoft Fax Service Manager, click Action on
the menu bar and then click Properties.

Confirmation

Learn more about the Fax Server Role

11. On the Print and Document Services screen, click Next.

[ Add Roles and Features Wizard = [o[
Print and Document Services T ——

Print and Document Services enables you to centralize print server and network printer management
tasks. With this role, you can also receive scanned documents fram network scanners and route the
documents to a shared network resource, Windows SharePoint Services site, or e-mail addresses.

Things to Note
* Windows Server 2012 supports print queues using either Type 3 or Type 4 printer drivers.

* Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users

wha are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server.

To enable clients to connect to shared print queues supperted using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the
"Computer\Administrative Templates\Printers\Point and Print Restrictions™ group policy to configure
security prompts.

If you are using Type 3 printer drivers and have any 32-bit clients, you must install the matching 32-
bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role
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12. No changes are required here. Click Next.

[ Add Roles and Features Wizard [x ]

DESTINATION SERVER

Select role services

Select the role services to install for Print and Document Services

Role services Description
= Print Server includes the Print
[ Distributed Scan Server for managing multiple printers or
[ Internet Printing print servers and migrating printers
[ 1PEService to and from other Windows print
servers,

Print and Docum

Role Sery

Confirmation

13. On the Web Server Role (I1S) screen, click Next.
B Add Roles and Features Wizard [= = [5]

DESTINATION SERVER

Web Server Role (lIS)

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IS) 8.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.0, ASP.NET, and Windows
Communication Foundation,

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (1IS) role includes the installation of role services that
enable you to serve static content, make minar customizations (such as default documents and HTTP
errars), monitor and log server activity, and configure static content compression,

Fax Sa

Print and Docum

Rol

Confirmation

More information about Web Server IS
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14. Open Web Server > Common HTTP Features. Enable Directory Browsing, HTTP Errors, Static Content and HTTP
Redirection.

Scroll down to Security, and enable Windows Authentication.

Under Application Development, enable .NET Extensibility 3.5, .NET Extensibility 4.5, ASP, ASP .NET 3.5, ASP

.NET 4.5, CGI, and WebSocket Protocol.
Locate FTP Server and enable FTP Service.
Enable all options under Management Tools > IIS 6 Management Compatibility.

Click Next when ready.

[ Add Roles and Features Wizard NE [ URL Authorization ~

Windows Authentication

DESTINATION SERVER

Select role services NET Extensibilty 3.
NET Extensibility 4.5

lication Initializatio

Cf

Select the role services to install for Web Server (1IS)

Role services Description

~ HTTP Redirection pravides support

4 [v] Web Serve i i
'eb Server to redirect user requests to a sperific

4 Common HTTP Features destination. Use HTTP redirection =
Default Document whenever you want customers who [w] ISAPI Extensions
Dirctiiry Biomaing = might use one URL to actually end 1P Filters
up at another URL. This is helpful in
HTTP Errors many situstions, from simply L] Server Sitle Iicludes

Static Content renaming your Web site, to ». WebSacket Protocol

HTTP Redirection overcoming a domain name that is 4 [T ETD Canvar w
e difficult to =pell, or forcing clients to < 0 >
WebDAV Publishing use a secure channel,
Pl Health and Diagnostics o S e S

HTTP Logging [[] WebSocket Protocol
[ Custom Logging - FTP Server
[ Logging Teols FTP Service
[] ODBC Logging [C] FTP Extensibility
[] Request Monitor - ] 115 Hostable Web Care

7 Il = BE Management Tools

1IS Management Console

IS 6 Metabase Compatibility

IS 6 Management Console

IS & Scripting Tools
IS 6 WMI Compatibility

115 Management Scripts and Tools

[] Management Service

15. Review the selections here. When ready to proceed, click Install.

[= Add Roles and Features Wizard -

DESTINATION SERVER

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

Befora You Begin

[ Restart the destinaticn server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.NET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framework 4.5 Features
ASPNET 4.5

Application Server
MET Framework 4.5
Fax Server

Print and Document Services
Print Server

Remote Server Administration Tools o

Export configuration settings
Specify an alternate source path

Next >
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16. If prompted to provide the Windows disk to load the files, click Specify an alternate source path and direct it to the
appropriate drive.

[= Add Roles and Features Wizard = = -

DESTINATION SERVER

lation selections

Confirm insta

A Do you need to specify an altenate source path? One or more installation selections are missing source files on the destinati.. X

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

.NET Framewaork 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

Application Server
\NET Framework 4.5

ocument Servi...
Fax Server

Services
s Print and Document Services

prin Sener

Remote Server Administration Tools
Rele Administration Tools

Export configuration settings

Specify an altemate source path <—
< Previous Next > Install Cancel

Hint: This is particularly important for virtual machine installations where there may not be a drive configured
locally.

17. Windows will now start the installation process for the chosen items. This process may take a while.

[ Add Roles and Features Wizard = [o[T

DESTINATION SERVER

Installation progress
View installation progress

@ Feotureinstaliation
L]

Installation started on

.NET Framewaork 3.5 Features Band
NET Framewerk 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.5 Features
ASPNET 4.5

Application Server
NET Framework 4.5

Fax Server

Print and Document Services
Print Server

istration Tools
Tanle

Remote Server Admi
Rola Admin;

‘You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close: Cancel

Note: This window can be closed without interrupting the installation procedure

18. Once all changes are complete, Restart the server.
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1S Certificates (All Servers)

The site administrator must install either a self-signed certificate, or a certificate purchased from a Certification Authority.
It is not necessary to install both types of certificate.

Note: Corporate security protocols may require the use of certificates purchased from an
appropriate authority. High-security (JITC) installations always require a CA issued certificate for
the Encrypted File System (EFS).

Additional information on installing certificates onto the voice server can be found here:

https://technet.microsoft.com/en-ca/library/cc753127(v=ws.10).aspx

Once the certificates have been installed, continue with 1IS Certificate Bindings.

IS Certificate Bindings

To enable an HTTPS connection, a certificate has to be installed on the voice server.
The HTTPS protocol must be enabled, and HTTP disabled.

1. On the computer that functions as the web server, open the 1IS Manager console.
Select the local computer. Open Server Certificates in the right-hand pane.

LE Intemet Infarmation Services (IIS) Manager = [[1= -
OO » EEaCE
File  View Help
@ - |8 ’ Open Feature
-5 Start P =
I>'; e Filter - % Go - IhShowal Manage Server
. g T Y " 5 o - 4-.— Restart
2 Application Pools ISAPTFilters — Logging  MIME Types - > Resta
b6l Sites -
Ird 2 a=" Stop
uggﬂ s =
i e o=
- ¥ View Application Posls
Modules  Output  Request e
Caching Filtering it i
p Change NET Framework
= Version
s i @ GetNew Web Platform
: fta;"e’t PWW"E’ Components
ertificates TOCESSES
S | @ Hep
Management ~
=K =
Configurat...  Feature Shared
Editer  Delegation Configurat... v
= = 5| |2l Features view | "2 Content View
Ready
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Right-click in the right-hand pane and choose Import from the pop-up menu.

E| Internet Information Services (IIS) Manager
@0 (4 :
File View Help
Connections - Actions
Server Certificates
@ - 8 Import...
:_i Start Page Use this feature to request and manage certificates that Create Certificate Request...
5. e the Web server can use with websites configured for SSL. Complete Certificate Request..
-5 Application Pocls dhaiadesl = 0T
b 8] Sites Filter: » W Go - (g Showal _ Create Domain Certificate...
Name - Issued To Create Self-Signed Certificate..,
Enable Automatic Rebind of
Renewed Certificate
@ Help
Import...
Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...
Create Self-Signed Certificate...
< u Enable Automatic Rebind of Renewed Certificate
< 0 31 =] Features View |\ % Content Help
Ready

Enter the path to the certificate file and the password. Select Personal as the Certificate Store. Click OK.

Import Certificate |_-

Certificate file (pfx):

‘C “certificatefile.company.com. pfx | l:l

Password:

Select Certificate Store:

[personal vl

Allow this certificate to be exported

ok || canea |
Go to Sites > Default Web Site.
Click Bindings....
LE Intemet Infarmation Services (IIS) Manager
@ ‘@ » b Sites » Default Web Site »

File View Help

G Default Web Site Home

Q- |8 B Explore =
¥ Start Page T = Edit Permissions...
49 i 5 _ e

Edit Site

=¥ Application Pools ASP.NET Al —
[Binding=. |

&/ Sites 8. 5

- =a : ) =

5 Default Web Site ) B _| ||l Besic seting

e
NET NET NET Error View Applications
Authorizat.. Compilation  Pages

NET MET Profile  .NET Roles % Restart
Globalization B

‘i, é'm'# = ® stop

View Virtual Directories

'\/‘ Manage Website (£

Sl ol Browse Website
MNET Trust  .MET Users  Application 1 Browse 80 (http)
Levels Settings i i

Advanced Settings...

=

- Configure

1 -
I
L Limits...
< [ ‘ > | [ElFeatures View |(.% Content View Add FTP Publishings.. ||

Ready
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Add the HTTPS binding type.
Set the IP Address to All Unassigned. Leave Port at its default.
Change SSL Certificate to the certificate name installed above.

Click OK.

Remove HTTP from the list of bindings.

Click Close.

Avaya IX Messaging Server Installation Guide

Add Site Binding [ |
Type: 1P address: Port:
https | [All Unassigned v |443 |
Host name:
[ Require Server Name Indication
SSL certificate: |
Wildcard v||| select.. | [ View. |

[ ox || canca |
Site Bindings [ |

Host Name Port I Address Binding Informa.. Add

443 *

Browse

Close
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Install Microsoft .Net Framework 4.7.2

Perform the following steps on all servers; Primary, Consolidated, and all Secondaries.

Avaya IX Messaging requires Microsoft .Net Framework version 4.7.2 to be installed to support various features within the
program. If it has not already been installed, the administrator must download it and install it manually.

Note: .Net Framework 4.7.2 is not installed by default. 1t may be part of Windows updates, optional
updates, or not provided at all. Follow these instruction is it is not installed on your system, or if you do not
know if it has been installed.

Open a web browser and go to the Microsoft web site. Search for .Net Framework 4.7.2 and install the application on

the server. For example:
https://support.microsoft.com/en-us/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows .

Download the file to your server drive. When ready, run the program to install this feature.
When finished, restart the server.
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Primary Voice Server

Important: The Primary Server MUST be the first server to be setup since the Primary holds the license for
your site. The Consolidated Server should be next, and only when the database has synchronized between
them should the Secondary Servers be installed. See Verifying File Sync on page 254.

Installation

Important: In an HA installation, all servers must have the same time zone set under Windows Date / Time
settings. If the servers are configured for different time zones, the timestamps will not play correctly.

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

1. Download the installation file from (see chapter 4). Run the file (double-click) to extract the contents. Specify the
location on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [5 deomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAPI_Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 5] Versioninfo.tt
NetFramework35 UCPrint [E]xcacls.exe
NetFramework46 Zimbra
2. Inthe extraction folder, run Setup.exe as administrator to install 1) UC Services Setup ==

Welcome to the UC Services

Avaya IX Messaging onto the Primary server.
Installation Wizard

Windows Installer

AVAY/N

e The Power of We™
-

Cancal
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3. Once the Windows components have been verified, click Next to T UC Services setup P

begin the installation.
Welcome to the UC Services Installation
Setup Wizard

Note: The installer will automatically install the necessary packages
at the beginning of the installation if they do not already exist on the

Itis strongly recommended that pou exit all Windows programs
before running this setup program.

Click Cancel to quit the setup prograrm, then close any programs

system. These packages may include Sentinel Protection, Microsoft ANV/ANV/A oo, okt cot e acion
Visual C++ Redistributable and Microsoft .Net Framework 4.5. Gng The Power of W ARG, Tris pream s prlectd by copioh lw ond
This process may take a while dependlng on the requwed Unauthorized reproduction or distributian of this program, or any
components. R i ot

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most e
aspects of Messaging.

Cancel

4. Enter the DCOM user info (domain user account which has local administrator % UC Server DCOM Settings =
rights). This is required by services which use local administrator rights. %

Click OK after entering the credentials.

Select a Domain or Camputer

L

User

Hint: Wherever possible, this password should be setup with no expiration :

date. If the password does expire, then it must be changed on every Passiard
computer that uses it. Many services will be unavailable until the change e s
has been made everywhere.

L+

Maote: the selected user must have local-administratar rights

Ok

5. Review all the license agreements, click Continue. TIUC Services Setup =l o =
When ready, enable | accept the license agreement. License Agreement /—\VAyA
“You must agree with the license agreements below to proceed. WQ‘ e el s
Click Next to continue. Avaya Global Spftware Licensa Terms (050120171} @ 2016-2017 Avaya Inc. All rights %

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, o Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

4 Back ‘L Nest > J [ Cancel ‘

6. You will be asked to select the destination of the installation. You may  [icsemee seup =)= =
change the hard drive destination through the drop down menu. By Destination Drive /-\V/-\YA

Select a dive where the application wil be installed,

default, the installation will create a UC folder on the C drive. GOpE Tho Power of We

The Wwize Installation Wizard will install the files for UC Services in the fallowing drive.

Click Next to continue.

Toinstall into a different drive, click the diopdown Combobos, and select another drive.

“You can chaose not ta install UC Services by clicking Cancel to exit the Wwise
Installation Yizard.

Note: It is highly recommended that you install the program to a

drive other than C to prevent any conflicts or performance issues. Destnaion Foder
Daucy = D -

Wise Installation 'wizard (R]

<Back || Newt> | [ Cancal
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Enable Multiple UC Servers in High Availability. T UC services setup = o =
| - AVAYA
C||Ck NeXt. Flease select the desired installation ype. o The Pawer of wo-

Single UC Server: When operating Messaging on a single server

computer. O Single UC Server
Multiple UC Servers in High Availability: When running Messaging ® Huliple U Servers nHigh Avelabiy
in High Availability mode for redundancy. S o Bl

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and

Google's Gmail using Avaya IX Messaging message sync and the \Wise Installaion Wiard®
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for Documertation <Back | N> | [ Cancel
complete details.
Select Primary Voice Server. T UC Services setup = = =
. uC Server AVAYA
Click Next. GO The Power of We™

Pleass select the Server you would ke to install
(@ Primary Voics Server
) Secondany Voice Server
O Consolidate Database/File Server
) Remate Imap TSE Server only]
O Remate Web Appiication server [only]

O Remate Report Server [only]

“Wise Installation 'Wizard®

[ <Back i Hews ] [ Cancal
This screen is a reminder that HA installations require an HA license. — -
Click OK.
Redundancy license is required for this version of High Availability IX Messaging
to function.
Select the license type you will using for this installation. e o =
Most sites will use the WebLM License option. Viconse Tipe AVAyA
WTMDMMPWD'
Note: If you select Messaging, go to chapter 13, Installing the _
. . .. . Please select the License type you wold like to install
Messaging License. When finished, return here and continue
the installation from step 13. Skip step 11 through 12. -
® WebLM License
Warning: It is essential that the system/PC clock be properly set
before activating the license. Any subsequent changes to the clock
can adversely affect or terminate the license.
wise Installation Wizard®
<Back | Mew> | [ Cancel

Avaya IX Messaging Server Installation Guide




High Availability Installation

11. The License Upgrade Utility program opens and prompts you to enter the IP Address for the computer that houses
the WebLM license engine.

Enter the address in the space provided, then click OK.

ol License Upgrade Utility

1
o
L

Product [ s DEMO [ Seft License SentinelNo

—— | |
i s

General ‘ Users | Servers | Fax ports I Services IASR I TS |

Refrash

General Settings

P C—

La|

WebLM
v

R{|  WebLM IP adcress{((192.166.0.1 )

| Ok ‘ | Close

Important: This step requires that the Web License Manager has been installed and configured on the license
server computer. See Installing the WeblLM License and Server on page 437.

12. The utility will retrieve your license details from the server and display them here. Review the license details and click
Exit when ready.

CEl License Upgrade Utility
Product []1sDEMO [ Soft License  SertinsiNo
27245 ¥l Exiry Date  [20200815 123456789
WebLM IP address [192.168.0.1

General | Users | Servers | Faxports | Services | ASR [ TT5 | |

i

resh

Host

General Settings
FEXs

Companies
Mailboxes
Languages

VoicePorts

wl[== @

]
-
o

Redundant

License information has been retrieved

Note: The number of voice ports is calculated based upon your license.
[ (# Basic users + # Mainstream users) / 40 ] + Number of voice ports in license

Avaya IX Messaging Server Installation Guide




High Availability Installation

13. Select the Components required at your site. Bicseuns s =l e e

Select Features AVAyA

Please select which festures you would like to install

Click Next. ] Gng4t The Power of We™

Feature Description:
Unified Messaging Server

nified Commuricatian 5
UIC Adrninistrator

----- Web Applications

Text to Speech Service
HNuance Speech Recoan  1pis featue will be installed on the local hard
IMAP_TSE diive.

Harduare Fax Driver

Note: If the Dialogic SR140 fax software will be used with this
installation, ensure that the Hardware Fax Driver option is enabled

here.
-—>

This feature requires 10ME on your hard diive:
Ithas 6 of 7 subleatures selscted. The
sublsatures reauirs 513ME on your hard diive,

“Wise Installation wizard®

DiskCost | | Reset | [ <Back | Mew> | [ Cancel
14. This screen shows all of the Windows roles and features that ey =l = =
Messaging requires to operate properly. Werning AVAyA
Enable all of the following Wwindows components to continue with the
installation. Items alieady checked have been previously installed WTM Power of Wa™
Note: This screen will only appear if one or more required components 15 verson 500 and up L
. TP Server 1S B Metabase Compatibility
are not installed on the computer. 115 WM Comparibiiy
Anafnativ Bevalpment

115 & Seripting Toals
115 & Management Console

Aictive Server Pages ASPNET
-MET Extensibiity CGl

For all items that are not checked, return to Windows and add any Cormmers HT TP Foatires
. . . A [] 1S4P1 Extensions [#]1S4P1 Fiters [] Dsfaut Document
missing pieces to the operating system. ] MET Extenabiids  [7] ASPLRET4S [ZHTTP Rediection
[FwebSockets [] Static Cantent
Click Next when finished or to refresh the display. Windows Frocess Actvalion Service Support  Seruat
CJHTTP &ctivation Wwindows Authentication

“Wise Installation 'Wizard®

[ sBask || MWewtr | Cancel |

Note: The installation will not continue until all of the required components have been added to Windows.
This screen does not refresh until you click Next.

15. This screen shows IIS settings that Messaging requires to operate B UC services Setup ==

properly. Warning AVAVA

Please configus the following 15 companents ta continue with the
nstallaion. lems slready checked have heen previously corfiguied.  GAAFS% The Power of We™

Note: This screen will only appear if one or more of the required

settings has not been made on the computer. Securlty Setting
[] EnablelI$ Hitps Binding

[] Disable IS Hitp Binding

For all items that are not checked, return to the IIS Manager in
Windows and set these options as required.

Click Next when finished or to refresh the display.

‘Wize Installation ‘Wizard®
Note: The installation will not continue until all of the required IS [ =N

settings have been made.
This screen does not refresh until you click Next.
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Select your PBX Brand then click Next.

Select your PBX model from the dropdown menu.

Click Next.

Enter the IP Address for the Consolidated Server.

Click Next.

Enter the number of ports your system will use.

Click Next.

Avaya IX Messaging Server Installation Guide
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150 UC Services Setup =R 5
_— AVAYA

Please select your PEX brand by clicking on i's logo or by chaosing it
from thes o down st G The Power of We

3(:0%1 i AVAYA  BReADSOET

PRl fe0 | ewarsuy

@M'TEL GShoreTel TELTNLNDCS

TOSHIBA Other PBX Types:

Leading Innovation > Generic T

“Wise Installation 'Wizard®

< Back " et > ] | LCancel

ﬁ UC Services Setup E’ﬁ‘@
po iegrton AVAYA

Please select the PEX Model
Gnf9¢ The Power of We

PBx Model =

“Wise Installation 'Wizard®

<Back [ Newt> | [ Cancal

15! UC Services Setup =l = =
Consolidated Server IP Address AVA A

The following information is used by LIC Services.
Gnf° The Power of We

Please enter the IP Address of the Corsolidated Database Server

IP Address

“Wise Installation 'Wizard®

<Back i Hew> ] [ Cancal |

ﬁ UC Services Setup \E’?‘@
PortContiuraton AVAVA

Flease enter the number of Ports for your system
Gnf9° The Power of We

Number of parts for this Yoice Server Inl

“Wise Installation 'wizard®

<Back i New> ] [ Cancal
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Enter the primary location from which most telephone calls will be 15 UC services setup EE=
placed. This will normally be where the corporate office is situated. Calling Location Settings AVAYA
Additional dialing locations and rules may be defined after the T Is oy et DyLIE Servies Grgr e Powe

installation is complete.

Please specify the location from which your sestem will dial.

Select the country from the dropdown menu, and enter the area code
in the space provided. Cary | =

Click Next to continue.
Area Code

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The I e

. . D Back il C |
values entered there will be used automatically. ook [ oo ) [ Cos
Create and verify a UC IIS User Password. This is used when logging  [Ficevesaun == =
into any associated web applications, such as Web Access. AVAyA
The fallowing information is used by UC Services.

Gp The Power of We*

Please enter UCISUser password

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancal
The preliminary information required for installation is now complete.  [Eicsmee s =] 5 ==
Ready to Install the Application AVAyA
Click Next. G o power ot

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard [R]

<Back || My ] [ Cancel
The selected components will now be installed. This process may take  [Eicsmee s == =
a Whl|e Updating System
The features you selected are cunently being installed AVAyA

Gnf9° The Power of We

Wiiting system registiy values...

Key: \Wiriting system registry values..
Name:

Walue:

Wise Installation 'wizard (R]

[ Cancel
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If you are warned about components being in use, either use the
Automatically Close option or manually close the process which is
interfering with the installation.

Click OK when ready.

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration.

Click Next to continue.

Fill out all required information. The PBX and the Number of Channels
fields are automatically populated. Enter the IP Address of the PBX.

Trunk is selected by default, and is the best option for most
installations.

Select Extension if it is available through the PBX, and if Pre-Paging is
required. If Extension is enabled, enter the Start Extension Number
established during PBX setup.

Click Next when ready.

Confirm the information then click Finish.

Note: Depending on the type of SIP integration you'll be using, you
may have to fine tune the settings from the in
order for the system to function properly. The SIP Configuration Tool
can be found in the Messaging programs folder after installation.

High Availability Installation

155 UC Services Setup

Files In Use

55|
AVAYA
WThe Power of We™

The following applications are uzing files that need to be updated by this setup,

Some files that need to be updated are cunently in use.

UC Remote Printer

@ Automatically close all applications and attempt to restart them after setup is complete.
() Do ot close applications. [ reboot will be required.)

“Wise Installation ‘wizard (R]

Cancel

ul SIP Configuration Wizard

= e

Welcome to SIP Configuration Settings

This wizard will help you to set the SIP Configuration,

JAV/AV/

st The Pawer of We™

Press Mext to continue.

[ Ges |

a2l SIP Configuration Wizard = |5 [
s AVAYA
Please select PBX from the list

S The Power of We

PBX Generic SIP Trunk -
Integration ©) Extension @ Trunk
Number of Channels 4
Start Extension Number
IP Address
[ <Beck | MNets ] [ Cancel

ul SIP Configuration Wizard

Completing SIP Configuration Wizard

You have successfully completed SIP
Cenfiguration Wizard,

You specified the following settings:

PBX Name: Generic SIP Trunk
Integration Trunk

Number of Channels 4

Start Extension Number: 1000

IP Address:

Hunt Group 1000

To close this \wizard, click Finish

[ <Beck [ Fnsh | [ Cancel |

After all the components are copied, you may be asked to provide the settings for the PBX that you have chosen.
Since this process varies greatly from system to system, please ensure that you configure your site’s PBX as required.
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On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -
Qg
o Select 550 providers to be enabled
4 Google
* al
" . 0
A UC S50 Configuration - g Enatle
. S,
. Client Id: [ |
Mode .
. Client Secret: [ |
O Hybrid S50 frecommended) .
P — . Redrect R [ | Jucsso/completionaspx
¢
4 Office 365
Configuration e s=3
Providers: |Google Office 365 Salesforce Avaya_Cloud Windows UC [ I Enable
el ——
H Cliert Id [ |
4
lo Client Secret: [ |
" [[] Force user consent
.
. RedrectURL: [ | Jucsso/completion aspx
-
-
Windows X Messaging
.
.
. Windows (NTLM) X Messaging
S
*‘ Alow save credertials
.
. [] Resolve user principal name
.
-
<

Note: For more information on the SSO Options, see chapter 25 on page 651: Single Sign-On (SSO).

Click Finish to restart the server. T UC Services setup == =

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box then click Finish.

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
i The Power of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel

This alert is to remind you to properly share the UC installation folder >
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Click OK to restart the computer.

Warning: Once all of the HA servers (Primary, Consolidated, and all Secondaries) have been installed, it is
important to perform a full synch of all data. Attempting to login to the Primary or Secondary servers before
the synch is complete will corrupt the database preventing all logins on all servers. Refer to Verifying File
Sync for complete details.
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Consolidated Server

Important: The Primary Server MUST be the first server to be setup since the Primary holds the license for
your site. The Consolidated Server should be next, and only when the database has synchronized between
them should the Secondary Servers be installed. See Verifying File Sync on page 254.

Installation

Important: In an HA installation, all servers must have the same time zone set under Windows Date / Time
settings. If the servers are configured for different time zones, the timestamps will not play correctly.

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

1. Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [5 deomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAPI_Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 5] Versioninfo.tt
NetFramework35 UCPrint [E]xcacls.exe
NetFramework46 Zimbra
2. Inthe extraction folder, run Setup.exe as administrator to install 1) UC Services Setup ==

Avaya IX Messaging onto your Consolidated server. Welcome to the UC Services

Installation Wizard

Windows Installer

AVAY/N

e The Power of We™
-

Cancal
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3. Once the Windows components have been verified, click Next to
begin the installation procedure.

High Availability Installation

Note: The installer will automatically install the necessary packages
at the beginning of the installation if they do not already exist on the
system. These packages may include Sentinel Protection, Microsoft
Visual C++ Redistributable and Microsoft .Net Framework 4.5.
This process may take a while depending on the required
components.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging.

15! UC Services Setup =l = =
Welcome to the UC Services Installation
Setup Wizard

It is strongly recommended that you exit all Windaws programs

before running this setup program.

Click Cancel to quit the setup prograrm, then close any programs
you hawe running. Click Mext to continue the installation

VAV

ns The Power of We* WARNING: This program is protected by copyright law and

international treaties

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

< Back LCancel

4. Enter the DCOM user info (domain user account which has local administrator
rights). This is required by services which use local administrator rights.

Click OK after entering the necessary credentials.

G UC Server DCOM Settings ==

@

Select a Domain or Camputer

L

Hint: Wherever possible, this password should be setup with no expiration

date. If the password does expire, then it must be changed on every

computer that uses it. Many services will be unavailable until the change

has been made everywhere.

User

Password

Confirm Password

L+

Maote: the selected user must have local-administratar rights

5. Review all the license agreements and select
| accept the license agreement.

Click Next to continue.

6. You will be asked to select the destination of the installation. You may

change the hard drive destination through the drop down menu. By
default, the installation will create a UC folder on the C drive.

Click Next to continue.

Ok

15 UC Services Setup o= B ‘
License Agreement ‘\VAy‘\
“You must agree with the license agreements below to proceed
Gnpd The Power of We”
Avaya Global Software License Terms (05012017v1) @ 2016-2017 Avaya Inc. All rights ~

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, o Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

4 Back ‘L Nest > J [ Cancel ‘

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

Avaya IX Messaging Server Installation Guide

13 UC Services Setup E‘ = ‘@
Destination Drive ‘\V‘\YZ\
Select a dive where the application wil be installed.
onf* The Power of We™

The Wwize Installation Wizard will install the files for UC Services in the fallowing drive.
Toinstall into a different drive. click the diopdown Combobox, and select another drive.
“You can choose not to install UC Services by clicking Cancel to exit the ‘Wise

Installation Yizard.

Destination Folder
DAUC =0y -

Wise Installation 'wizard (R]

<Back || Newt> | [ Cancal




Enable Multiple UC Servers in High Availability.

Click Next.

Single UC Server: When operating Messaging on a single server
computer.

Multiple UC Servers in High Availability: When running Messaging
in High Availability mode for redundancy.

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for
complete details.

Select Consolidated Database/File Server.

Click Next.

Enter the IP Address of the Primary Server, then click Next.

Select the Components required at your site.

Click Next.

Avaya IX Messaging Server Installation Guide
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15 UC Services Setup EI = @
Main Menu AVAyA
Please select the desired installation type.
Gp The Power of We*

() Single UC Server
(®) Multiple UC Servers in High Availabiliy

(O % Messaging Cloud Gateway

“Wise Installation Wizard®

Documentation < Back ‘[ Nest > ] ‘ Cancel

1) UC Services Setup \E’ E@
s AVAYA
Gnp¢ The Power of We

Please select the Server you would like ta install

O Primary Vaics Server

) Secondany Voice Server

(® Consolidate Database/File Server

) Remate Imap TSE Server only]

O Remate Web Appiication server [only]

O Remate Report Server [only]

“Wise Installation 'Wizard®

[ <Back | Hews ] [ Cancal ]

5 UC Services Setup =] © =
Primary Voice Server IP Address ﬂvﬁyﬂ
The following information is used by UC Services,
Gnpa The Power of We-

Pleaze enter the |P Address of the Primary Voice Server,

IF Address

192.168.0.1

“Wise Installation \Wizard®

)
13 UC Services Setup =] & ==
etetFesures AVAYA

Please sslect which features you would ke to install
&Ny The Power of We™

Feature Description:

Unified Communication ${ | | ed Messaging Server

UC Administrator
‘Web Applications
IMAP_TSE

This feature will be installed on the local hard
drive,

This feature requires 8397KE on your hard
diive. It has 4 of 4 subfeatures selected. The
subfeatures require 203MB on your hard drive.

4| B D

“Wise Installation 'wizard®

Dacumentation

[ <Back |f Hesiz | [ Cancel
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This screen shows all of the Windows roles and features that the T UC ervices setup =l o =
Consolidated server requires to operate properly. Warning AVAyA
Enable all of the following Windows components to continue with the

installation. ltems already checked have been previously installed, W The Power of We™

115 version 5.00 and up A5 EMaragemend Compatilly

Note: This screen will only appear if one or more required components e (51118 & ierabmer Cormpatbit
o []115 6 WM Compatiiity

are not installed on the server. e
PR SRR 115 & Scrpting Tooks
[F] dctive Server Pages  [] ASPNET N
. . ) NET Extensibilty sl :
For all items that are not checked, return to Windows and install any DSt Erendors ISR (oo enm
missing components into the operating system. NET Extersiiigds  [ZJASPNETS | [AHTTP Rediection
B s Static Content
. . . . ‘Windows Process Activation Service Suppor! St
Click Next when finished or to refresh the display. el Fret e

“Wise Installation \Wizard®

< Back Mest> Lancel

Note: The installation will not continue until all of the required
components have been added to the server.
The screen does not refresh until you click Next.

Select your PBX Brand then click Next. T UC Services setup = = =
PBX Maker AVA

Fiase sslect your PEX brand by clicking on i's logo or by choosing it
from the drop down lst N The Power of We~

3(:0%1 i AVAYA  BReADSOET

BHSl e0n | ewarsuy

I |
@ MITEL @ShoreTel TELTRONICS
TOSHIBA Other PBX Types:
Leading Innovation %> Generic T
Wise Installation “Wizard®

<Back | Mewt> | [ Cancal

Select your PBX model from the dropdown menu. T UC Services setup =<

PBX Integration L\\/A A

Please select the PEX Model

Click Next. G0 The Power of We™

PB Model =

“Wise Installation 'wizard®

<Back [ Newt> | [ Cancal

Unless the Primary Server has been upgraded from a Single Server 5 UC semices Setup =)= ==
installation, choose No. Distributed Upgrade AVAyA

The following information is used by LIC Services.

Click Next. G0 The Power of We~

Has the Primary Computer been upgraded from a Single Vaice Server to
a Dishributed Vaoice Server?

“Wise Installation 'wizard®

<Back || Newt> | [ Cancal
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Select the Email Server Type from the list of available options. This
allows the system to set basic parameters which help to improve
performance and reliability.

High Availability Installation

b=l =]
AVAYA

. ith?
“w/hat is the primary e-mail server tupe the system will integrate with’ GRS The Power of We®

ﬁ UC Services Setup

Email Server Type

® Google Apps
O Lotus Notes

O Exchange
© Office 365
O Groupwise
© Mixed
O Other
O None
Wise Installation Wizard®
Docurnentation [ < Back ] ‘ It > ‘ ‘ Cancel
Create and verify a UC IIS User Password. This is used when logging  [Eicsemesseuw =R
into any associated web applications, such as Web Access. AVAyA
The fallowing infarmation is used by UC Services GO The Power of We~
Please enter password for 15 related services
Confirm Password
Wise Installation Wizard®
Docurnentation [ < Back ] ‘ Mest > ‘ ‘ Cancal ‘
Enter a password to provide administrator only access to the system.  [{Eiicsenices setus ==
This account password is used to configure the many elements of the AVAyA
system. The fallawing infarmation is used by LT Servicss g A8
. . Admin conzale default user configuration. Please enter vour
Hint: The password cannot be left blank. It must contain both letters deaed st
and numbers (no special characters), and should be at least 6
characters long.
Confirm Passwaord
Wise Installation Wizard®
< Back ‘[ Next > ] ‘ Cancal
Warning: Once all of the HA servers (Consolidated, Primary and all Secondaries) have been installed, it is
important to perform a full synch of all data. Attempting to login to the Primary or Secondary servers before
the synch is complete will corrupt the database preventing all logins on all servers. Refer to Verifying File
Sync for complete details.
Enter the primary location from which most telephone calls will be 15 UC services Setup (o= =
placed. This will normally be where the corporate office is situated. Caling Location Settings AVAVA
Additional dialing locations and rules may be defined after the ThelSAcing Iamatin s Laed by UE Servicet gr e Powe "
installation is complete.
Plaase spexify the location fram which your system will dial
Select the country from the dropdown menu, and enter the area code
in the space provided. Courty | E|
Click Next to continue.
Area Code
Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The AT ST B
y g ! P PP <Back [ Mewt> | [ Cancal

values entered there will be used automatically.
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Create a new user administrator account on the local computer. Type
and confirm a password for the new account.

Click Next to continue.

Choose either Yes or No to determine whether the system will apply
General Data Protection Regulation (GDPR) compliance procedures to
your data.

With this option enabled, users and callers are notified that personal

information will be collected. This information can also be completely
removed from the system upon request.

The preliminary information required for installation is now complete.

Click Next.

The selected components will now be installed. This process may take
a while.
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13 UC Services Setup E = @
The following information is used by LIC Services. y
Gnf° The Power of We

To create alocal user account please enter a password that conforms to
your corporate password policy requirements.

User Mame: I CédminLlser

Confirm Password:

“wise Installation wizard®

<Back | Mest> | [ Cancel |
15 UC Services Setup = @
The fallowing information is used by UC Services. y
Gp The Power of We*
Dioes your system require General D ata Protection A egulation
[GDPR] compliance?
® Yes
OnNo
Wise Installation Wizard®
< Back ‘[ Nest > ] ‘ Cancel
14 UC Services Setup \E’ = @
Ready to Install the Application A\/AyA
Gnf° The Power of We
The required install configuration is complete. Click Mext to begin the install
Wise Installation wizard [R]
<Back || My ] [ Cancel
) UC Services Setup \E’ =Dl 23
Updating System AVAyA
The features you selected are cunently being installed
Gnf9° The Power of We

Wiiting system registiy values...

Key: \Wiriting system registry values..
Name:
Walue:

Wise Installation 'wizard (R]

[ Cancel




High Availability Installation

On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -

P Select 550 providers to be enabled
L4 Google

A UC SSO Configuration - ,' Enable
Clert Id: [ ‘

Mode ¢ | ‘
N Client Secret:
O Hybrid SSO recommended) *

‘ ' L ] ;
® Legacy S50 P Redirect URL: Jucsso./completion aspx

Corfiguration o Office 365

Providers:  [Google Office 365 Salesforce Avaya_Cloud Windows UC [ | I Enable
- Cliert Id: [ ‘

lo Client Secret: [ |

. [[] Force user consent

. e [ /= e
Windows 1X Messagin
‘. .

. Windows (NTLM) [ Messaging

hd Alow save credertials

. [C] Resolve user principal name

Note: For more information on the SSO Options, see chapter 25 on page 651: Single Sign-On (SSO).

If you are warned about components being in use, either use the 9 UC Services Setup =
Automatically Close option or manually close the process which is Fils In Use AV/-\YA
Interferlng Wlth the InSta”atIOﬂ Some files that need to be updated are cunently in use.

Gnf° The Power of We

The following applications are using files that need to be updated by this setup,

Click OK when ready.

UC Remote Printer

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

@ Autemalicall clese all applications and attempt to restart them after setup is complete.
) Do ot class applications. |4 reboot will bs required ]

Wise Installation 'wizard (R]

Cancel

Click Finish to restart the server. T UC Services setup E=E

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box then click Finish.

UL Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

Vo must restart your system for the canfiguration
i The Power of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

<ok T

Avaya IX Messaging Server Installation Guide




High Availability Installation

27. This alert is to remind you to properly share the UC installation folder >
(see for page 256 details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Click OK to restart the computer.

Important: Do not proceed with any Secondary Server installations until the synchronization between the
Consolidated and Primary Servers has completed or the database may become corrupted.
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Secondary Voice Server

Important: The Primary Server MUST be the first server to be setup since the Primary holds the license for
your site. The Consolidated Server should be next, and only when the database has synchronized between
them should the Secondary Servers be installed. See Verifying File Sync on page 254.

Installation

Important: In an HA installation, all servers must have the same time zone set under Windows Date / Time
settings. If the servers are configured for different time zones, the timestamps will not play correctly.

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

1. Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [5 deomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAPI_Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 5] Versioninfo.tt
NetFramework35 UCPrint [E]xcacls.exe
NetFramework46 Zimbra
2. Inthe extraction folder, run Setup.exe as administrator to install 1) UC Services Setup ==

Avaya IX Messaging onto all of your Secondary servers. Welcome to the UC Services

Installation Wizard

Windows Installer

AVAY/N

e The Power of We™
-

Cancal
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3. Once the Windows components have been verified, click Next to
begin the installation.

High Availability Installation

Note: The installer will automatically install the necessary packages
at the beginning of the installation if they do not already exist on the
system. These packages may include Sentinel Protection, Microsoft
Visual C++ Redistributable and Microsoft .Net Framework 4.5.
This process may take a while depending on the required
components.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging.

15! UC Services Setup =l = =
Welcome to the UC Services Installation
Setup Wizard

It is strongly recommended that you exit all Windaws programs

before running this setup program.

Click Cancel to quit the setup prograrm, then close any programs
you hawe running. Click Mext to continue the installation

VAV

ns The Power of We* WARNING: This program is protected by copyright law and

international treaties

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

< Back LCancel

4. Enter the DCOM user info (domain user account which has local administrator
rights). This is required by services which use local administrator rights.

Click OK after entering the necessary credentials.

G UC Server DCOM Settings ==

@

Select a Domain or Camputer

L

Hint: Wherever possible, this password should be setup with no expiration

date. If the password does expire, then it must be changed on every

computer that uses it. Many services will be unavailable until the change

has been made everywhere.

User

Password

Confirm Password

L+

Maote: the selected user must have local-administratar rights

5. Review all the license agreements and enable
| accept the license agreement.

Click Next to continue.

6. You will be asked to select the destination of the installation. You may

change the hard drive destination through the drop down menu. By
default, the installation will create a UC folder on the C drive.

Click Next to continue.

Ok

15 UC Services Setup o= B ‘
License Agreement ‘\VAy‘\
“You must agree with the license agreements below to proceed
Gnpd The Power of We”
Avaya Global Software License Terms (05012017v1) @ 2016-2017 Avaya Inc. All rights ~

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, o Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

4 Back ‘L Nest > J [ Cancel ‘

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.
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13 UC Services Setup E‘ = ‘@
Destination Drive ‘\V‘\YZ\
Select a dive where the application wil be installed.
onf* The Power of We™

The Wwize Installation Wizard will install the files for UC Services in the fallowing drive.
Toinstall into a different drive. click the diopdown Combobox, and select another drive.
“You can choose not to install UC Services by clicking Cancel to exit the ‘Wise

Installation Yizard.

Destination Folder
DAUC =0y -

Wise Installation 'wizard (R]

<Back || Newt> | [ Cancal
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Enable Multiple UC Servers in High Availability. T UC services setup = o =
| - AVAYA
C||Ck NeXt. Flease select the desired installation ype. o The Pawer of wo-

Single UC Server: When operating Messaging on a single server

computer. O Single UC Server
Multiple UC Servers in High Availability: When running Messaging ® Huliple U Servers nHigh Avelabiy
in High Availability mode for redundancy. S o Bl

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and

Google's Gmail using Avaya IX Messaging message sync and the \Wise Installaion Wiard®
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for Dacumentalon <Bock [ Wew> ] [ Conce
complete details.
Select Secondary Voice Server. T UC Services setup = = =
. uC Server AVAYA
Click Next. G0 The Power of We™

Pleass select the Server you would ke to install
O Primary Vaics Server
@) Secondany Voice Server
O Consolidate Database/File Server
) Remate Imap TSE Server only]
O Remate Web Appiication server [only]

O Remate Report Server [only]

“Wise Installation 'Wizard®

[ <Back | Hews ] [ Cancal ]

Enter the number for this Secondary Server. Each Secondary server  [jicseee seup ==
must have a unique identifying number assigned between 2 and 20. | scconsery voice server AVAYA
WThePweran&'

Click Next.

Pleass enter a number to reprasent this particular Server.

Note: The Primary Server is automatically assigned # 1.

WVoice Server Mumber 2

“Wise Installation 'Wizard®

<Back i Hew> ] [ Cancal |

Enter the IP Address of the Primary Voice Server. 50 UC Services Setup =R
Mastor Voico Server P Addcess AVAYA
Cl IC k NeXt The following information iz used by UC Services. ; P

Please enter the IP Address of the Primary Voice Server

IP Address

“Wise Installation 'wizard®

<Back || Newt> | [ Cancal

Avaya IX Messaging Server Installation Guide
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Select the Components required at your site. 75 UC Services setup e ==

Select Features AVAyA

Please select which features you would like to install

Click Next. G The Power of We™

...... pifie X Feature Description:
Unified Communication 5§ | |jpified Messaging Server
UC Administrator

...... Tex ta Speech Service

Note: If the Dialogic SR140 fax software will be used with this

installation, ensure that the Hardware Fax Driver option is enabled Muance S poech oz

here Hardware Fa Driver This feature will be installed on the local hard
N drive.

This feature requires 10MB on your hard drive.
It has 4 of 5 subfeatures selected. The
subfeatures require 23308 on your hard drive.

| | »

“Wise Installation wizard®

Documentation

Cancel

Select your PBX Brand then click Next. T UC Services setup = = =
Pt ke AVAVA

Fiase sslect your PEX brand by clicking on i's logo or by choosing it
from the drop down lst N The Power of We~

3(:0%1 i AVAYA  BReADSOET

BHSl e0n | ewarsuy

I |
@ MITEL @ShoreTel TELTRONICS
TOSHIBA Other PBX Types:
Leading Innovation %> Generic T
Wise Installation “Wizard®

<Back | Mewt> | [ Cancal

Select your PBX model from the dropdown menu. T UC Services setup =<

PBX Integration L\\/A A

Please select the PEX Model

Click Next. G0 The Power of We™

PB Model =

“Wise Installation 'wizard®

<Back [ Newt> | [ Cancal

Enter the IP Address for the Consolidated Server. T UC Services setup E=E

Consolidated Server IP Address A\/A A

The following information is used by LIC Services.

Click Next. GO The Power of We"

Please enter the IP Address of the Corsolidated Database Server

IP Address

“Wise Installation 'wizard®

<Back i New> ] [ Cancal
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High Availability Installation

Enter the number of ports your system will use. T UC Services setup =l = =

Port Configuration AVA A
Click Next. y

Please enter the number of Parts for your system
Gnf¢ The Power of We

Number of parts for this Yoice Server |4

“Wise Installation 'Wizard®

Documentation

Cancel

Create and verify a UC IIS User Password. This is used when logging

ﬁ UC Services Setup E‘E‘@
into any associated web applications, such as Web Access.

AVAYA

Gp The Power of We*

The fallawing infarmation is used by UC Services.

Flease enter password for 15 related services

“Wise Installation \Wizard®

Documentation [ < Back H Mext > H Cancel ‘

The preliminary information required for installation is now

14 UC Services Setup \E’ E@
comp lete. Ready to Install the Application AVAyA
G0 The Power of We™
Click Next.

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard [R]

<Back || My ] [ Cancel

The selected components will now be installed. This process may take
a while.

1) UC Services Setup =] @ || &=

Updating System AVAyA

The features you selected are cunently being installed
Gnf9° The Power of We

“Wwiiting system registry values.

Ky 'wiiiting spstem registry values.
Mame:
Yalue:

Wise Installation 'wizard [R]

. Cancel
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High Availability Installation

If you are warned about components being in use, either use the 75 UC Senvices Setup =
Automatically Close option or manually close the process which is Files In Use AV/-\YA
Interferlng Wlth the Insta”atlon Some files that need to be updated are cunently in use.

Gnf° The Power of We

The following applications are uzing files that need to be updated by this setup,

Click OK when ready.

UC Remote Printer

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

@ Automatically close all applications and attempt to restart them after setup is complete.
() Do ot close applications. [ reboot will be required.)

“Wise Installation ‘wizard (R]

Cancel

On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -

S Select 550 providers to be enabled
* Google

A UC 550 Configuration =1 W Enabie
Cliert Id: [ ‘

Mode . | |
. Client Secret:
) Hybrid 550 frecommended) G

e p— R Redat R [ | Awssolconpleonaen

Cortiguration * kE=EES

Providers:  [Goodle Office 365 Salesforce Avaya_Cloud Windows UC 1 I Enable
o Client Id: [ ‘

lo Cliert Secret: [ |

. [7] Force user consent

. Rededt R || fcsanlcomstimas
Windows IX Messaging
*

. Windows (NTLM) I Messaging

. Alow save credentials

. [C] Resolve user principal name

Note: For more information on the SSO Options, see chapter 25 on page 651: Single Sign-On (SSO).

Click Finish to restart the server. T UC Services setup =<

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box then click Finish.

UL Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

Vo must restart your system for the canfiguration
iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

<ok T

This alert is to remind you to properly share the UC installation folder =
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.
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High Availability Installation

Click OK to restart the computer.

Warning: Once all of the HA servers (Consolidated, Primary and all Secondaries) have been installed, it is
important to perform a full synch of all data. Attempting to login to the Primary or Secondary servers before
the synch is complete will corrupt the database preventing all logins on all servers. Refer to Verifying File
Sync for complete details.
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Veritying File Sync

Once Primary and Consolidated servers have been installed, it is important to complete a full synch of all data before
attempting to add any Secondary servers. Once a each Secondary has been attached, it too must be fully synchronized.
Attempting to login to the Primary or Secondary servers before the synchronization is complete will corrupt the database
preventing all logins on all servers.

Data synchronization will begin once the sync service has been started on each server. On the Consolidated server, it is
MobilLink - Consolidated. On the Primary and all Secondary servers, this service called SQL Anywhere - MobiLink
Remote.

S =T

Fle Acion View Help
Do HEmemnmn

., Services (Local) — Services (Local)

MobiLink - Consolidated Name =~ Description | Status Startup T Log O~
= Microsoft \NET Framework NGEM... Microsoft ... Manual Local ¢
Stop the service Microsoft .NET Framework NGEN... Microsoft ... Manual Local ¢
Bestart the service “ Microsoft \NET Framework NGEM... Microsoft ... Automatic (D... Local ¢
Microsoft .NET Framework NGEN... Microsoft ... Automatic (D... Local ¢
(4 Microsoft Fibre Channel Platform... Registerst... Manual Local ¢
Microsoft FTP Service Enables thi... Started Automatic Local ¢
¢ Microsoft iSCSI Initiator Service Manages I... Manual Local

Manual Local ¢
Automatic

licrosoft Software Shadow Cop...
MobiLink - Consolidated

Manages s...

_Dc'z,

“ Multimedia Class Scheduler Enables rel... Manual Local ¢
i Net.Msmq Lister—2=2 =
CAWSNM [ Qserviees =1aix|
4 Fle Action View Help
Extended A Standard /
MobiLink - Consolidated Name = | Deseription | status S5
. Smart Card Manages ac.. =
Stop the service i Smart Card Device Enumeration Service Creates soft... £
Restart the service p
Smart Card Removal Policy Allows the s... E
54 SNMP Trap Receives tra... r
i+ Software Protection Enablesthe .. Started £
< Special Administration Console Helper Allows adm... i
i Spot Verifier Verifies pot.. i
% SQL Anywhere - ASADB_UC Started ﬂl
_> 501 Anywhere - Mobilink Remote L
i S5DP Discovery Discovers n...
. Storage Tiers Management Optimizes .. t=
4] | »
Extended A Standard /
\ \

Open the services window and check that the named services are running on each server. If any are not active, then
select it and press Start.

Use any text editor (e.g. Windows Notepad) to open the Mobiclient.log file in the DB/Logs folder of the UC installation

directory.

[ =1oix|
“;(_)v‘ ~ Computer = New Volume (D:) ~ UC = Logs = DB v 523 [Searchioe \[_:]‘
Organize  Indudeinlibrary v  Sharewith »  New folder = ~ i @

¢ Favorites Name = Date modified | Type | Size | |
P Deskiop | ] 18021600.dbs 2M16/20194:27T AM  DBSFile 102,613 KB
4 Downloads | | 18021601.dbs 2(16/20136:00 AM  DBSFile 103,727 KB
=l Recent Places || 18021802.dbs 216/2019T:33AM DB File 103,728 KB
| 18021603.dbs 2M16/2019.07 AM  DES File 103,174 KB
5 Ubraries
= | 18021504.dbs 2116/2019 1044 AM  DES File 103,727 KB
ocuments
N | | 18021505.dbs 2(16/2019 1220 PM  DES File 102,505 KB
il | | 18021606.dbs 21612019 1:57 PM  DESFile 103,727K8
] Pictures
B viceos _> s Mobicient.log 21612013 1:58 PM LOGFile 1,036 KB

The message Completed processing of download stream will appear once the synch has finished.
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Sharing the UC Folder

It is necessary to share the UC installation folder so that all of the programs and users have the required access.
The following user accounts require full permissions to the UC folder:

UCIIS (local) - thisis called UCIISUser.
DCOM (user) - the name of the domain user with admin rights on the local machine.

Follow this procedure on the Primary, the Consolidated, and on each Secondary server on the system.

Also share the folder if you are using a Remote Web Server.
If you are using Remote CSE Servers, the folder only needs to be shared with the DCOM user.

Procedure

Locate the UC folder in Windows Explorer, then Right-click > Properties > Sharing.

. DB Properties
" General| Sharing Secunty | Previous Versions | Customize
.
= = Network File and Fokder Sharin,
S Local Disk (C) 2= g
uc

Home  Share  View Open | " | Shared
© + 1 | v ThisPC » Local Disk Open in new window | v & [ seorch Ll pisk () Metwork Pat
{

Not Shared

Share with v g *
¥ Favorites Name . . |ed Type Size
= Restore previous versions Share
B Desktop RealSpeak x File folder
Syhiase Include in library F\lE"!‘('EI’
& Downloads -y Advanced Sharing
uc, Riio Stert Fil® folder

2l Recent places - _ Set custom permissions, create multiple shares, and sef othar
User Sendto ile folder advanced sharing options
L :
i r Windd! Cut

1PM 4 Filefolder

o Advanced Sh; 5
- | Mitai i Text Document v =k,
I | NGB oAt st Text Document
| Nuance i Text Document
elete
| sb17Log ¢ Text Document
ename
| UC_ Services Text Document 85
Properties

19items 1 item selected

Click Advanced Sharing. Enable the Share this folder checkbox.

Advanced Sharing -

_D> Share this folder

Settings
Share name:
[ue |

Add Remove

Limit the number of simultaneous users to: 167772

Comments:

Permissions I Caching

[ ok |[ concel [ A |
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3. Click Permissions, and Add the required users, giving each Full control of the folder.

Remove the user Everyone.

i Permissions for UC -

Share Pemissions

Gioup or user names

-

2, DCOMadmin (sdmin_name@domain.ocal)

| & ucisuser

emissions for Everyons Alow Deny

Full Cortrol O

Change O

Read O

oK | [ Cancel || Aoy |

4. Click Apply and return to the Windows desktop.
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MWI Configuration

By default, during a failover condition, the Message Waiting Indicator (MWI) functions are not automatically re-routed to
the alternate servers.

You can manually enable this functionality.

Note: This configuration is optional.

* Add anew line to the ETSIPSERVICE.INI file found in /UC/Configuration folder.

Iem= Configuration = L=l -
Home  Share  View 2]
© - 1 ‘ » ThisPC » Local Disk (G} » UC » Configuration 5 c,| | Search Configuration ) |
% Favorites MName Date modified Type Size
B Deskiop 4] ETSIPSenvice.ni <— Configuration sett.. 3KB
I8 Downloads £ ETSIPService ini Configuration sett... 168

% Recent places
/& This pC

€ Network

2items

* Open the INI file with a text editor (e.g. Notepad). Locate the PBX section and append the following line:
Fail Over=Yes

* Ensurethat Keep Alive is also enabled ( Keep Alive=Yes).

ETSIPService - Notepad SEIES

File Edit Format View Help
[PRx1]

»-IP =192.168.6.1,192.168.9.2,192.168.9.3 E
UDP Port =5068

TCP Port =586@

Register =No

Dialing progress=Yes

PBX Name=Dialogic Media Gateway
Channels=1-118

Comma Timeout=2008

Digit Duration=100

Interdigit Timeout=588@

Cut Reguest URI=@

Voice Port Alias=Anonymous
Blind Call Timeout=38680
Outbound DTHMF=3

DTMF Payload=181

IDMS Mode=@

From Field=LOCAL

Paging Zon

< wm >

* Verify that there are at least 2 IP addresses listed under IP. These are for your PBXs and can be entered here if
necessary, or configured through the SIP Configurator.

* Save the file and reboot the server.

Note: This must be done on each voice server (the Primary and all Secondary servers) in the array.
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Geo Redundancy

An Avaya IX Messaging HA installation can be spread across a geographically distributed network. Geo Redundancy
allows a section of the network in one part of the world to go offline without affecting the remaining elements.

Installing Messaging with Geo Redundancy proceeds the same way as it does with any other HA install, but with some of
the servers existing in other locations.

Geo Redundancy has the following network connection requirements to operate properly.

* All Messaging servers must be on the same network as the PBX.
* All servers must have a minimum 1Gbps connection to the network.

*  The maximum round-trip latency for optimum performance is 10ms between servers, with an acceptable tolerance
up to 60ms.

* The maximum round-trip latency between the voice servers and the PBX must be no more than 200 ms.
*  Optimal round-trip latency is a maximum of 150 ms.
*  The path of connectivity must have 20Mbps guaranteed bandwidth with no steady-state congestion.

* Atall times, the LAN network connection must provide a min guaranteed 20Mbps upload / download speed.

Contact your dealer if you have any further questions.
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Adding Secondary Voice Servers

High Availability Installation

As your communication traffic expands, it may become necessary to add more Secondary Voice Servers to a High

Availability environment to maintain adequate response times.

Note: The following procedure only applies to adding voice servers to the system.

Only one Primary Voice Server can be installed.

Create a new voice server (virtual or physical) with the same hardware parameters as the existing units.
Install and configure Windows (Roles and Features) as was done with the original voice servers.

Install Avaya IX Messaging on the new machine, selecting Multiple UC
Servers in High Availability when prompted.

ﬁ UC Services Setup

Main Menu

Please select the desired installation type

() Single UC Server
(®) Multiple UC Servers in High Availabiliy

() Avaya Messaging Cloud Gateway

“Wise Installation \Wizard®

= [ )
AVAYA

Gp The Power of We'

Documenlal\on‘ 4 Back ‘[ Nest > ] ‘ Cancel ‘
Continue with the installation and select Secondary Voice Server 1 UC Services setup =] o ==
when prompted. uC Server AVAYA
W‘rhe Power of We™
Flaase sedect the Server you would like to install
) Primary Voice Server
(®) Secondary Voics Server
(O Consolidate Database/File Server
(O Remote Imap CSE Server (only)
) Remate Web Application server (anly)
(O Remate Report Server (only)
() Backup Consolidate DatabaseiFile Server
Wise Installation \Wizard®
<Back i Hew> ] [ Cancal |
Continue with the installation. At the prompt, enter a number for the  [Eicsmcssap =] o ==
new server. Secondary Voice Server AVAyA
Each Secondary server must have a unique identifying number G T power st

assigned between 2 and 20.

Note: The Primary Server is automatically assigned # 1.

Complete the remaining steps of the Secondary Voice Server
installation. When finished, reboot the new server.

When the new server has restarted, stop the DBWatcher service on
both the new Secondary Voice Server and on the Consolidated
Server. This will allow the new server to synchronize all data with the
HA system.

When the synchronization has completed, restart the DBWatcher

Pleass enter a number to reprasent this particular Server.

Woice Server Mumber

—

“Wise Installation 'Wizard®

Documentation

< Back

Hest> ] | Cancal

service on both the new Secondary Voice Server and on the Consolidated Server.

The new Secondary Voice Server has been added to the HA environment.
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JITC Installations

Introduction

Avaya IX Messaging is available in a version that is certified JITC compliant.

The Joint Interoperability Test Command (JITC) is a certifying agency for I.T. products for the U.S. Department of Defense.
Corporations that deal with the various branches of the U.S. government may be required to have their software JITC
certified to maintain the highest levels of interoperability, safety and security. JITC certified software has additional layers
to help protect the client than non-certified software products.

Avaya IX Messaging can be purchased in a JITC certified format which encrypts the database files using FIPS approved
encryption. Other security sensitive files and folders within Messaging are encrypted using Windows EFS.
Communications use encrypted TLS (Transport Layer Security) protocols. This keeps all of your data and communications
secure. Please contact your reseller for details.

Note: The steps in this chapter only apply to sites that have purchased a JITC license for Avaya IX
Messaging. If your site will not use JITC, you can skip this chapter.

When installing Avaya IX Messaging version 10.5+, almost all choices regarding program configuration are asked at the
beginning so that the many components can be installed without interruption. The only variation that occurs after the
initial selection is the PBX and integration type, which will be unique to most sites.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this
document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

Requirements

Requirements Details
License JITC License for 10.8.
For details on Messaging 10.8 Hardware and Software
Software requirements please consult the Technical Operating
Guidelines.

Important: Microsoft Windows is not provided with any version of IX Messaging. The customer must install
and fully update a suitable, licensed version of Windows onto the hardware platform before proceeding with
the Avaya IX Messaging software installation.

Note: Avaya IX Messaging has only been validated on Windows in English and in French. Other varieties of
Windows may not work as intended.

Note: Avaya IX Messaging should only be installed on a dedicated server specifically intended for the
purpose. Sharing system resources with other applications may prevent Messaging from functioning
properly.
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Installation Preparation

Pre-requisites

® AJITC specific license for Avaya IX Messaging must be purchased.

e JITCinstallations are only supported on Windows Server 2012 R2 (64-bit).

All other system requirements are the same as for any other Messaging installation.

Deployment Configuration Considerations

® An Avaya IX Messaging server may be installed on the root drive (the same drive where Windows is installed). This
must be a local drive. iSCSI targets are not supported.

® An Messaging server may be installed on a secondary drive (on a different drive from where Windows is installed).
This must be a local drive. iSCSI targets are not supported.

® The drives may each be a physical drive (for best performance), or a single drive with partitions.

® The folders \uc\logs, \uc\DB, and \uc\messages may be mounted to a local drive. Network or mapped drives are not
supported.

® |n an ESX(i)/VMWare environment, SAN/iSCSI is supported, but only at the ESX(i) level. The iSCSI target must be
mounted and managed by the ESX(i) host. If a virtual machine is to have a C drive and a D drive, they must be added
as a virtual hard disk using the VMWare client.

® The rules for drive types and options are the same for virtual machine environments. The storage must be local,
Direct Attached Storage or SAN.

Warning: These configurations have been tested and approved by Avaya for use with Messaging. While other
configurations may be possible, Avaya cannot provide support in these areas.

Antivirus Applications

It is suggested that any antivirus applications currently active on the server computer be disabled during installation. Any
other resource intensive applications or monitoring tools which may cause a conflict with the installation should also be
disabled during the installation process.

Required Server Components

For Microsoft Windows Server 2012 R2, you must ensure that all the necessary server roles and features are installed on
the system before proceeding with Messaging installation.
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Server Roles and Features

1. From the Server Manager Dashboard, click Add roles and features.

B e tes

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

B Local Server

All Servers - . ~
= ) Configure this local server
g Fileand Storage Services P =t
QUICK START
I 2 roles and fe I
3 Add other servers to manage
WHAT'S NEW : L ) »
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

File and Storage

Services ;

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

EPA results

1014 AM
- By /192019

If this screen is hidden, go to View and select Show Welcome Tile.

2. Click Next.

[ Add Roles and Features Wizard - [o [

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such s static |P addresses, are configured
* The mast current security updates fram Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default
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3. Leave the default settings as they are. Click Next.

[ Add Roles and Features Wizard o [

DESTINATION SERVER

Select installation type

Select the installation type, You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

4. Leave the default settings as they are. Click Next.

[ Add Roles and Features Wizard -

DESTINATION SERVER

Select destination server

Befora You Be Select a server or a virtual hard disk an which to instal roles and features.

Select a server from the server pool

Select a virtual hard disk

Server Pool

Filter |

MName IP Address Operating System

Microsoft Windows Server 2016 Standard

1 Computer(s} found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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5. Enable the Application Server, Fax Server and Web Server (lIS) checkboxes.

Click Next.

= Add Roles and Features Wizard

Select server roles

Roles

[ Active Directory Rights Management Services
Application Server

[] DHCP Server

] DNS Server

Fax Server

[ Hyper-v

[ Network Policy and Access Services
Print and Document Services

[] Remote Access

[ Remote Desktop Services

Confirmation

] Valume Activation Services

_> eb Server (1IS)

[ Windows Deployment Services
] Windows Server Update Services

Select one or more rales to install on the selected server.

BE |

DESTINATION SERVER

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

JITC Installations

Note: Throughout this installation, whenever you are prompted to confirm additions, always select Add

Features.

= Add Roles and Features Wizard

Add features that are required for

You cannet install #&
features are also installed.

4

Include management toals (if applicable)

# unless the following role services or
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6. Enable the .NET Framework 3.5 Features checkbox. Click Next.
[= Add Roles and Features Wizard -

DESTINATION SERVER

Select features

Select one or more features to install on the selected server.

Features Description

~ NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technclogies for
building applications that offer

C] BitLacker Drive Encryption appealing user interfaces, protect
your customers' personal identity

[ BitLocker Network Unlock information, enable seamless and

Fax Server [ BranchCache secure communication, and provide

[ Client for NFS the ability to model a range of
business processes.

[ Background Intelligent Transfer Service (BITS)

Print and Docul
[] Data Center Bridging

[] Enhanced Storage

[] Failover Clustering

[ Group Policy Management

[] ink and Handwriting Services
[ Internet Printing Client
[] 1P Address Management (IPAM) Server

< [ >

7. Optional: If you plan to use SNMP Alarms with Messaging, the SNMP Service must be added to Windows before
the program can be installed.

If SNMP Alarms are required, scroll down and enable SNMP Service.

If SNMP Alarms are not required, skip this step.
[ Add Roles and Features Wizard |_|_-

DESTINATION SERVER

Select features

Select one or more features to install on the selected server.
Features Description

[] Peer Name Resolution Protocol Siple Nepagr Manegement
[ Quality Windows Audio Video Bxperience Proftocol BNMPL S e itludec

[ RAS Connection Manager Administration Kit (CM2 augerds Hial ioreisr the w ity o
[T et Rsatines network devices and repart to the

[T Remote Differential Compression Rtk rorsyle Wickalaon:

[®] Remote Server Administration Tools (2 of 41 instal
[ RPC aver HTTP Proxy

[ Setup and Boot Event Collection

[ Simple TCP/IP Services

+/| SMB 1.0/CIFS File Sharing Support (Installed)

[] SMB Bandwidth Limit

N MI Provider
[] Telnet Client
[] TFTP Client
[ VM Shielding Tools for Fabric Management
[] WebDAV Redirector
™1 Windows Biometric Framework

Confirmation
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8. Review the information, then click Next.

[ Add Roles and Features Wizard -

DESTINATION SERVER

Application Server

i Application Server hosts and centrally manages applications that interoperate with systems on the
netwark such as heterogeneous databases, identity management services, security systems, and Web
applications and services, Application Server alsa supports developing custom business applications
through integrated services such as the .NET Framework 4.3, COM+, Web Server (115) Support, and
Message Queuing.

Before You Begi

Things to note:

* We recommend that you install Web Server (IIS) Support if you plan to host distributed applications
built using ASP.NET or Windaws Communication Foundation (WCF).

Mere information about Application Server

9. Ensure that HTTP Activation, under Windows Process Activation Service Support is enabled. Click Next.

[ Add Roles and Features Wizard HEIEN

DESTINATION SERVER

Select role services

Select the role services to install for Application Server

Role services Description

.NET Framework 4.5
[ cOM+ Network Access
4[] Distributed Transactions
[[] ws-Atomic Transactions
[ Incoming Network Transactions
[] Outgoing Network Transactions
[C] TCP Port Sharing
[] Web Server (IIS) Support
Windows Process Activation Service Support
HTTP Activation
[] Message Queuing Activation
Confirmation [] Named Pipes Activation
[] TCP Activation
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10. On the Fax Server screen, click Next.

= Add Roles and Features Wizard [=T=
Fax Server DESTINATION SERVER
rd»

You can use a Fax Server to share and manage network fax resources from a central location, which
enables users o send and receive faxes, By setting up a Fax Server, you can define rauting policies and
rules for faxes, provide access to faxes that have been previously sent or received, and configure activity
logging to track the user of fax resources. You can use the Fax Service Manager to install, view, and
manage all of the faxes in your organization,

Things ta Note

* To set up a Fax Server, you must also set up a Print Server.

* To finish installing the Fax and Print server rales, you must complete post-deployment configuration
for both roles. The Fax Server role is configured from the Microsoft Fax Service Manager. To
configure additional fax server properties from the Microsoft Fax Service Manager, click Action on
the menu bar and then click Properties.

Confirmation

Learn more about the Fax Server Role

11. On the Print and Document Services screen, click Next.

[ Add Roles and Features Wizard = [o[
Print and Document Services T ——

Print and Document Services enables you to centralize print server and network printer management
tasks. With this role, you can also receive scanned documents fram network scanners and route the
documents to a shared network resource, Windows SharePoint Services site, or e-mail addresses.

Things to Note
* Windows Server 2012 supports print queues using either Type 3 or Type 4 printer drivers.

* Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users

wha are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server.

To enable clients to connect to shared print queues supperted using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the
"Computer\Administrative Templates\Printers\Point and Print Restrictions™ group policy to configure
security prompts.

If you are using Type 3 printer drivers and have any 32-bit clients, you must install the matching 32-
bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role
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12. No changes are required here. Click Next.

[ Add Roles and Features Wizard [x ]

DESTINATION SERVER

Select role services

Select the role services to install for Print and Document Services

Role services Description
= Print Server includes the Print
[ Distributed Scan Server for managing multiple printers or
[ Internet Printing print servers and migrating printers
[ 1PEService to and from other Windows print
servers,

Print and Docum

Role Sery

Confirmation

13. On the Web Server Role (I1S) screen, click Next.
B Add Roles and Features Wizard [= = [5]

DESTINATION SERVER

Web Server Role (lIS)

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IS) 8.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.0, ASP.NET, and Windows
Communication Foundation,

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (1IS) role includes the installation of role services that
enable you to serve static content, make minar customizations (such as default documents and HTTP
errars), monitor and log server activity, and configure static content compression,

Fax Sa

Print and Docum

Rol

Confirmation

More information about Web Server IS
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14. Open Web Server > Common HTTP Features. Enable Directory Browsing, HTTP Errors, Static Content and HTTP
Redirection.

Scroll down to Security, and enable Windows Authentication.

Under Application Development, enable .NET Extensibility 3.5, .NET Extensibility 4.5, ASP, ASP .NET 3.5, ASP

.NET 4.5, CGIl and WebSocket Protocol.
Locate FTP Server and enable FTP Service.
Enable all options under Management Tools > IIS 6 Management Compatibility.

Click Next when ready.

[ Add Roles and Features Wizard NE [ URL Authorization ~

Windows Authentication

DESTINATION SERVER

Select role services NET Extensibilty 3.
NET Extensibility 4.5

lication Initializatio

Cf

Select the role services to install for Web Server (1IS)

Role services Description

~ HTTP Redirection pravides support

4 [v] Web Serve i i
'eb Server to redirect user requests to a sperific

4 Commaon HTTP Features destination. Use HTTP redirection -
Default Document whenever you want customers who [ ISAPI Extensions
Directory Browsing — might use one URL to a((ual\‘y end ISAPI Filters
up at another URL This is helpful in 5 R T
HTTP Errors ok St o L Sertertle ielfides
Static Content renaming your Web site, to _> WebSocket Protocol
HTTP Redirection overcoming a domain name that is 4 [T ETD Canvar w
e difficult to spell, or forcing clients to < W >
WebDAV Publishing use a secure channel,
Pl Health and Diagnostics R e
HTTP Logging [[] WebSocket Protocol
[ Custom Logging - FTP Server
[ Logging Teols FTP Service
[] ODBC Logging [C] FTP Extensibility
[] Request Monitor ] 115 Hostable Web Care
< T 1] IBE Management Tools

1IS Management Console

IS 6 Metabase Compatibility

IS 6 Management Console

IS & Scripting Tools
IS 6 WMI Compatibility

115 Management Scripts and Tools

[] Management Service

15. Review the selections here. When ready to proceed, click Install.

[= Add Roles and Features Wizard -

DESTINATION SERVER

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

Befora You Begin

[ Restart the destinaticn server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.NET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framework 4.5 Features
ASPNET 4.5

Application Server
MET Framework 4.5
Fax Server

Print and Document Services
Print Server

Remote Server Administration Tools o

Export configuration settings
Specify an alternate source path

Next >
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16. If prompted to provide the Windows disk to load the files, click Specify an alternate source path and direct it to the
appropriate drive.

[= Add Roles and Features Wizard = = -

DESTINATION SERVER

lation selections

Confirm insta

A Do you need to specify an altenate source path? One or more installation selections are missing source files on the destinati.. X

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

.NET Framewaork 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

Application Server
\NET Framework 4.5

ocument Servi...
Fax Server

Services
s Print and Document Services

prin Sener

Remote Server Administration Tools
Rele Administration Tools

Export configuration settings

Specify an altemate source path <—
< Previous Next > Install Cancel

Hint: This is particularly important for virtual machine installations where there may not be a drive configured
locally.

17. Windows will now start the installation process for the chosen items. This process may take a while.

[ Add Roles and Features Wizard = [o[T

DESTINATION SERVER

Installation progress
View installation progress

@ Feotureinstaliation
L]

Installation started on

.NET Framewaork 3.5 Features Band
NET Framewerk 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.5 Features
ASPNET 4.5

Application Server
NET Framework 4.5

Fax Server

Print and Document Services
Print Server

istration Tools
Tanle

Remote Server Admi
Rola Admin;

‘You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close: Cancel

Note: This window can be closed without interrupting the installation procedure

18. Once all changes are complete, Restart the server.
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Installing Microsoft .NET Framework 4.7.2

The Microsoft .NET Framework 4.7.2 is a required Windows component but it cannot be installed as part of the program
package. It must be added by the administrator.

The installer can be downloaded from the Microsoft site here:

https://support.microsoft.com/en-us/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows

Follow the instructions provided to install .NET Framework 4.7.2 onto the server.
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Certificates

Installing Certificates for Encrypted File System (EFS)

During installation, Avaya Messaging uses the Windows application Cipher to encrypt security sensitive files and folders.
This uses the certificate installed in the Personal folder of the current user (the service/DCOM user created during
installation). The certificate includes Encrypting File System under Intended Purposes.

Therefore, to ensure JITC compliance, you must to import the EFS certificate before installation.

Digital certificates can be purchased from a trusted Certificate Authority (CA), such as GoDaddy™ and Symantec™. A
properly constructed certificate issued by your corporation’s IT/Security team can also be used.

Important: Self-signed certificates are not permitted with JITC installations.

Installing a CA Signed Certificate

A Certifying Authority can issue a certificate to your company. They will provide a file containing the certificate and the
password that opens it.

Save the file to a known location on the voice server hard drive.
Open the Windows Control Panel and select User Accounts.

|- Lo |

v c,| [ search Control Panel A

= All Control Panel ltems

1 ‘@ » Control Panel » All Control Panel ltems »

Adjust your computer's settings View by: Smallicons ~

¥ Action Center
K3 Color Management
[%) Default Programs:
B Display
A Fonts
& Keyboard
L Network and Sharing Center
B Power Options
5 RemoteApp and Desktop Connections
ﬂTaskbarand Navigation

82, User Accounts

{7 Administrative Tools
[E Credential Manager
28 Device Manager

@ Ease of Access Center
Internet Options

€2 Language

Notification Area lcons
ﬂ Programs and Features
% Sound

2| Text to Speech

| # vindows Firewal

3 AutoPlay
) Date and Time
2, Devices and Printers
Folder Options
&, 55l Initiator
F Mouse
| Phone and Modem
&P Region
1B System
ETruub\eshootmg
& Windows Update

Click Manage your file encryption certificates.

2

User Accounts

|- Lo |

:(—:' - 1 ‘Si » Control Panel » All Control Panel ltems » User Accounts

v G| | Search Control Panel »p |

Control Panel Home

Manage your credentials

Manage your file encryption

) Configure advanced user
profile properties

Change my environment
wvariables

Make changes to your user account

certificates ) Change User Account Control settings

B Manage User Accounts

(]

To change your password, press Ctrl+ Alt+ Del and select Change a password.
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3. Select A certificate issued by my domain'’s certification authority. Click Next.

@ » Encrypting File System

Which type of certificate do you want to create?

Select an option below to automatically create and store a file encryption cerificate

O A self-signed certificate stored on my computer
Selectthis option unless you are using a smart card or a certification authority.

A self-signed cerificate stored on my smart card
Insertyour smart card in the card reader.

_> ® A cerfificate issued by my domain's certification authority

Make sure your computer can access its domain. If you are storing the certificate ona
smart card, insertthe card in the reader.

Which tvpe of certificate should | choose?

4. Enable Backup the certificate and key now, fill in the path to where the backup file will be saved, and give it a
password. Click Next.

@ » Encrypting File System

Back up the certificate and key

This helps you avoid losing access to your encrypted files if the original certificate and
key are lostor damaged

Current certificate

Issued to: administrator View certificate

® Back up the certificate and key now
You should back up the certificate and key to removable media,

Backup location”  [CAEFS_Backup pc | [ Browse
Password ‘"" |
Confirm password ‘|||| |

O Back up the certificate and key later
Windows will remind you the next time you log on

Why should | back up the certificate and key?

Important: If you are using a different certificate file, make sure to back it up once installation has finished.
Instructions can be found in the Backup and Restore the Certificate File section.
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5. Enable All Logical Drives, then click Next.

‘ » Encrypting File System

Update your previously encrypted files

Select the folders containing encrypted files that you want to assaociate with the new
certificate and key. Updating now helps you avoid losing access to your encrypted files
ifthe previous certificate and key are lost.

Eolders:

% All Logical Drives|

11l update my encrypted files later

Updating your files might take some time, depending on how many files you update. If
you log off or remove your smart card during the process, your files will not be updated

6. The files will be encrypted. When it is finished, a result summary will be displayed. Click Close.

| % Encrypting File System |+ Encrypting File System

Progress...

Your encrypted files have been updated
Updating your encrypted files..

Certificate details

_ Issued by: administrator
Expires: 10/29/2116 __Vwew log

Certificate and key backup location:
CAEFS_Backup.pfx
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You can verify the success of the installation by opening the certmgr.msc.
Go to Personal > Certificates and verify that the certificate appears under your user name.

certmgr - [Certificates - Current User\Personal\Certificates] == -
Fle Action View Help
- =GR |

ﬂﬂ Certificates - Current User |scued To - w By Ex&\ratinn Date Intended Purposes Friendly Mame
> Personal 23] Administrator Administrator 10/29/2116 Encryptm_gHWI
Certificates
Mﬁtid Reot Certification Au
I .| Enterprise Trust

~| Intermediate Certification Auj

b

b (] Active Directory User Object
- | Trusted Publishers

b 7] Untrusted Certificates

I» [ ] Third-Party Root Certificatior
b 7 Trusted People

b [ Client Authentication Issuers
i [Z] Smart Card Trusted Roots

< ] >« m >

Personal store contains 1 certificate.
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Backup and Restore the Certificate File

If you are using a certificate file from another source, or if you have not done so already, you should create a backup copy
of the file. If the certificate becomes corrupt, none of your data will be accessible unless the certificate can be restored.

This section covers how to backup and restore the certificate file.

Backing-up the Certificate

To create a backup copy of the certificate file...

Launch the Certificate Manager console in Windows.
Right-click the Windows icon and choose Run. Enter certmgr.msc and hit OK.

---...__.----.

Run
— Run X
Shut down or sign out AN
*
Desktop - =7 Typethename of s program, folder, document, or Intemet
’, 1= resource, and Windows will open it for you,
L4
<
*. Open: | certmgrmsc -
<
<
L d
<
., = e
*
<
~

In the left-hand pane, open Personal > Certificates. Your certificate(s) will be displayed in the right-hand pane.

certmgr - [Certificates - Current User\Personal\Certificates] == -
Eile Action View Help
E N RETNERETN
i Certificates - Current User Issued T - Issued By Expiration Date
4 [ Personal "5l TXMessaging TXMessaging 121102117
| Certificates
e TTaeea oot Lartification Autherities
I | Enterprise Trust
I [ ] Intermediate Certification Authorities
b [ Active Directory User Object
i | Trusted Publishers
b [ ] Untrusted Certificates
[» [ ] Third-Party Root Certification Authorities
B | Trusted People
i [ Client Authentication lssuers
[» [ ] Smart Card Trusted Roots
< m >
Personal store contains 1 certificate.
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3. Right-click the certificate and select All Tasks > Export.

File Action View Help

4 By

certmgr - [Certificates - Current User\Personal\Certificates]

XE=

==

(¥ Certificates - Current User
4 [ Personal
7| Certificates

| Enterprise Trust
_ Intermediate Certificati

| Trusted Publishers
"~ Untrusted Certificates

| Trusted People
= Client Authentication |
| Smart Card Trusted Ro:

~| Trusted Root Certification Authorities

| Active Directory User Object

“| Third-Party Root Certification Authorities

Issued To Issued By

ion Authorities

Expiration Date

12/10/2117

All Tasks Open
Cut Request Certificate with New Key...

S Copy Renew Certificate with New Key..

ots Delete Advanced Operations v
Properties Export... |

Help

Export a certificate

4. When the Certificate Export Wizard starts, click Next.

< Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

5. Enable Yes, export the private key and click Next.
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(©) - Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

%) Nes, export the private key!

No, do not export the private key
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6. Enable Export all extended properties. Choose Next.

(€) - Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X.508 {.CER)

Bage-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)
Indude all certificates in the certification path if possible

® Personal Information Exchange - PKCS 12 (.PFX)
[¥]Include all certificates in the certification path if possible
[ Delete the private key if the export is successful

——> [FExport all extended properties

Microsoft Serialized Certificate Store (.S5T)

7. The backup copy of the certificate file requires a password for encryption.
Enable Password, then enter a password and re-enter to confirm. When ready, click Next.

(&) = Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a passward,

["] Group or user names (recommended)

I Basewore:
‘ sesssnes |

Confirm password:

Important: Record this password and keep it in a safe location. The loss of this password will lead to the
complete and unrecoverable loss of data if you ever need to restore the certificate file.

Avaya IX Messaging Server Installation Guide




JITC Installations

Save the file to your hard drive. Click Next.

(€)= Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

canyname | [ Bromee...

All parameters have been configured. Review the settings and click Finish when ready.

(€)= Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:
Export Keys Yes
Include al certificates in the certification path Yes
File Format Personal Information Exchange (*.pfx
< m >

A backup of the certificate file has been successfully created. Click OK.

Certificate Export Wizard

The export was successful,

For maximum security, copy the file you just created to another drive (e.g. on another computer, network storage, on a
thumb drive, etc.). If the original computer is completely inaccessible, saving the file to another location will still allow
you regain access to the system.
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Restore the Certificate

To restore the certificate file from a backup...

Launch the Certificate Manager console in Windows. Right-click the Windows icon and choose Run.
Enter certmgr.msc in the space, then hit Enter.

--'--'--'---‘--
-

Type the name of a pragram, folder, document, or Internet
-~ 1= resource, and Windows will open it for you,

catmgrmse

*
~

In the left-hand pane, the Personal folder will be empty.
Right-click in the right-hand pane. Select All Tasks > Import.

=3 certmagr - [Certificates - Current User\Personal] =|0 -
File Action View Help
4= = B &= H
G Certificates - Current User Object Type
_| Personal ™ N .
“| Trusted Root Certification Au ere are no items to show in this view,

4

4

b

4

b [ Trusted Publishers
I [ ] Untrusted Certificates
I

4

4

b

| Enterprise Trust
“| Intermediate Certification Au ’
| Active Directory User Object @ -

Find Certificates...

Third-P: Root Certificati
. Third-Party Root Certificatior All Tasks v Find Certificates...
“| Trusted People
_| Client Authentication Issuers Refresh Request New Certificate. .
“| Smart Card Trusted Roots e R i
Airengelas b Advanced Operations v

Line up lcons

Help

< m >« m >

Add a certificate to a store

When the Certificate Import Wizard starts, click Next.

| - Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
lists from your disk o a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.
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Locate the backup file and select Next.

(€) - Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\anyname.pfx

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (.SST)

Enter the password that was used to secure the backup file. Enable Include all extended properties.

(&) = Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You wil be prompted every time the
Enable str te key protection. You will be ted time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

nclude all extended properties.

—>

Ensure that the restored certificate will be copied to the Personal store and click Next.

(©) - Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

utomatically select the certificate store based on the type of certificate

lace all certificates in the following storei

Certificate store:

Personal | | one
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The configuration is complete. Review the settings and click Finish when ready.

(€)= Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be mported after you dick Finish,

You have specified the following settings:

Certificate Store Selected by User [IZ3EE]

Content PFX
File Name C:lanyname.pfx

The certificate file will be copied onto the operating system of the current computer.

certmgr - [Certificates - Current User\Personal\Certificates] ILIE-
Eile  Action iew Help
o= =IRENEY 7|
(5 Certificates - Current User lssued To - ssued By
4 [ Personal 5] IXMessaging IXMessaging 1
| Certificates

I (] Trusted Root Certification Au
i | Enterprise Trust
b [ Intermediate Certification Au
b 7] Active Directory User Object
i | Trusted Publishers

i [ Untrusted Certificates

I» [ ] Third-Party Root Certificatior|
b | Trusted People

b [ Client Authentication lssuers
[» [ ] Smart Card Trusted Roots

< m >« m

Personal store contains 1 certificate.

The certificate file has been successfully restored.
Reboot the server to have the changes take effect.
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Import the Certificate on All Servers

Important: The following procedure must be completed on all servers in a High Availability installation;

Primary, Consolidated, and all Secondary servers.

1. Login to the server as any user.

2. Right-click Start > Run and enter CMD to launch the command line editor.

Settings

File Explorer

Run

Shut down or sign out

Desktop

3. Atthe command line, enter the following inserting your credentials:

runas /user:computername\UciisUser “mmc certmgr.msc”
Click OK.

—  Type the name of 3 program, folder, document, or Internet
= resource, and Windows will epen it for you.

Open: | runas fuser:accountsPClicisuser “mme certmgr.msc”

Cancel Browse...

When prompted at the command line, enter the password for the UClISUser.
The Certificate Manager console will open.

Important: The following command must also be run on the Consolidated server only.

runas /user:computername\ucAdminUser “mmc certmgr.msc”
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In the left-hand pane, the Personal folder will be empty.
Right-click in the right-hand pane. Select All Tasks > Import.

= certmgr - [Certificates - Current User\Personal] \;l_-

File Action View Help

B| o= H
(¥ Certificates - Current User Object Type
_| Personal Th it to<h th
“| Trusted Root Certification Au 1€ 318 N0 THEMS 10 show In this view.

4

I [ ] Enterprise Trust
> [ Intermediate Certification Au #
B | Active Directory User Object -
b [ ] Trusted Publishers

> [ ] Untrusted Certificates
i ] Third-Party Root Certificatior
3

4

4

Find Certificates...

All Task: r Find Certificates...
~ Trusted People asks ind Certificates.
_| Client Authentication |ssuers Refresh Request New Certificate...
_| Smart Card Trusted Roots View N e
Armange lcans R Advanced Operations v

Line up Icons

Help

< m > < m

Add a certificate to a store

When the Certificate Import Wizard starts, click Next.

< Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Locate the backup file and select Next.

(&) = Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

Cr\anyname pfx

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX, P13}
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (,SST)
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Enter the password that was used to secure the backup file. Enable Include all extended properties.

(€)= Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import aptions:

["]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as expartable. This will allow you to back up or transpart your
keys ata later time.

.—> Include 2l extended properties.

Ensure that the restored certificate will be copied to the Personal store and click Next.

(€)= Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate stare based on the type of certificate

lace all certificates in the following storei

Certificate store:
Personal

| [ Browee...

The configuration is complete. Review the settings and click Finish when ready.

(©) - Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be mported after you dick Finish,

You have specified the following settings:

Certificate Store Selected by User [iZ3E 0]

Content PFX
File Name C:lanyname.pfx
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The certificate file will be copied onto the operating system of the current computer.

certmgr - [Certificates - Current User\Personal\Certificates] ILIE-
Fle Acion WView Help

e z2E a8/ ok BE

(5 Certificates - Current User lssued To - ssued By
4 [ Personal ‘5] IXMessaging IXMessaging 1
| Certificates

I (] Trusted Root Certification Au
i | Enterprise Trust
b [ Intermediate Certification Au
b (] Active Directory User Object
- | Trusted Publishers

b ] Untrusted Certificates

I» [ -] Third-Party Root Certificatior|
b [ Trusted People

b [ Client Authentication lssuers
i [ ] Smart Card Trusted Roots

< m >« m

Personal store contains 1 certificate.

The certificate file has been successfully restored.
Reboot the server to have the changes take effect.
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IS Certificate Bindings

To enable an HTTPS connection, another certificate has to be installed in IIS. This certificate must be acquired from a

certifying authority.

The HTTPS protocol must be enabled, and HTTP disabled.

On the computer that functions as the web server, open the 1IS Manager console.
Select the local computer. Open Server Certificates in the right-hand pane.

LE Internet Infarmation Services (IIS) Manager = [[1= -
@0 (% » @ - ' 8
File View Help
|8 7 Open Feature
& Start P
g ki Filter - % Go -y Show Al Manage Server
I 2 ¥ - e - 2 Restart
@ Application Pacls ISAPI Fiters — Logging  MIME Types 5 ‘
b [&] Sites -
I 2 = Stop
ggﬂ 8 o=
b sle = View Application Pools
Modules  Output Request an
Caching Filtering it
P Change NET Framework
7 Version
@&,
2 g @ GetNew Web Platform
Server Worker o
Certificates| Processes
@ Hep
Management ~
B & -
Bl =
Configurat... Feature Shared
Editor  Delegation Configurat.. .
~ = 5| [l Features View | -2 Content View
Ready

Right-click in the right-hand pane and choose Import from the pop-up menu.

& Internet Information Services (IIS) Manager == -
@ ED , |&@ < @ -
File View Help
= GQ' Server Certificates
<, - & ? Import...
:_3 Start Page Use this feature to request and manage certificates that Creste Certificate Request...
458 = the Web server can use with websites configured for S5L. Complete Certificate Request...
2} Application Pools R
b [l Sites Filter: - Go % Show All Create Domain Certificate...
Name - Issued To Create Self-Signed Certificate...
Enable Automatic Rebind of
Renewed Certificate
@ Help
Import...
Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...
Create Self-Signed Certificate...
< n Enable Automatic Rebind of Renewed Certificate
< W 5 [E] Features View |/ % Content | @  Help
Ready
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Enter the path to the certificate file and the password. Select Personal as the Certificate Store. Click OK.

Import Certificate [ |

Certificate file (.pfx):

‘C ‘certificatefile.company.com. pfx | III

Password:

Select Certificate Store:

[personal v]

Allow this certificate to be exported

QoK | | Cancel |

Go to Sites > Default Web Site.
Click Bindings....

g Internet Infarmation Services (I1S) Manager ILIE-

@& ‘@ » b Sites » Default Web Site » |m @

File View Help

@ Default Web Site Home =
2 Explore

-y Start Page Edit Permissions...

ie Filter: - % Go - g Show Al - —=n
1} Application Pools ASP.NET ~ln
a[s] Sites = & /=£|
——w Default Web Site B 2 404 | =
NET NET NET Error View Applications
Authorizat.. Compilation  Pages View Virtual Directories
[ _F' L) Manage Website ~ |z
NET [NET Profile .NET Roles @ Restart
Globalization B st
‘i — ® Siop
= = N y—
=V i S Browse Website
NET Trust  METUsers  Application ] Browse %80 (http)
Levels Settings
Y = ﬁ“ _7-».] Advanced Settings...
ab N EER = Configure
__ Limits...
= = [ 5| |2l Features view | "2 Content View . Publizhingsn. ~

Ready

Add the HTTPS binding type.
Set the IP Address to All Unassigned. Leave Port at its default.
Change SSL Certificate to the certificate name installed above.

Click OK.
Add Site Binding [ » ]
Type: 1P address: Port:
https | [AllUnassigned v |443 |
Host name:

[[] Require Server Name Indication

SSL certificate: |
Wildcard v||| select.. | [ View.. |

| oK | ‘ Cancel
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Remove HTTP from the list of bindings.
Click Close.

Site Bindings [ |

Type  Host Name Port P Address Binding Informa... Add..
hitps M3

Browse

Close
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Disabling User Account Control Notification

Go to Settings > Control Panel. Select User Accounts.

Settings (=] All Control Panel Items -

b i} ‘@ + Control Panel » All Control Panel ltems » v & ‘

Searc

Control Panel A

Curtrol Pansl Adjust your computer's settings Viewby: Smallicens v

Personaliz;

¥ Action Center {7 Administrative Tools

AutoPlay
O Color Management [E Credential Manager 7 Date and Time
Server info Default Programs &3 Device Manager % Devices and Printers
& Display @ Ease of Access Center £ Folder Options
Help A Fonts €1 Internet Options &, iSCS! Initiator
&5 Keyboard €% Language ¥ Mouse
¥ Network and Sharing Center & Netification Area Icons {I] Phone and Modem
IiJ:_.—I { A 35 Power Options [ Programs and Features & Region
3 RemoteApp and Desktop Connections % Sound 18 Systemn
ex2kHocal 7] Taskbar 2] Text to Speech [ Troubleshooting
& Windows Firewall % Windows Update

Notifications Power

Select Change Account Settings.

On the User Account Control Settings screen, click and drag the slider down to Never Notify.

Click OK and Close.

2, User Accounts ==
© ~ 4 |H » Control Panel » All Control Panel ltems » User Accounts v 0‘ Search Control Panel »

Control Panel Home (Fy] User Account Control Settings -

Make changes to your user account

Nlarage st omdentiols Choose when to be notified about changes to your computer
Create a password reset disk

User Account Centrol helps prevent potentially harmful programs frem making changes to your computer.
Manage your file encryption Tell me more about User Account Control settings
certificates

) Configure advanced user

Always notify
profile properties
Change my envirenment == Never notify me when:
wvariables
®  Appstry to install software or make changes to my
computer
e ® | make changes to Windows settings
n
]
| ]
- n
— - @ Mot recommended.
Never natify
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On the keyboard, click the Start button, and select Administrative Tools.

& L

Windows. Administrative start VM Fax Service
Server Manager PowerShell Tools Statistic: Manager

e L

Internet Intemet
Computer Task Manager Informatiof Information...

s o

Print Windows Fax

Control Panel Intemet Explorer Management

Desktop

Double-click Local Security Policy.

i | = Administrative Tools =l -
Home  Share  View v @
1 11« Al Control Panel ltems » Administrative Tools » IE iministrative Tools A |
X Favortes Name =z Date modified Type Size =
Bl Desktop Terminal Services File folder
8 Downloads (#- Compenent Services Shortcut 2KB
| Recent places (& Computer Management Shortcut 2KB
(& Defragment and Optimize Drives Shortcut 2KB
7 Libraries (&l Event Viewer Shortcut 2KB
Documents [ Fax Service Manager Shortcut 2KB
& Music £ Intemet Information Services (115) 6.0 Ma... Shortcut 2KB
&= Pictures 25 Internet Information Services (IIS) Manager Shortcut 2KB |z
8 Videos fak, iSCS! Initiator Shortcut 2KB
[&, Local Security Policy Shorteut 2KB
8 Computer 33 ODBC Data Sources (32-bit) Shortcut 2KB
ODBC Data Sources (64-bit) Shortcut 2KB
€ Metwork {3 Performance Menitor Shorteut 2KE
[# Print Management Shortcut KB
&) Resource Monitar Shortcut 2KB
[ Security Configuration Wizard Shortcut 2KE
(@ Server Manager Shortcut 2KB
[#l; Services Shortcut 2KB
(&2 System Configuration Shortcut 2KB
(& System Information Shortcut 2KB
(D) Task Scheduler Shortcut
27 items
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5. Under Security Settings > Local Policies > Security Options, double-click

% Local Security Policy =[o]

File Action View Help

e AE XE= HBH=
S Security Settings Policy = Security Setting ~
p 4 Account Policies 2| Network security: Restrict NTLM: NTLM authentication in th.. Mot Defined
4[4 Local Policies | Network security: Restrict NTLM: Outgoing NTLM trafficte .. Mot Defined
B L4 Audit Policy | Recovery console: Allow automatic administrative logon Disabled

[ g User Rights Assignment
a Security Options
I [ Windows Firewall with Advanced Sec
7] Metwork List Manager Policies

b [Z] Public Key Policies
_| Software Restriction Policies
I | Application Control Policies
v &, IP Security Policies on Local Compute
b || Advanced Audit Policy Configuration

] Recovery console: Allow floppy copy and access to all drives... Disabled

[ Shutdown: Allow system to be shut down without having to... Disabled

. Shutdown: Clear virtual memery pagefile Disabled

I System cryptography: Force strong key protection for user k.. Not Defined
System cryptography: Use FIPS compliant algorithms for en...  Disabled

-

| System objects: Require case insensitivity for non-Windows ... Enabled
| System objects: Strengthen default permissions of internal s...  Enabled
System settings: Optional subsystems Posix

1] System settings: Use Certificate Rules on Windows Executabl... Disabled

1| User Account Control: Admin Approval Mode for the Built-i... Disabled

1| User Account Control: Allow UlAccess applications to prom..,  Disabled

;| User Account Control: Behavior of the elevation prompt for .. Elevate without prompti...
|User Account Control: Behavior of the elevation prompt for ... Prompt for credentials

1 User Account Control: Detect application installations and p... Enabled

| User Account Control: Only elevate executables that are sign... Disabled
User Account Control: Only elevate UlAccess applications th

1 User Account Control: Switch to the secure desktop when p
1 User Account Control: Virtualize file and registry write failure...

6. Select Disabled. Click OK.

User Account Control: Run all administrators in Adl_-
[ Local Securty Setting | Exglain |

Sl User Account Control: Run all admiistrators in Admin Approval
Mode

o [ ][ B ]

7. Reboot the server.

Note: UAC Notifications can be restored after Messaging has been installed.
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Install Microsoft .Net Framework 4.7.2

Avaya IX Messaging requires Microsoft .Net Framework version 4.7.2 to be installed to support various features within the
program. If it has not already been installed, the administrator must download it and install it manually.

Note: .Net Framework 4.7.2 is not installed by default. 1t may be part of Windows updates, optional
updates, or not provided at all. Follow these instruction is it is not installed on your system, or if you do not
know if it has been installed.

Open a web browser and go to the Microsoft web site. Search for .Net Framework 4.7.2 and install the application on
the server. For example:
https://support.microsoft.com/en-us/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows .

Download the file to your server drive. When ready, run the program to install this feature.

When finished, restart the server.
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Installing Messaging for JITC on a Single Server

This section covers installing Messaging in Single Server configuration. If you are planning a High Availability installation,
jump to page 336.

Continue with the Avaya IX Messaging installation. The presence of a JITC license will be noted during installation and the
appropriate files will be loaded. Encryption will be automatically enabled at that time.

INnstallation

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for details.
Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is turned off.

Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader Muance =] AutoRun.inf
Brooktrout Positron Z] compilelog
CommonVoiceMigration Prompts [ dcomperm.exe
DBMigration Sentinel [E]installUc.bat
Diva Signature Catcher  [5]kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAP| Drivers
Mitai Tools j5 UC_Communication.msi
MSExchange TTS Languages |=] Versionlnfo.bd
NetFramework33 UCPrint [=]xcacls.exe
NetFramework46 Zimbra

In the extraction folder, run Setup.exe as administrator to install 5 UC Services Setup = B

Avaya IX Messaging onto your voice server. Welcome to the UC Services

Installation Wizard

Windows Installer
], Prepaning to nstal
W&
FAV/A\V/N
G Tha Power of We™
Once the Windows components have been verified, click Next to 5 UC Services Setup P

begin the installation.
Welcome to the UC Services Installation
Setup Wizard

Itis strongly recommended that pou exit all \Windows programs
befare running this setup program.

Note: The installer will automatically install the necessary packages
at the beginning of the installation if they do not already exist on the

Click Cancel to quit the setup pragram, then close any programs

system. These packages may include Sentinel Protection, Microsoft Avivy I
Visual C++ Redistributable and Microsoft .Net Framework 4.5. g The Powe of We® ARNING, Tris pogam s poectd by copioh l and
ThIS prOCQSS may take a Whlle dependlng on the reqUIred Unauthorized reproduction or distibution of this program, or any
components. B e ot o i

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging.
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Enter the DCOM user info (domain user account which has local administrator  UC Server DCOM Settings =
rights). This is required by services which use local administrator rights.

Click OK after entering the necessary credentials.

Selact a Domain or Computer

User

Password

Confirm Password

L+

Maote: the elected user must have local-administratar rights

Ok

Review all the license agreements and select T UC services setup =l o =
| accept the license agreement. License Agreement AVA\/A
*You must agree with the license agreements below to proceed,
Grgof The Power of We”
C|IC|( Next to continue. Avaya Global Software License Terms (05012017v1) ® 2016-2017 Avaya Inc. All rights. ~

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

4 Back ‘[ Nest > ] ‘ Cancel ‘

You will be asked to select the destination of the installation. You may  [jicsemee seup == ==
change the hard drive destination through the drop down menu. By Destination Drive /-\V/-\YA

Select a dive where the application wil be installed,

default, the installation will create a UC folder on the C drive. g The Power of We

The Wwize Installation Wizard will install the files for UC Services in the fallowing drive.

Cl Ic k NeXt to continue. Toinstall into a different drive, click the diopdown Combobos, and select another drive.

You cah choose not b install UC Services by clicking Cancel to exit the Wise
Installation Yizard.

Note: It is highly recommended that you install the program to a

drive other than C to prevent any conflicts or performance issues. Destnaion Fode
DaJcL = Dt -

Wise Installation 'wizard (R]

<Back || News ] [ Cancel |
Enable Single UC Server. RO ey ] o
' Main Menu AVAYA
C| ic k Next. Pleass select the desited installation type ERIRN e

Single UC Server: When operating Messaging on a single server

computer. ® Single UC Server
Multiple UC Servers in High Availability: When running Messaging O Mulipe UE Servers nHigh vaabily
in High Availability mode for redundancy. s i G

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the e
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for Dacumentation| <Bsck || Mews> | [ Carcal

complete details.
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8. Select the license type you will using for this installation. Ty =l s
Most sites will use the WebLM License option. T AVAyA i
W The Power of We™

Note: If you select Messaging, go to chapter 13, Installing the
Messaging License. When finished, return here and continue
the installation from step 11. Skip step 9 through 10.

Please select the License type you wauld ke ta install

O IX Messaging License

® WebLM License

Warning: Itis essential that the system/PC clock be properly set
before activating the license. Any subsequent changes to the clock
can adversely affect or terminate the license.

Wise Installation Wizard®

<Back | Mew> | [ Cancel

9. The License Upgrade Utility program opens and prompts you to
enter the IP Address for the computer that houses the WebLM license engine.

Enter the address in the space provided, then click OK.

ol License Upgrade Utility =R 8
Product [ s DEMO [ Seft License SentinelNo
:l D Expiry Date | | ‘ ‘

-

i s

General ‘Users |Servers | Fax ports I Services IASR ITFS | iptis |

General Settings

P C—

La|

WebLM
v

R{| WebLM IP adcress€(192.166.0.1)

| Ok ‘ | Close

Important: This step requires that the Web License Manager has been installed and configured on the license
server computer. See Installing the WeblLM License and Server on page 437.
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10. The utility will retrieve your license details from the server and display them here. Review the license details and click
Exit when ready.

adl License Upgrade Utility =1|i= -

Product [] s DEMO [] Seft License SentinalMa
¥ Exiry Date (20200815 123456789
Generel | Users | Servers [ Faxports [ Services [ASR [ TTs | iption | e

General Settings

roe

Comparies

Languages

VoicaPots

Redundant e

License information has been retrieved

Note: The number of voice ports is calculated based upon your license.
[ (# Basic users + # Mainstream users) / 40 ] + Number of voice ports in license

11. Select the Components required at your site. Disable any icsouns sy =& e
components that are not needed. Select Features y
p Flease select which features pou would like to install AVA A
WTho Power of We™
ClICk NeXt' e Unified Mes:aging Server Featire Dexcription:
Unitied Communication 5

Urified Messaging Server
UIT Adrministrator

----- Wweb Applications

Text to Speech Service
Muance Speech Recodn  Thic feature wil be installed on the lacal hard
IMAP_TSE diive.

Harduare Fax Driver

This feature requires 10ME on yaur hard diive.
It has 6 of 7 sublealues sslected. The
sublsatures reauirs 513ME on your hard diive,

“ise: Installation 'wizard®

DiskCost | [ Reset | [ <Back | Mesw> | [ Cancal |
12. This screen shows all of the Windows roles and features that 15 UC Services Setup (== =
Messaging requires to operate properly. Warning AVAyA
Enable all of the following Wwindows components to continue with the:
installation. Items alieady checked have been previously installed WTM Power of Wa™
Note: This screen will only appear if one or more required components 15 vetsion 5.0 and up 5 Easgeaat ooty
. =1 FTP Server 115 6 Metabase Compatibility
are not installed on the computer. []15 6 M Compatbiiy
skl 15 6 Scrpting Tools

Active Server Pages ASP.MET
-MET Extensibiity CGl

115 & Management Console

For all items that are not checked, return to Windows and add any Comman 775 Rt
L. . A [] 1S4P1 Extensions [#]1S4P1 Fiters [] Dsfaut Document
missing pieces to the operating system. [ MET ExternsbilipdS  [7] ASP.NET4S [ HTTF Rediestion
[P webSockets [] Static Cantent
Click Next when finished or to refresh the display. Wi Frocess Activalion Serviee Supgort Sty
CJHTTP Activation “Windows Authentication
Wise Installation Wizard®
Note: The installation will not continue until all of the required (et ] o tvom] o]

components have been added to Windows.
This screen does not refresh until you click Next.
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This screen shows IIS settings that Messaging requires to operate 5 UC services Setup =N

properly. Warning AVAyA

Please configure the following |15 components to continug with the .
installation. Items already checked have been previously configured. W The Power of We'

Note: This screen will only appear if one or more of the required

settings has not been made on the computer. Securly Setting

[ Enable IS Hitps Binding

[[] Disable IS Htp Binding

For all items that are not checked, return to the IIS Manager in
Windows and set these options as required.

Click Next when finished or to refresh the display.

‘Wize Installation ‘Wizard®
Note: The installation will not continue until all of the required IS T (e
settings have been made.
This screen does not refresh until you click Next.
Select your PBX Brand then click Next. Dl =l =
PBX Maker
Please select your PBX, brand by clicking on it's logo or by choosing it AVA A
from the drop down list W‘rhn Power of We™

3(:0%1 Y AVAYA  BReADSOFT

BHSl e0n | ewarsuy

@M'TEL GShoreTel TELTNLNDCS

Other PBX Types:

TOSHIBA
Wise Installation \Wizard®
<Back | Mewt> | [ Cancal
Select your PBX model from the dropdown menu. T UC Services setup = o =
PBX Integration
Cl H k N t Please select the PE Model. AVA
Ic ex . W‘fhn Power of We™
PB Model o

“Wise Installation 'Wizard®

<Back [ Newt> | [ Cancal
Enter the primary location from which most telephone calls will be B UC Services Setup ==
placed. This will normally be where the corporate office is situated. Calling Location Settings AVAVA
Additional dialing locations and rules may be defined after the Th st et el DyLIE Servies gr e Powe "

installation is complete.

Pleass specify the losation rom which your system wil dial,

Select the country from the dropdown menu, and enter the area code
in the space provided. Carny | E

Click Next to continue.
Area Code

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The
values entered there will be used automatically.

“Wise Installation 'wizard®

<Back [ Mewt> | [ Cancal
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Create and verify a UCIIS User Password. This is used when logging into [Ficsmesseu == =
any associated web applications, such as Web Access. AVAyA

The fallowing information is used by UC Services.
Gp The Power of We*

Please enter UCISUser password

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancel
Enter a password to provide administrator only access to the system. [Fucsncesaw =l = =
This account password is used to configure the many elements of the AVAyA
t The fallowing information is used by UC Services.
system. Gnpa The Power of We™

Admin conzale default user configuration. Please enter vour
desired password.

Hint: The password cannot be left blank. It must contain both letters,
numbers and characters, and must be at least 15 characters long. See
page 279 for a complete list of password requirements.

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancal
Enter the database encryption password. The database files will be TIUC Seviees Serap o ==
encrypted with this password using the FIPS 140-2 certified security AVAyA
a|g0rlthm5 The fallowing information is used by UC Services. Wﬂ\ 4 A

This password must meet the requirements outlined here.

Flease enter Encryption database password

Password should be stored in a sale location, & lost passwaord will result in a
completely inaccessible database, from which there is no recovery,

Password: 0000000000 00068

Confirm Password: 000000000000000

“wise Installation \Wizard®

< Back ‘[ MNext > ] ‘ Cancel

Important: Record this password and keep it in a safe location.
The loss of this password will lead to the complete and unrecoverable loss of data.

Choose either Yes or No to determine whether the system will apply  [Eicsncesan o ==
General Data Protection Regulation (GDPR) compliance procedures AVAyA
tO yo ur d ata The following information is used by UC Services.
. W‘rhu Power of We™
With this option enabled, users and callers are notified that personal
information will be collected. This information can also be Do e e Gt et oo F gt
[GDFR] compliance?
completely removed from the system upon request. ’
® Yes
ONo

Wise Installation \Wizard®

< Back ‘[ Nest > ] ‘ Cancel
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The preliminary information required for installation is now complete.

Click Next.

The selected components will now be installed. This process may take
a while.

If you are warned about components being in use, either use the
Automatic Close option or manually close the process which is
interfering with the installation.

Click OK when ready.

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration.

Click Next to continue.

Avaya IX Messaging Server Installation Guide
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14 UC Services Setup \E’ = @
Ready to Install the Application AVAyA
Gnf9¢ The Power of We

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard (R]

Cancel

1) UC Services Setup \E’ E 22

Updating System AVAyA

The features you selected are cunently being installed
Gnf9¢ The Power of We

“Wiiting system registry values.

Key: Wiling spstem registy walues. .
Mame;

Walue:

“Wise Installation 'wizard (R]

155 UC Services Setup

()
Files In Use AVAYA

Some files that need to be updated are cunently in use.
Gnf° The Power of We

The following applications are using files that need to be updated by this setup,

UC Remote Printer

@ Autemalicall clese all applications and attempt to restart them after setup is complete.
) Do ot class applications. |4 reboot will bs required ]

Wise Installation 'wizard (R]

Cancel

al SIP Configuration Wizard

= B

‘Welcome to SIP Configuration Settings

This wizard will help you to set the SIP Configuration.

JAV/AV/

Gkt The Pawer of We™

Press Mext to continue.

Back Next > Cancel
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Fill out all required information. The PBX and the Number of Channels

field I | d h dd fth a2l SIP Configuration Wizard [ e <
ields are automatica opulated. Enter the IP Address of the PBX. y
y p p PE);I?::;:?M PBX from the list. AVAyA
Gk The Power of We

Trunk is selected by default, and is the best option for most

installations. o s =
Select Extension if it is available through the PBX, and if Pre-Paging is Inegrstion ) Extersion © Trrk

required. If Extension is enabled, enter the Start Extension Number Hiartecothecods B4

established during PBX setup. f:j‘ef““""“””“’
Click Next when ready.

[ <Beck | Nets ] [ Cancel

Confirm the information then click Finish.

ul SIP Configuration Wizard

Completing SIP Configuration Wizard

Note: Depending on the type of SIP integration you'll be using, you
may have to fine tune the settings from the SIP Configuration Tool in
order for the system to function properly. The SIP Configuration Tool

You have successfully completed SIP
Configuration \wizard

can be found in the Messaging programs folder after installation. AVAYA e g
EkAE The Pawer of We™ Integration: Trunk

MNumber of Channels: 4
Start Extension Number: 1000
IP Address

Hunt Group 1000

To close this Wizard, click Finish.

[ <Beck [ Fmsh | [ Cancel

On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -
G
o Select 550 providers o be enabled
. Google
S al
" . G
A UC 550 Configuration - 24 Eneble
G ——
Client Id
Mode o | |
Cliert Secret: [ ‘
O Hybrid S50 (recommended) R
® Legacy 550 * Redrsct URL: [ | ucsso/completion aspx
.
| Office 365
Corfiguration & ice:
Providers:  |Google Office 365 Salesforce Avaya_Cloud Windows UC [ I Enable
Cliert Id [ |
o :
o ) .
lo Cliert Secret [ ‘
" [ Force user consent
.
. Redrsct URL: [ | ucsso/completion aspx
-
. )
- Windows X Messaging
*. Windows (NTLM) X Messaging
-
“ Alow save credertials
*
. [] Resolve user principal name
S
-
i
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When clients / admins want access to these programs, they login using their credentials for one of the listed
programs. They must have an account with that application before they can login.

Select authentication provider Select authentication provider
Your home server supports multiple authentication Your home server supports multiple authentication
methods. Please pick the authentication method you methods. Please pick the authentication method you
want to use to identify yourself on the UC server want to use to identify yourself on the UC server.
Google Google
] Office 365 (® uc

&=

AVAYA

» .
I3 ’ Windows

(® uc

Enable all that apply, then click OK.
Click Save when finished.

Important: The Hybrid SSO login procedure requires an active Internet connection. Only Legacy SSO can be
used if Internet access is disabled / locked-down.

Note: For complete details on using legacy and hybrid SSO, refer to chapter 25 of this document.

Click Finish to restart the server. B UC Services Setup ==

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the Restart el

check box then click Finish.

UC Services has been successhuly installed
Click Finish buttan to exit this installation

“ou must restart pour system for the configuration
The Pawer of We™ changes to taks effect

Restart
[[] View the install lng C:\UC_Services.log

<Back Cancel

Verify that the Encryption File System (EFS) certificate has been saved to another secure location (see Backup and
Restore the Certificate File on page 287). If the certificate becomes corrupted, UC Communication will no longer
function and are unrecoverable without this backup file.

Reminder

Flease remember to make a backup of the
Encryption File System [EFS] certificate once
the installation has fiished. If no backup
avallable and the user profile has changed or
has become conupted LIC Communication
services will no langer function and there wil
be no way to recover the system

Click OK to restart the computer.
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Installing Messaging for JITC with High Availability

This section covers installing Messaging for JITC in a High Availability (HA) configuration. If you are planning a Single
Server installation, jump to page 318.

An HA installation involves up to 21 servers: 1 Primary voice server, 1 Consolidated server, and up to 19 Secondary
servers. The program must be installed and configured on all 3 types of server. If any of the servers fail, the remaining
servers take over with no interruption in service. The multiple server configuration also spreads large traffic loads across
many machines to improve performance.

Continue with the Avaya IX Messaging installation.

Important: The presence of a JITC license will be noted by the Wizard during installation and the appropriate
files will be loaded. Encryption will be automatically enabled at that time.

The installation process for each type of server is slightly different and each will be covered separately here:

¢ Primary Voice Server
e Consolidated Server
e Secondary Voice Servers

Warning: It is important to login to the servers (Primary, Consolidated and all Secondaries) using a domain
account that has full administrative rights on the local machine.

Primary Voice Server

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for further
details. Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is

turned off.

1. Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader Muance =] AutoRun.inf
Brooktrout Positron [E] compilelog
CommonVoiceMigration Prompts [5 deomperm.exe
DEMigration Sentinel [ InstallUc.bat
Diva Signature Catcher [ kill.exe

Lotus Sybase [5 ServiceConf.exe
Manuals TAPI_Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages =] Versioninfo.bt
NetFramework35 UCPrint [E]xcacls.exe
NetFramework4é Zimbra
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In the extraction folder, run Setup.exe as administrator to install 5 UC Services Setup e s
Avaya IX Messaging onto the Primary server. Welcome to the UC Services
Installation Wizard

Windows Installer
_aAd| Preparing to install..
5
JAVAV/
Gnirof The Power of We™
Once the Windows components have been verified, click Next to T UC Services setup P

begin the installation.

Welcome to the UC Services Installation
Setup Wizard

Note: The installer will automatically add the necessary components
if they do not already exist on the system. These packages may B
include Sentinel Protection, Microsoft Visual C++ Redistributable AVAYA you have runming. Click Nest o conlinue the iratallaton
and Microsoft .Net Framework 4.5. This process may take a while Grgff The Pawer o e ARNING, Tric pogam s poectd by copioh l and
depending on the required components.

Itis strongly recommended that pou exit all \Windows programs
before running this setup program.

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most
aspects of Messaging. e

Cancal

Enter the DCOM user info (domain user account which has local administrator % UC Server DCOM Settings =
rights). This is required by services which use local administrator rights.

Click OK after entering the necessary credentials.

Select a Domain or Camputer

User

| =l

Password

Confirm Password

Maote: the selected user must have local-administratar rights

Ok

Review the license agreement and select 15 UC Services Setup =
| accept the license agreement. License Agreement AV/—\yA

“fou must agree with the license agreements below to proceed.

Gogesf The Pawer of We™
Click Next when ready. Avaya Global Spftware Licensa Terms (050120171} @ 2016-2017 Avaya Inc. All rights %

reserved, Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in

certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, o Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN 4 RFLAWA AY MSTALL NG DOWNE AAMING OB 11SNG THE SNETWARE 1B

Continue

@) | accept the license agreement
(1 do not accept the license agreement
Wwise Installation Wizard®

<Back | Mew> | [ Cancel
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You will be asked to select the destination of the installation. You may
change the hard drive destination through the drop down menu. By
default, the installation will create a UC folder on the C drive.

Click Next to continue.

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

Enable Multiple UC Servers in High Availability.

Click Next.

Single UC Server: When operating Messaging on a single server
computer.

Multiple UC Servers in High Availability: When running Messaging
in High Availability mode for redundancy.

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for
complete details.

Select Primary Voice Server.

Click Next.

When prompted, click Run to confirm the installation. The necessary
files will be installed.

Sentinel Protection Installer 7.3.2

Flease wail while Windows corfigures Sentinel Protection Installer
e 732

Gathering required information...

‘

JITC Installations

13 UC Services Setup =] & =]
. AVAYA
Select a dive where the application wil be installed.
Gf* The Power of We™

The wise Installation Wizard will install the files for UC Services in the following drive.
Toinstall into a different drive, click the diopdown Combobos, and select another drive.
You cah choose not b install UC Services by clicking Cancel to exit the Wise

Installation Yizard.

Destination Folder
Diucy

“Wise Installation ‘wizard (R]

] o
15 UC Services Setup EI = @
Main Menu AVAyA

Flease select the desired installation type
Gt The Power of We*
() Single UC Server
(®) Multiple UC Servers in High Availabiliy
(O % Messaging Cloud Gateway
Wise Installation Wizard®
Documentation 4 Back ‘[ Nest > ] ‘ Cancel
1) UC Services Setup =] @ =
UC Server AV Ayﬁ
Gnfsot The Power of We'
Flease select the Server you would like to install
(®) Primary Voice Server
(O Secondary Voice Server
(O Consdlidate Database/File Server
(O Remote Imap TSE Server (only]
(O Remote Web Application server [only]
() Remate Report Server [only]
Wise Installation Wizard®
[ <Back | Hews ] [ Cancal ]
Open File - Security Warning @
Do you want to run this file?
\EI Mame: D:Sentinehsetup exe
Type: Application
From: D:\Sentinehsetup exe
i 3 1 While files from the Intemet can be useful, this file type can
) potertially ham your computer. Only nun software from pubishers
' youtst What's the isk?

Note: This screen may not appear, depending upon your system settings.
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Once the process is complete the licensing screen will appear. It is License Activation ==
recommended that you use Online Activation whenever possible. To do so,
simply enter the Serial Number and Site ID . Seial Nurmber
Site 1D
Click Request Online Activation when finished. Harchsre Sansire

Warning: It is essential that the system/PC clock be properly set before
activating the license. Any subsequent changes to the clock can adversely affect
or terminate the license.

Locate License Fie e | Close |

Most of the fields in the Customer Site Registration window should already be filled in based upon the license and
site numbers entered. Complete the form where necessary (all fields are required).

> License Regisation = Customer Contact Information

AVAYA :

A flalds are required! Contact Address — same as sae

Serial K

Hardwaie Signatuie

Customer Site Information

=l =] Installer Information
Thatalle
=
:‘: Submit
nada
Confirm the contents of your license then click on the Set as 1 License Upgrade Utiity E=
ACtive License button. Product v IsDEMO ¥ Soft License SentinelMo HAw Signature
[UCE I Esping Date: (20200812 [12345 [0TT122s330 05 0667 Tl
™ lsUserBased [ Cloud Connect
General Settings Services - [ Exit
B 5 W SMS R SMTRAMARI T “'d
rade;
ompaies 5 (R e ey Set asAziveLicensa
Mailboes 500 W IR I™ Agent Login —————
Languages El v LAP ¥ FaxMail
VaiceParts 4 ¥ IMAP R MokilifwisP]
Redundant ] W CTiLink ¥ Messaging
. . . -uSers ¥ AMIS I~ CTI Only
Note: Whenever your license is updated after the initial TR = % veM @ spimol
. . P Messaging and Collab 25 W activex [~ TAPI
installation (e.g. through the addition of new features, e B B
extensions, etc.) please restart the server after activating the we 0 Dies o
. . " 1 it
license so that the new parameters can become active. :” [ e <D—
srets T
PrintServers 1 ASH Provider Nuance 8.5
TSE Connections 1 | ASF Names ASTA
Fau Ports - | :g;?m 12
| 45F Langs
Uit ot 0 Werfication Porte 4
V¥ SoftFas | Spesch Expiry
L SoftFaxPorts 1 -
TTS Frovider  FiealSpeak 4.0
Transcription Provider: None TT5 Paits 2
Tlansclfpl!on Dype e Scheduled Resowces 0
Transcription Expin:
Transcription Users: [
Activation Date: 201 6/09/071 143
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If the process was successful the following confirmation screen will appear.

Click OK.

Click Exit to close the license window and continue with the installation.

This reminder may appear.

Click OK.

Select the Components required at your site.

Click Next.

This screen shows all of the Windows roles and features that
Messaging requires to operate properly.

JITC Installations

UCLICE~1

==l

l b Thank You! License has been activated.

Installation

Redundancy license is required for this version of High Availability Office-Linx to

function.

155 UC Services Setup

Select Features

Please select which features you would like to instal

...... Unified Communication §
UC dministrator
Tet to Speech Service
...... Nuance Spesch Flecogn
...... Hardware Fan Diiver

= & ]
AVAYA
W The Power of We™

Feature Description:
Unified Messaging Server

This feature will be installed on the local hard
ive.

This feature requires BBEBKE on your hard
diive. It has 4 of 5 subfeatures selected. The
subfeatures require 302ME on your hard drive,

“Wise Installation 'wizard®

Note: This screen will only appear if one or more required components
are not installed on the computer.

For all items that are not checked, return to Windows and add any
missing pieces to the operating system.

Click Next when finished.

Note: The installation will not continue until all of the required
components have been added to Windows.
This screen does not refresh until you click Next.

This screen shows IIS settings that Messaging requires to operate
properly.

Note: This screen will only appear if one or more of the required
settings has not been made on the computer.

For all items not checked, refer to IIS Certificate Bindings for
configuration details.

Click Next when finished.

Note: The installation will not continue until all of the required IIS
settings have been made.
This screen does not refresh until you click Next.

<Back | New> | [ Cancel |
14 UC Services Setup = | ‘
Warning AVAyA
Enable all of the following Wwindows components to continue with the:
installation. ltems alieady checked have been prewiously installed. WTho Power of We™
115 wersion 5.00 and up HE L Navaqement Evmpaliiliy
] 115 6 Metabase C tibilt
RS etabase Campatibilty
115 6wl Compatibilty
i o 115 & S eripting Tooks
Active Server Pages ASPNET 115 & Management Corsole
-MET Extensibiity CGl
Lamicer 7 TF Featwes
IS4PI Extensions 1SA4P Fiters Daraur Decument
.MET Extensibility45 ASP.NET45 HTTP Rediection
[FwebSackets [ 5tatic Cortent
‘windows Process Activation Service Support Sty
CJHT TP Activation Windows Authentication
Wise Installation Wizard®
[ sBask || MWewtr | Cancel |
15 UC Services Setup o B ‘
Viarning AV‘ \yA
Please configurs the follaving |15 comporients ko continus with the
installation. Items already checked have besn previously configursd W The Power of We™
Security Setting
[] EnablelI$ Hitps Binding
[] Disable IS Hitp Binding
Wwise Installation Wizard®
[<Back || Hew> | [ Cancel
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Select your PBX Brand then click Next.

Select your PBX model from the dropdown menu.

Click Next.

Enter the IP Address for the Consolidated Server.

Click Next.

Enter the number of ports your system will use.

Click Next.

Avaya IX Messaging Server Installation Guide
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150 UC Services Setup =R 5
_— AVAYA

Please select your PEX brand by clicking on i's logo or by chaosing it
from thes o down st G The Power of We

3(:0%1 i AVAYA  BReADSOET

PRl fe0 | ewarsuy

@M'TEL GShoreTel TELTNLNDCS

TOSHIBA Other PBX Types:

Leading Innovation > Generic T

“Wise Installation 'Wizard®

< Back " et > ] | LCancel

ﬁ UC Services Setup E’ﬁ‘@
po iegrton AVAYA

Please select the PEX Model
Gnf9¢ The Power of We

PBx Model =

“Wise Installation 'Wizard®

<Back [ Newt> | [ Cancal

15! UC Services Setup =l = =
Consolidated Server IP Address AVA A

The following information is used by LIC Services.
Gnf° The Power of We

Please enter the IP Address of the Corsolidated Database Server

IP Address

“Wise Installation 'Wizard®

<Back i Hew> ] [ Cancal |

ﬁ UC Services Setup \E’?‘@
PortContiuraton AVAVA

Flease enter the number of Ports for your system
Gnf9° The Power of We

Number of parts for this Yoice Server Inl

“Wise Installation 'wizard®

<Back i New> ] [ Cancal
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Enter the primary location from which most telephone calls will be 15 UC services setup EE=
placed. This will normally be where the corporate office is situated. Calling Location Settings AVAYA
Additional dialing locations and rules may be defined after the T Is oy et DyLIE Servies Grgr e Powe

installation is complete.

Please specify the location from which your sestem will dial.

Select the country from the dropdown menu, and enter the area code
in the space provided. Cary | =

Click Next to continue.
Area Code

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, this step will not appear. The

“Wise Installation 'Wizard®

. . D Back il C |
values entered there will be used automatically. ook [ oo ) [ Cos
Create and verify a UC IIS User Password. This is used when logging into [icsmesseu == =
any associated web applications, such as Web Access. AVAyA
The fallowing information is used by UC Services.
W‘rhn Power of We™
Please enter UCISUser password
Confim Passward
Wise Installation Wizard®
< Back ‘[ Next > ] ‘ Cancal
Enter the database encryption password. The database files will be T UC services setup =l o =
encrypted with this password using the FIPS 140-2 certified security AVAyA
a |g0l’|th ms. The following information is used by UC Services B

This password must meet the requirements outlined here.

Please enter Encryption database passward

Fassword should be stored in a safe location, & lost password will result in a
completely inaccessible database. fiom which there is no recovery.

Password: 20000000000 0000

Canfirm Password 0000000000000

“Wise Installation \Wizard®

< Back ‘[ Met > ] ‘ Cancel

Important : Record this password and keep it in a safe location.
The loss of this password will lead to the complete and unrecoverable loss of data.

Enter the values in the spaces provided. These are provided with the  [Eicsmasaw == =g
certificate (either self-signed or a CA signed). AVAyA

The following information is used by UC Services
Gngat The Power of We"

These values are used when configuring the certificates on page 394.

Pleaze enter the values uzed during the mobilink certificate creation:

Organization Name ‘grg MName

Tngatizstional Uit Name [0 Hame

Certificate Name | Certficate Mame

“Wise Installation Wizard®

<Back [ New> | [ Cancel
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The preliminary information required for installation is now complete.

Click Next.

The selected components will now be installed. This process may take
a while.

If you are warned about components being in use, either use the
automatic option or manually close the process which is interfering
with the installation.

Click OK when ready.

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration.

Click Next to continue.

Avaya IX Messaging Server Installation Guide

JITC Installations

14 UC Services Setup \E’ = @
Ready to Install the Application AVAyA
Gnf9¢ The Power of We

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard (R]

Cancel

1) UC Services Setup \E’ E 22

Updating System AVAyA

The features you selected are cunently being installed
Gnf9¢ The Power of We

“Wiiting system registry values.

Key: Wiling spstem registy walues. .
Mame;

Walue:

“Wise Installation 'wizard (R]

155 UC Services Setup

()
Files In Use AVAYA

Some files that need to be updated are cunently in use.
Gnf° The Power of We

The following applications are using files that need to be updated by this setup,

UC Remote Printer

@ Autemalicall clese all applications and attempt to restart them after setup is complete.
) Do ot class applications. |4 reboot will bs required ]

Wise Installation 'wizard (R]

Cancel

= B

al SIP Configuration Wizard

‘Welcome to SIP Configuration Settings

This wizard will help you to set the SIP Configuration.

JAV/AV/

Gkt The Pawer of We™

Press Mext to continue.

Back Next > Cancel
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Fill out all required information. The PBX and the Number of Channels

field I | d h dd fth a2l SIP Configuration Wizard [ e <
ields are automatica opulated. Enter the IP Address of the PBX. y
y p p PB)Iglgaes“;:ged PBX from the list. AVAyA
Gk The Power of We

Trunk is selected by default, and is the best option for most

installations. o s =
Select Extension if it is available through the PBX, and if Pre-Paging is Integration © Bxtension ® Trrk

required. If Extension is enabled, enter the Start Extension Number Hiartecothecods B4

established during PBX setup. f:j‘ef“’"“””“’
Click Next when ready.

[ <Beck | Nets ] [ Cancel

Confirm the information then click Finish.

ul SIP Configuration Wizard

Completing SIP Configuration Wizard

Note: Depending on the type of SIP integration you'll be using, you
may have to fine tune the settings from the SIP Configuration Tool in
order for the system to function properly. The SIP Configuration Tool

You have successfully completed SIP
Configuration \wizard

can be found in the Messaging programs folder after installation. AVAYA e g
EkAE The Pawer of We™ Integration: Trunk

MNumber of Channels: 4
Start Extension Number: 1000
IP Address

Hunt Group 1000

To close this Wizard, click Finish.

[ <Beck [ Fnsh | [ Cancel |

Click Finish to restart the server. T UC Services setup == =

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box then click Finish.

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
i The Power of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel

This alert is to remind you to properly share the UC installation folder =
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Important: The installation folder MUST be shared before proceeding with the Consolidated and Secondary
server installations.
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Verify that the Encryption File System (EFS) certificate has been saved to another secure location (see Backup and
Restore the Certificate File on page 287). If the certificate becomes corrupted, UC Communication will no longer
function and are unrecoverable without this backup file.

Reminder

Flease remember to make a backup of the
Encryption File System [EFS] certificate once
the installation has finished. If no backup
available and the user profile has changed or
has hecome conupted LIC Communication
services will no langer function and there wil
be no way ta recover ths system

Click OK to restart the computer.

Avaya IX Messaging Server Installation Guide
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Consolidated Server

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for further
details. Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is
turned off.

Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [/ dcomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAPI_Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 2] Versioninfo.bxt
NetFramework33 UCPrint [#5)xcacls.exe
NetFramework46 Zimbra

In the extraction folder, run Setup.exe as administrator to install 1) UC Services Setup ===

Avaya IX Messaging onto your Consolidated server. Welcome to the UG Services

Installation Wizard

Windows Installer

[ Preparing to install
=

Once the Windows components have been verified, click Next to T UC Services setup == =

begin the installation procedure.
Welcome to the UC Services Installation
Setup Wizard

Note: The installer will automatically install the necessary packages
at the beginning of the installation if they do not already exist on the

Itis strongly recommended that pou exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs

system. These packages may include Sentinel Protection, Microsoft JA\V/\V/\ youhave naing. Cliok Nest o conliue the inslkion
Visual C++ Redistributable and Microsoft .Net Framework 4.5. Gfyf The Pawer of We™ V\{AF\NJNG‘IhISIDmgram\splolecledbycopynghl\awand
. . . . Inkernabional treaties,
This process may take a while dependlng on the reqwred Unauthorized reproduction ot distribution of this program, or any
ortion of I, may resull in severs civil and criminal penalties, and
com p one ntS . Ewulbe prost'eculjjad o llhe maximum extent DOSSINEpquetI \at;w.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most Ak
aspects of Messaging.

Cancel
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Enter the DCOM user info (domain user account which has local administrator  UC Server DCOM Settings =
rights). This is required by services which use local administrator rights.

Click OK after entering the necessary credentials.

Selact a Domain or Computer

User

Password

Confirm Password

L+

Maote: the elected user must have local-administratar rights

Ok

Review all the license agreements and select T UC services setup =l o =
| accept the license agreement. License Agreement AVA\/A

“fou must agree with the license agreements below to proceed.

G The Pawer of We”
C|IC|( Next to continue. Avaya Global Software License Terms (05012017v1) ® 2016-2017 Avaya Inc. All rights. ~

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancal ‘
You will be asked to select the destination of the installation. You may  [jicsemee seup == ==
change the hard drive destination through the drop down menu. By Destination Drive /-\V/-\YA
default, the installation will create a UC folder on the C drive. SRS gt e Power of We'

The Wwize Installation Wizard will install the files for UC Services in the fallowing drive.

Click Next to continue.

Toinstall into a different drive, click the diopdown Combobos, and select another drive.

You cah choose not b install UC Services by clicking Cancel to exit the Wise
Installation Yizard.

Note: It is highly recommended that you install the program to a

drive other than C to prevent any conflicts or performance issues. Destnaion Fode
DaJcL = Dt -

Wise Installation 'wizard (R]

<Back || News ] [ Cancel |
Enable Multiple UC Servers in High Availability. U e setn =l = =
Main Menu AVAyA
Clle Next. Please select the desired installation ype. Sl

Single UC Server: When operating Messaging on a single server

computer. O Single UE Server
Multiple UC Servers in High Availability: When running Messaging ® Huliple U Severs nHigh Avalabity
in High Availability mode for redundancy. (X Messaging Lo Galoway

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the Wise Intallton Ward
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for [Documertaton] <Baok | Ned> | [ Concel
complete details.
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Select Consolidated Database/File Server. T UC Serems setn =l =

wsne AVAYA

Click Next. G0 The Power of We™

Pleass select the Server you would ke to install
O Primary Vaics Server
) Secondany Voice Server
(® Consolidate Database/File Server
) Remate Imap TSE Server only]
O Remate Web Appiication server [only]

() Remote Report Server [only)

“Wise Installation 'Wizard®

Cancel

Enter the IP address for the Primary voice server. T UC Services setup =l = =
Waster Vaice Server IP Address AVAYA
Cl ic k N ext The following infoimation iz used by UIC Services.
. GNE4° The Power of We”

Flease enter the |P Addiess of the Master Voice Server.

IP Address  |111.222.222111

“Wise Installation 'wizard®

T

Cancal
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On the Cdrive, open the Logs folder.

Open the file named icense using any text editor (e.g. Notepad).

Verify Highsecurity=1. If it does not, verify that the same file (IXM Installation drive:\UC) on the Primary voice server
does have this setting. If the setting is valid on the Primary, there is a connection or a sharing problem between the

two machines. If the Primary is not correctly set, contact your reseller for an updated license.

Once any connection or sharing problems have been fixed, return to step 9 and check again for this file.

e Logs (== ]
“ Home  Share  View 7]
© - 1‘ V ThisPC » Local Disk(C9) + Logs v c,‘ ‘ Search Logs ) |
‘¢ Favorites Name Date modified Type Size
B Desktop corfi 1112212019 349 PM  Text Document 1KB
& Downloads IEF'E icense I’ - 91238 .. Configuration sett... 1KB
o £ 2 - . .
%l Recent places o[ Type: Confiquration seftings ¥ o M Tedt Decument 1KB
§| Sizei 112 bytes 9 Text Document 2KB
: 10/21/2019 12:38 PM
8 This PC “Date modified: 10/21/2019 1238 PM
. icense - Notepad ILIE-
g Network . File Edit Format View Help
A
. [General Settings] ~
. TPORTS=16
3 ASRPORTS-2
* TTSPORTS=2
. TTSPRVDR=8
. ASRPRVDR=2
* REDLINDALN =
*, HIGHSECURITY=1
|
.
.
.
.
.
.
.
A
.
.
ditems 1 item selected 112 bytes “
.
*
A
.
.
A
.
. -
" < 2,
Select the Components required at your site. 51 UC Services Setup e ==
Select Features AVAYA
Click Next Pleass select which features you would like to install
. Gt The Power of We'

Feature Description:

oz
Unified Communication ${ | {fied Messaging Server

UL Administrator
‘web Applications
IMAP_TSE

This feature wil be installed on the local hard
drive.

This feature requires 8357KE on your hard
diive. It has 4 of 4 subfeatures selected. The
subfeatures require 20308 on your hard drive.

4| B D

“Wise Installation 'wizard®

[ <Back | New> ] [ Cancel
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This screen shows all of the Windows roles and features that the
Consolidated server requires to operate properly.

JITC Installations

Note: This screen will only appear if one or more required components
are not installed on the server.

For all items that are not checked, return to Windows and install any
missing pieces into the operating system.

Click Next when finished.

Note: The installation will not continue until all of the required
components have been added to the server.
The screen does not refresh until you click Next.

ﬁ UC Services Setup

= [ )
Viarning

Enable all of the follawing Windows components to continue with the y

installation. ltems already checked have been previously installed, W The Power of We™
HE EMaragemenr’ Compatilly

115 6 Metabase Compatibiity

115 6 il Compatibiity

115 & Seripting Tools

115 version 500 and up
FTP Server
Apiisation Devebimnt

Active Server Pages ASPNET —————
MET Extensibiity Cil
Lo HTTE Fasts
1561 Extensions 15671 Fiters Default Document
MET Extensiblitp45 BSFNET45 HTTP Rediection
o —— Static Content
Windaws Process Activation Service Support Securty

[CJHTTF Activation Windows Authentication

“Wise Installation \Wizard®

< Back Mest> Lancel

Select your PBX Brand then click Next.

Select your PBX model from the dropdown menu.

Click Next.

Unless the Primary Server has been upgraded, enable No.

Click Next.

Avaya IX Messaging Server Installation Guide

= o
AVA

The Power of We™

ﬁ UC Services Setup
PBX Maker

Flease select your PBX brand by clicking on it's logo or by choosing it
fiom the drop down list

3(:0%1 i AVAYA  BReADSOET

BHSl e0n | ewarsuy
@miTeEL GShorelel

TOSHIBA
Laading Innovation 33

[
TELTRONICS
Other PBX Types:

Generic -

“Wise Installation 'Wizard®

<Back | Mewt> | [ Cancal
15! UC Services Setup =l = =
PBX Integration L\\/ A A
Please select the PBX Madel
gt The Power of We"
PEX Model =

“Wise Installation 'wizard®

<Back [ Newt> | [ Cancal

13 UC Services Setup E‘ = ‘@
Distributed Upgrade A\/ AyA
The following information is used by LIC Services.
Gnfy° The Power of We

Has the Primary Computer been upgraded from a Single Vaice Server to
a Dishributed Vaoice Server?

© Yes

“Wise Installation 'wizard®

T

] | cancal
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Enter a password to provide administrator only access to the system.  [[Fucsncesaw =l = =

This account password is used to configure the many elements of the AVAyA
t The fallowing information is used by UC Services.

system. Gnpa The Power of We™

Admin conzale default user configuration. Please enter vour
desired password.

Hint: Passwords cannot be left blank. In a high-security installation, all
passwords must contain letters, numbers and characters, and must be

at least 15 characters long. See page 279 for a complete list of
password requirements. Passward

PorfmPessvort

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancel
Create and verify a UC IIS User Password. This is used when logging 1 UC Services Setup lel = ==
into any associated web applications, such as Web Access. AVAVA
The fallowing information is used by UC Services.
W‘rhn Power of We™

Please enter UCISUser password

“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancal
Enter the database encryption password. The database files will be TIUC Seviees Serap o ==
encrypted with this password using the FIPS 140-2 certified security AVAVA
H The fallowing information is used by UC Services.
algorlthms. Grpa The Power of e

This password must meet the requirements outlined here.

Flease enter Encryption database password

Password should be stored in a sale location, & lost passwaord will result in a
completely inaccessible database, from which there is no recovery,

Password: 0000000000 00068

Confirm Password: 000000000000000

“wise Installation \Wizard®

< Back ‘[ MNext > ] ‘ Cancel

Important: Record this password and keep it in a safe location.
The loss of this password will lead to the complete and unrecoverable loss of data.

Enter an encryption password to protect Mobilink communications. 5 UC Services setup o ® ==
AVAYA
W‘Fhu?wcrcf““e‘

The following information is used by UC Services.

Please enter & passward for end-ta-end encryption private key which
is used by Mabilink to send encrypted data between Mobilink clisnts

and sever
Password: ssssssssssssesss
Confim Password 2000000000000000

Wise Installation Wizard®

<Back | Mew> | | Cancel
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Enter a password for the Mobilink identity file.

Click Next.

The preliminary information required for installation is now
complete.

Click Next.

The selected components will now be installed. This process may take
a while.

If you are warned about components being in use, either use the
Automatically Close option or manually close the process which is
interfering with the installation.

Click OK when ready.

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

Avaya IX Messaging Server Installation Guide
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BEs |

AVAYA
W The Power of We™

7 UC Services Setup

The following information is used by UC Services.

Flease enter a password for identity file which is used for Mobilink
clients and server authentication

Fassword: 0800000000 0080008

Canfirmn Passwond

0000000000 0000040]

Wise Installation Wizard®

<Back | Mew> | | Cancel
14 UC Services Setup \E’ = @
Ready to Install the Application A\/AyA
Gnf9¢ The Power of We
The required install configuration is complete. Click Mext to begin the install
Wise Installation wizard [R]
<Back || My ] [ Cancel
1) UC Services Setup \E’ [=h|-E8
Updating System AVAyA
The features you selected are cunently being installed
Gnf9° The Power of We

wiiting system registry values

Key: Witing system registry values
Name

Yalue:

Wise Installation 'wizard [R]

1%5 UC Services Setup

Files In Use

55
AVAYA
WThL‘ Power of We™

The following applications are using files that need to be updated by this setup,

Some files that need to be updated are cunently in use.

UC Remote Printer

@ Automatically close all applications and attempt to restart them after setup is complete.
(7 Do not close applications. (4 rebaot will be required |

Wise Installation 'wizard (R]

Cancel
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25. On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items

that are disabled will not appear during client login.

. Select 550 providers to be enabled

A UC S50 Configuration -
Mode
O Hybrid SSO recommended) "
® Legacy 550 ¢
gacy o
L
Corfiguration ¢
Providers: |Google Office365 Salesforce Avaya_Cloud Windows UC 1 I
e
.
1
>
.
.
.

,' A Providers -

Google
Enable

Client Id: [ |

Cliert: Secret: [ |
Redrect R [ | Jucsso/completionaspx

Office 365
Enable

Cliert d: [ |

Client Secret: [ |

[[] Force user consent

e [ /= e

Windows [X Messaging
Windows (NTLM) [ Messaging
Alow save credentials
-
. [C] Resolve user principal name
-

When clients / admins want access to these programs, they login using their credentials for one of the listed
programs. They must have an account with that application before they can login.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

] Office 365
AVAYA

» .
A , Windows

(& uc

Enable all that apply, then click OK.
Click Save when finished.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

G()th)gle

(® uc

Important: The Hybrid SSO login procedure requires an active Internet connection. Only Legacy SSO can be

used if Internet access is disabled / locked-down.

Note: For complete details on using legacy and hybrid SSO, refer to chapter 25 of this document.
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Click Finish to restart the server. T UC Services setup =l = =

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the St wiza

Restart check box then click Finish.

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
i The Power of We™ changes to take effect.

Restart
[[] View the install lag C:AUC_Services.log

< Back Cancel

This alert is to remind you to properly share the UC installation folder =
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Important: The installation folder MUST be shared before proceeding with the Consolidated and Secondary
server installations.

Verify that the Encryption File System (EFS) certificate has been saved to another secure location (see Backup and
Restore the Certificate File on page 287). If the certificate becomes corrupted, UC Communication will no longer
function and are unrecoverable without this backup file.

Reminder

Flease remember to make a backup of the
Encryption File System [EFS] certificate once
the: installation has finished. If no backup
avallable and the user profile has changed or
has become comupted UC Communication
services will no langer function and there will
be no way ta recover the spstem.

Click OK to restart the computer.
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Secondary Voice Servers

Up to 19 Secondary servers can be added to a High Availability environment. Each must be given its own, unique
identification number (e.g. 2-20) which is assigned during installation.

Note: Make sure that all of the necessary Services for your operating system have been installed before
proceeding with the installation. Refer to the appropriate section of the Server Installation Guide for further
details. Also make sure that Windows Firewall is disabled, and that Windows Automatic Update is
turned off.

Download the installation file (see chapter 4). Run the file (double-click) to extract the contents. Specify the location
on your hard drive where you want to save the files.

AdobeReader MNuance 2] AuteRun.inf
Brooktrout Positron 2] compilelog
CommonVoiceMigration Prompts [/ dcomperm.exe
DEMigration Sentinel [E]InstallUc.bat
Diva Signature Catcher  [a9 kill.exe
Lotus Sybase [ ServiceConf.exe
Manuals TAPI_Drivers
Mitai Tools i3 UC_Communication.msi
MSExchange TTS Languages 2] Versioninfo.bxt
NetFramework33 UCPrint [#5)xcacls.exe
NetFramework46 Zimbra

In the extraction folder, run Setup.exe as administrator to install 1) UC Services Setup ===

Avaya IX Messaging onto all of your Secondary servers. Welcome to the UC Services

Installation Wizard

Windows Installer

Q) Preparing to install
=

The Power of We™

Cancal

Once the Windows components have been verified, click Next to T UC Services setup == =

begin the installation procedure.
Welcome to the UC Services Installation
Setup Wizard

Note: The installer will automatically install the necessary packages
at the beginning of the installation if they do not already exist on the

Itis strongly recommended that pou exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs

system. These packages may include Sentinel Protection, Microsoft JA\V/\V/\ youhave naing. Cliok Nest o conliue the inslkion
Visual C++ Redistributable and Microsoft .Net Framework 4.5. Gfyf The Pawer of We™ V\{AF\NJNG‘IhISIDmgram\splolecledbycopynghl\awand
. . . . Inkernabional treaties,
This process may take a while dependlng on the reqwred Unauthorized reproduction ot distribution of this program, or any
ortion of I, may resull in severs civil and criminal penalties, and
com p one ntS . Ewulbe prost'eculjjad o llhe maximum extent DOSSINEpquetI \at;w.

Note: Clicking on the Documentation button will provide you with
the default set of PDF documents which comprehensively cover most Ak
aspects of Messaging.

Cancel
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Enter the DCOM user info (domain user account which has local administrator  UC Server DCOM Settings =
rights). This is required by services which use local administrator rights.

Click OK after entering the necessary credentials.

Selact a Domain or Computer

User

Password

Confirm Password

L+

Maote: the elected user must have local-administratar rights

Ok

Review all the license agreements and select T UC services setup =l o =
| accept the license agreement. License Agreement AVA\/A

“fou must agree with the license agreements below to proceed.

G The Pawer of We”
C|IC|( Next to continue. Avaya Global Software License Terms (05012017v1) ® 2016-2017 Avaya Inc. All rights. ~

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE
USE OF PROPRETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THER
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN
SEPTINN & RFIAWA RY WSTAL NG DOWNE AAMING OB [1SNG THE SNFTWARE 1B

Continue

@) | accept the license agieement
(| do not accept the license agreement
“Wise Installation Wizard®

< Back ‘[ Next > ] ‘ Cancal ‘
You will be asked to select the destination of the installation. You may  [jicsemee seup == ==
change the hard drive destination through the drop down menu. By Destination Drive /-\V/-\YA
default, the installation will create a UC folder on the C drive. SRS gt e Power of We'

The Wwize Installation Wizard will install the files for UC Services in the fallowing drive.

Click Next to continue.

Toinstall into a different drive, click the diopdown Combobos, and select another drive.

You cah choose not b install UC Services by clicking Cancel to exit the Wise
Installation Yizard.

Note: It is highly recommended that you install the program to a

drive other than C to prevent any conflicts or performance issues. Destnaion Fode
DaJcL = Dt -

Wise Installation 'wizard (R]

<Back || News ] [ Cancel |
Enable Multiple UC Servers in High Availability. U e setn =l = =
Main Menu AVAyA
Clle Next. Please select the desired installation ype. Sl

Single UC Server: When operating Messaging on a single server

computer. O Single UE Server
Multiple UC Servers in High Availability: When running Messaging ® Huliple U Severs nHigh Avalabity
in High Availability mode for redundancy. (X Messaging Lo Galoway

IX Messaging Cloud Gateway: Gateway allows end-to-end
synchronization between the Avaya Aura Messaging server and
Google's Gmail using Avaya IX Messaging message sync and the Wise Intallton Ward
CSE. Refer to chapter 15, Install and Configure Cloud Gateway for [Documertaton] <Baok | Ned> | [ Concel
complete details.
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Select Secondary Voice Server.

Click Next.

Select the IP Address of the Primary Voice Server.

Click Next.

Avaya IX Messaging Server Installation Guide
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ﬁ UC Services Setup \E’?‘@

wsne AVAYA
W‘mn Power of We™

Pleass select the Server you would ke to install
O Primary Vaics Server
@) Secondany Voice Server
O Consolidate Database/File Server
) Remate Imap TSE Server only]
O Remate Web Appiication server [only]

() Remote Report Server [only)

“Wise Installation 'Wizard®

Cancel

13 UC Services Setup E‘ﬁ‘@
Masto Voo Sorer P Address AVAYA

The fallowing information is used by LIC Services.
Gnf° The Power of We

Please enter the IP Address of the Primary Voice Server

IP Address

“Wise Installation wizard®

T

Cancal




On the Messaging installation drive, open the Logs folder.

Open the file named license using any text editor (e.g. Notepad).

JITC Installations

Verify Highsecurity=1. If it does not, verify that the same file (IXM Installation drive:\UC) on the Primary voice server
does have this setting. If the setting is valid on the Primary, there is a connection or a sharing problem between the
two machines. If the Primary is not correctly set, contact your reseller for an updated license.

Once any connection or sharing problems have been fixed, return to step 8 and check again for this file.

e Logs (== ]
“ Home  Share  View o
© - 1‘ V ThisPC » Local Disk(C9) + Logs v c,‘ ‘ Search Logs ) |
‘¢ Favorites Name Date modified Type Size
B Desktop confi 11/22/2019 3:49 PM  Text Document 1KB
& Downloads I i icense I’ - Configuration sett... 1KB
o -
% Recent places pe: Configuration settings ¥ 4 Text Document 1KB
§| Sizei 112 bytes 9 Text Document 2KB
: 10/21/2019 12:38 PM
8 This PC “Date modified: 10/21/2019 1238 PM
. icense - Notepad ILIE-
€ Network . File Edit Format View Help
.
. [General Settings] ~
. TPORTS=16
A4 ASRPORTS=2
* TTSPORTS=2
. TTSPRVDR=8
. ASRPRVDR=2
. REDUNDAN =
*, HIGHSECURITY=1
|
.
.
.
.
.
.
.
.
.
.
ditems 1 item selected 112 bytes “
L
*
.
.
.
.
.
. v
" < 2,

Select the Components required at your site.

Click Next.

1%5 UC Services Setup

Select Features
Please select which features you would like to install

E=5 Bol =)
AVAYA

Gnp° The Power of We

ging S erver
Unified Communication 5

Feature Description:
Unified Messaging Server

------ UC Administrator

...... Tex ta Speech Service
Nuance Speech Recogn|
------ Harduware Fai Driver

This feature will be installed on the lacal hard
drive.

This feature requires 10MB on your hard drive.
It haz 4 of § subfeatures selected. The
subfeatures require 2330B on your hard drive.

“Wise Installation 'wizard®

Documentation

<Back || Mesis | [ Cancel
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Select your PBX Brand then click Next. T UC Services setup =l = =
e AVAYA

Please select your PEX brand by clicking on i's logo or by chaosing it
from thes o down st G The Power of We

e

scom i AVAYA  BReADSOET

PRl fe0 | ewarsuy

@M'TE" GShoreTel TELTNLNDCS

TOSHIBA Other PBX Types:

Leading Innovation > Generic T

“Wise Installation 'Wizard®

< Back " et > ] | LCancel

Select your PBX model from the dropdown menu. T UC Services setup = = =
PBX Integration AVAYA
Cl k N t Pleaze select the PBX Model.
I1C ext. G0 The Power of We~
PB Model o

“Wise Installation 'Wizard®

<Back [ Newt> | [ Cancal

Enter the number for this Secondary Server. Each Secondary must 1 UC Services setup =] o ==
have a unique number assigned between 2 and 20. Secondary Voice Server AVAYA
X WThePMran&'

Click Next.

Pleass enter a number to reprasent this particular Server.

WVoice Server Mumber 2

“Wise Installation 'Wizard®

<Back i Hew> ] [ Cancal |

Enter the IP Address for the Consolidated Server. T UC Services setup E=E
Consoldated Server P Aderass AVAYA
C|IC|( NeXt The following information iz used by UC Services. .

Please enter the IP Address of the Corsolidated Database Server

IP Address

“Wise Installation 'wizard®

<Back i New> ] [ Cancal
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Enter the number of ports your system will use. T UC Services setup =l = =

Port Configuration AVAyA

Please enter the number of Parts for pour syster

Click Next. GO The Power of We™

Number of parts for this Yoice Server |4

“Wise Installation 'Wizard®

Cancel

Create and verify a UC IS User Password. This is used when logging B UC services Setup ==
into any associated web applications, such as Web Access. AVAyA
The fallowing information is used by UC Services.
W‘rhn Power of We™
Please enter UCISUser password
Confim Password
Wise Installation Wizard®
< Back ‘[ Next > ] ‘ Cancal

Enter the database encryption password. The database files will be 15 UC services Setup EEE
encrypted with this password using the FIPS 140-2 certified security AVAyA
a |g0r|th m s . The fallawing information is used by UC Services. B

This password must meet the requirements outlined here.

Please enter Encryption database passward

Fassword should be stored in a safe location, & lost password will result in a
completely inaccessible database. fiom which there is no recovery.

Password: 20000000000 0000

Canfirm Password 0000000000000

“Wise Installation \Wizard®

< Back ‘[ Met > ] ‘ Cancel

Important: Record this password and keep it in a safe location.
The loss of this password will lead to the complete and unrecoverable loss of data.

Enter the values in the spaces provided. These are provided with the  [Ficsvessaw =lo s
certificate.
The fallawing infarmation is used by LT Servicss AVAyA
W‘Fhu Power of We™

These values must be the same as are used during the Primary voice
server installation (step 26).

Pleaze enter the values uzed during the mobilink certificate creation:

Organization MName [rg Name

Drganizational Uit Name [0 Hame

Certificate Name [Cotiicate Name

‘Wise Installation ‘Wizard®
<Back [ New> | [ Cancel
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The preliminary information required for installation is now complete.

Click Next.

The selected components will now be installed. This process may take
a while.

If you are warned about components being in use, either use the
automatic option or manually close the process which is interfering
with the installation.

Click OK when ready.

After all the components are copied, you may be asked to provide the
settings for the PBX that you have chosen. Since this process varies
greatly from system to system, please ensure that you configure your
site’s PBX exactly as required.

In this section of the installation wizard you will be asked to provide
additional settings for SIP integration.

Click Next to continue.

Avaya IX Messaging Server Installation Guide
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14 UC Services Setup \E’ = @
Ready to Install the Application AVAyA
Gnf9¢ The Power of We

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard (R]

Cancel

1) UC Services Setup \E’ E 22

Updating System AVAyA

The features you selected are cunently being installed
Gnf9¢ The Power of We

“Wiiting system registry values.

Key: Wiling spstem registy walues. .
Mame;

Walue:

“Wise Installation 'wizard (R]

155 UC Services Setup

()
Files In Use AVAYA

Some files that need to be updated are cunently in use.
Gnf° The Power of We

The following applications are using files that need to be updated by this setup,

UC Remote Printer

@ Autemalicall clese all applications and attempt to restart them after setup is complete.
) Do ot class applications. |4 reboot will bs required ]

Wise Installation 'wizard (R]

Cancel

= B

al SIP Configuration Wizard

‘Welcome to SIP Configuration Settings

This wizard will help you to set the SIP Configuration.

JAV/AV/

Gkt The Pawer of We™

Press Mext to continue.

Back Next > Cancel
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Fill out all required information. The PBX and the Number of Channels

field I | d h dd fth a2l SIP Configuration Wizard [ e <
ields are automatica opulated. Enter the IP Address of the PBX. y
y p p PB)Iglgaes“;:ged PBX from the list. AVAyA
Gk The Power of We

Trunk is selected by default, and is the best option for most

installations. o s =
Select Extension if it is available through the PBX, and if Pre-Paging is Integration © Bxtension ® Trrk

required. If Extension is enabled, enter the Start Extension Number Hiartecothecods B4

established during PBX setup. f:j‘ef“’"“””“’
Click Next when ready.

[ <Beck | Nets ] [ Cancel

Confirm the information then click Finish.

ul SIP Configuration Wizard

Completing SIP Configuration Wizard

Note: Depending on the type of SIP integration you will be using, you
may have to fine tune the settings from the SIP Configuration Tool in
order for the system to function properly. The SIP Configuration Tool

You have successfully completed SIP
Configuration \wizard

can be found in the Messaging programs folder after installation. AVAYA e g
EkAE The Pawer of We™ Integration: Trunk

MNumber of Channels: 4
Start Extension Number: 1000
IP Address

Hunt Group 1000

To close this Wizard, click Finish.

[ <Beck [ Fnsh | [ Cancel |

Click Finish to restart the server. T UC Services setup == =

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box then click Finish.

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
i The Power of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel

This alert is to remind you to properly share the UC installation folder ]
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Important: The installation folder MUST be shared before proceeding with the Consolidated and Secondary
server installations.
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Verify that the Encryption File System (EFS) certificate has been saved to another secure location (see Backup and
Restore the Certificate File on page 287). If the certificate becomes corrupted, UC Communication will no longer
function and are unrecoverable without this backup file.

Reminder

Flease remember to make a backup of the
Encryption File System [EFS] certificate once
the installation has finished. If no backup
available and the user profile has changed or
has hecome conupted LIC Communication
services will no langer function and there wil
be no way ta recover ths system

Click OK to restart the computer.
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JITC Passwords

More stringent rules for user passwords are also required for a JITC certified installation. These include:

Passwords must be at least 15 characters long.

It must include at least one uppercase character (A-Z).

...include at least one lowercase character (a-z).

...include at least one non-alphabetic character (0-9, !@#%$% etc.).

A password must be changed every 60 days.

No new password can be the same as a previous password extending back 10 iterations.
The administrator can change the password at any time.

The client can change their password only once within a 24 hour period.

A client password can only be changed by the client or the administrator.

A password cannot contain any personal information, such as names, telephone numbers, birthdays,
etc.

These rules are enabled by automatically when installing the JITC compliant edition of Avaya IX Messaging. They can also
be manually enabled through the IXM Admin MMC under Configuration > Advanced.

=) UC Admin == -
@ File Action View Window Help
e dz B
%4 [XMessaging Parameters Value Data ~
b @ Avaya - IP Office {#l Authentication Key Depth 3
{ Backup Censclidated Server Name
(i BlackList of Callerld
- ( Consolidated Server Path CAUCy
ﬁD\sable Fax Detection True
8 Advanced {3 Disable Fax Detection 1 Fakse =
W Custom Interace Settings | = picople Fax Detection 2 False
& Dealerinfa {3 Disable Sending Undeliverable Nage 0
¥ Device Management //
%2 Device Management Settings| ﬁD\sable Supervisor Menu g False
Fax Settings I~ |Enforce DoD/ITC password policy [} Edit String
€ Global Parameters {l Extended Absence Greeting Type 1
= HTTP ( Extension Length 6 Value Name
A IMAP Server ﬁ First Day Of Week Sunday \Enforce DoDANTC password policy
% LDAP Synchronization (3 Fixed Extension False Valus Data
3 Logs {#l Format Callerld on Message Subject True -
G POP3 Server {# Function Time Out 0
g Remote Site Setting £l HA Synchronization Filter Mode 0 Falss ak. Lancel
[ Reorg {3l 1dle time limit (in minutes) for MMC Admin and Web Admin 30
& Reports {# Loge URL
& User Manager {# Loop Current On in Dial False
B0 Telephony Settings i Loop Current On In Record True
23 VPIM/SMTP 7 Mailbox Numeric Password Change False
{3 Mass Recall Installed False
{0 Message Link Netification False
il Messages Temporary Folder Path
< m > ﬁPackat Exchange Server IP Address v
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Logging In

JITC Installations

When logging in to Avaya IX Messaging applications (i.e. IXM Admin, Web Admin), after putting in a correct password, the
user is shown the details for the last successful and unsuccessful login attempts through their account. The details
include the date and time of the attempt and the IP address of the machine where the attempt was launched.

Review the details as necessary, then click OK to complete the login process and launch the application.

Login Information

User Mame [adreinististor

Password I“‘”"

UM Server Name |

 Previous Login Info
Last Sucesssful Login
Dale 8/12/2018 5.43:264M
IP Address: 192168.01

Last Unsuccessful Login
Date 8/12/2019 10:35:40 A0
IP &ddress: 192.168.1.0

Avaya IX Messaging Server Installation Guide

AVAYA

Sign In

User Name

administrator

Password

Previous Logins

Successful Login IP Address: 192.168.0.1
Successful Login Time: 2019-06-21 09:43:28

Unsuccessful Login IP Address: 192.168.1.0
Unsuccessful Login Time: 2019-06-05 10:35:40
Unsuccessful Logen Attempts: 1




JITC Installations

Creating Public and Private Keys

Use the included utility to generate the required public and private keys used by Mobilink services to encrypt data in the
synchronization process.

On the Primary computer, open the drive where Avaya IX Messaging has been installed.
Open the Sybase\SQL Anywhere 17\BIN64 folder and run the createkey program.

AL BING4 - (=]
“ Home  Share  View 7]
€ = 1 [ cisybase\saL Anywhere\BING4 v] o] [ searchBings A
¢ Favortes Name - Date modified Type Size ~
B Deskiop jre180 File folder =
& Downloads =] createcert Application 1,930 KB
| Recent places =] createkey Application 1,684 KB
Filx deseription: Key Pair Generator Uty Jeke
1 This PC SAP SE or an SAP affiliate company Application extens... 117 KB
i Desktop Application extens... 689 KB
Documents [ Sizes 1.64 ME Application extens.. 331KB
18 Downloads 4] dbeen7.dll Application exten 51TKB
A Music %] dbetrs17.dIl Application extens... 686 KB
=1 Pictures B dbdsn Application 44D KB
Bl Videos G dbelevatel T Application 336 KB
e Local Disk (C:) {# dbeng17 Application 136 KB
s New Velume (D) || dbeng17.ic LIC File 1KB
4 DVD Drive (E) UCSer 4% dberase Application 360 KB
=] dbextclr7 Application 46KB
ﬁ_i Metwork =] dbextclr17_v4.0 Application 39KB
=] dbextcl 1 7v45 Application 0KE
%) dbextenvi7.dll lication extens... 393KB
B | dbexterncl? c 108 KB
%) dbext.dll Application extens... 450K
F2 dbfhide Application 6
156 items

At the prompt, enter 2048, then press Enter.

Key in the location where you want the public key to be stored. Include the name of the key.
The name MUST be e2ee_PublicKey2048.pem . Press Enter.

Key in the location where you want the private key to be stored. Include the name of the key.
The name MUST be e2ee_PrivateKey2048.pem . Press Enter.

Enter a password for Mobilink end-to-end encryption and press Enter. The password is the same as the one entered
during the Consolidated server installation step 19.

L] D:\Sybase\SQL Anywhere 17\BINB4\createkey.exe

CNC]

2048
_Publickey2048.pem
ce_PrivateKey2048.pem
hc123defd56gh!

Copy the file generated for the public key to the Primary voice server, and to all Secondary servers.
Paste the file into the UC\Certificates folder on the drive where Avaya IX Messaging was installed.

Copy the file generated for the private key to the same folder on the Consolidated server.
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Certificates for Mobilink Connection: Self-Signed

Hint: If your site does not permit self-signed certificates, use the Certificates for Mobilink Connection: Not
Self-Signed section on page 396 instead. Only one of these procedures is required.

If you are using a self-signed certificate, run the following script from the command prompt to generate the Consolidated
server identity and public certificates used by Mobilink services for authentication.

Change the highlighted sections so that they apply to your installation. Enter the same values that were used during the
installation of the Primary voice server (step 26 on page 350).

Enter the password you chose for the Consolidated server during installation (Abc123def456gh! in this example).

All passwords must be JITC compliant (see page 390).

createcert -t rsa -b 2048 -sc CA -sst ON -s| Toronto -so "Test Org" -sou "Test OU" -scn "Test Cert"-x-m0-v5-ca0 -
u 1,3,4,5,6 -co c:\\MobilinkPublicCertificate.crt -ko c:\ConsPrivateKey.pem -io c:\Consolidatedldentity.pem -kp
Abc123def456gh!

EX Administrator: CAWindows\system32\cmd.exe M

icrosoft Windows [Uersion 6.3.96881
<c)> 2013 Microsoft Corporation. All rights reserved.

N\Users\TestUsericreatecert —t rsa —h 2848 —sc CA -sst ON -sl Toronte —-so “Test
Org" —sou "Test OU" -scn "Test Cert" —x —m @ —v 5 —ca @ -u 1,3.4,5.6 —co c: Mo}
ilinkPublicCertificate.crt —ko c:“\ConsPrivateKey.pem —io c:\Consolidatedldentituy|
.pem —kp A1s2d3f4g5h6j?26C

Copy the Consolidatedldentity.pem certificate file to the UC\Certificates folder on the Consolidated server to the drive

where Avaya IX Messaging was installed.
For a certificate provided by a CA, rename the private key file and copy here. The self-signed certificate created in step

will already have this name.

(N A0 LR Certificates ILIE-
“ Home  Share  View L)
(-l - 1 H DAUC\Certificates v| (U| | Search Certificates 2 |
¢ Favorites Name Date modified Type Size
Bl Desktop || Consolidatedldentity.pem 911:51 .. PEMFile 4KB
& Downloads || e2ee PrivateKey2048.pem 911:46 PEM File 2Ke
5] Recent places
1% This PC
&= Declton

Copy the MobilinkPublicCertificate.crt certificate file to the UC\Certificates folder on the Primary and all Secondary

servers to the drive where Avaya IX Messaging was installed.
For a certificate provided by a CA, rename the public key file and copy here. The self-signed certificate created in step will

already have this name.

Imnl Certificates -0 -
“ Home Share View (7]
© (3 ~ 1[I pauCCertificates v] & | [ search Certificates A

X Favorites Name Date modified Type Size

B Desktop [] e2ee_PublicKey2048.pem PEM File 1KB

i Downloads ] MobilinkPublicCertificate Security Certificate 2k8

& Recent places
1% This PC

= Neskton
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Certificates for Mobilink Connection: Not Self-Signed

Hint: If self-signed certificates are satisfactory, use the Certificates for Mobilink Connection: Self-Signed
section on page 394 instead. Only one of these procedures is required.

If your site does not permit self-signed certificates, run the following scripts from the command prompt to generate the
Consolidated server identity and public certificates used by Mobilink services for authentication.

Change the highlighted sections so that they apply to your installation. Enter the same values that were used during the
installation of the Primary voice server (step 26 on page 350).

Enter the password you chose for the Consolidated server during installation (Abc123def456gh! in this example).

The Private certificate password (Zyx987wvu654ts! in this example) is created here and must appear in the Public
certificate command line.

All passwords must be JITC compliant (see page 390).

® Private Certificate: This certificate will reside on the Consolidated server.
createcert -t rsa -b 2048 -sc CA -sst ON -sl Toronto -so "Test Org" -sou "Test OU" -scn "Test Cert"-x-m 0 -v 5 -ca
1 -u 6,7 -co c:\MobilinkPublicCertificateCA.pem -ko c:\ConsPrivateKeyCA.pem -io
c:\ConsolidatedldentityCA.pem -kp "Zyx987wvu654ts!"
® Public Certificate: This certificate is used by Avaya IX Messaging to validate access using the private certificate.
Copies must be made on the Primary and all Secondary voice servers.
createcert -t rsa -b 2048 -sc CA -sst ON -s| Toronto -so "Test Org" -sou "Test OU" -scn "Test Cert"-m 0-v5-ca0-
u 1,3,4,5,6 -c c:\\MobilinkPublicCertificateCA.pem -ck c:\ConsPrivateKeyCA.pem -cp "Zyx987wvu654ts!" -co
c:\MobilinkPublicCertificate.crt -ko c:\ConsPrivateKey.pem -io c:\\Consolidatedldentity.pem -kp
"Abc123def456gh!"

The certificate files are created in the root directory of the C:\ drive.

Copy the Consolidatedldentity.pem certificate file to the UC\Certificates folder on the Consolidated server drive where
Avaya IX Messaging was installed.

En Certificates = [o[T]
“ Home Share View 2]
© ~ 4 [l DAUCCertificates v] @] [ search Cetificates A
‘¢ Favorites Name Date modified Type Size
B Desktop L_| Consolidated|dentity.pem 11/23/2019 11:51 PEM File 4KB

18 Downloads

5l Recent places

1% This PC
& Neskton

Copy the MobilinkPublicCertificate.crt certificate file to the UC\Certificates folder on the Primary and all Secondary
servers to the drive where Avaya IX Messaging was installed.

AL Certificates [=[= 5]
“ Home Share View 7]
© (3) ~ 1 [l DAUCCertficates v] @] [ search Cetificates 2|
S Favorites Name - Date modified Type Size
B Desktop Gl MobilinkPublicCertificate 1232019 1151 Security Certificate 2K8

18 Downloads

5l Recent places

1% This PC
& Neskton
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Configuring TLS with Messaging for SIP

After Avaya IX Messaging has been installed, modifications must be made to the ETSIPService.ini file. This will enable TLS
security with the correct settings for use with Messaging.

The ETSIPService.ini file is located in the UC/Configuration folder on the voice server hard drive.

Iem= Configuration = L=l -
Home  Share  View 2]

© - 1 ‘ » ThisPC » Local Disk (G} » UC » Configuration 5 0| | Search Configuration ) |
% Favorites MName Date modified Type Size
B Desktop 4| ETSIPService.i 3 11:51 Cenfiguration sett... 3KB
& Downloads $E| ETSIPService 2! 9 11:46 Configuration sett... 1KB

% Recent places
/& This pC

€ Network

2items

Open it using Notepad or any similar text editor.

£ ETSIPService.ini - Notepad [= = [F]

File Edit Format View Help

[pEx1] A
IP =192.168.8.1

UDP Port =5860

TCP Port =5860

Register =No

Dialing progress=Yes

PBX Name=Avaya IP Office
Channels=1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16
Comma Timeout=2800

Digit Duration=1@@

Interdigit Timeout=586@

Cut Request URI=@

Voice Port Alias=

Blind Call Timeout=30688 |
Outbound DTMF=3

DTMF Payload=181

IDMS Mode=4

From Field=REMOTE

Paging Zones=

Comma Replacement=

MWI Mode=8
MWI Extension=
MWI UDP Port=@

MAI TCP Pow=
R

Make the necessary changes to the data in the file. If an item is not present, add it to the appropriate section. Create a
new section at the end of the file if necessary.
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This is an example of additions and changes that can be made to the file. Make the changes required for your site.

[PBX1]

Transport protocol=3
Enforce Secure RTP=1
MWI TCP Port = 5061
TCP Port = 5061

[SIP settings]

Ignore Local Addresses=Yes
TCP Enabled = Yes

TLSIP =192.168.0.1:5061

[TLS Manager]
FIPS=0

[TLS Server]

Private Key=@sip.key
Certificate=@sip.crt
Certificate Depth=5
Method=2

[TLS Client]

CA Certificates=@BobsCertsClass2Certificate.pem;

Intermediate Certificates=@BobsCertsSecureCertificateAuthority-G2.pem
Certificate Depth=5

Method=2

Key

Transport protocol: Set this value to 3. ATLS IP address must be defined under SIP settings.
Enforce Secure RTP: Enter 1 to allow both AVP and SAVP. Setting this to 2 will use secure RTP.
MWI TCP Port / TCP Port: Set both of these values to 5061.

Ignore Local Addresses: Allows control of automatic stack binding with all available interfaces. This must be set to Yes
when using TLS.

TCP Enabled: TCP is required for use with TLS. Set this option to Yes.

TLS IP: List all of the TLS local IP addresses for the Messaging server. The format must be address, colon, port. For
example, IPAddress: . Separate multiple server addresses in the list using a comma.

FIPS: Enables the FIPS module for an OpenSSL library.

Private Key: Enter the full path to the private key file (i.e. c:\security\certificates\sip.key). Adding the prefix @ will
automatically include the path to the Messaging certificates folder: entering @sip.key expands the path to
C:\UC\Certificates\sip.key (where C is the drive where Messaging is installed). The certificate file must be in PEM
format.

Certificate: Enter the full path to the certificate file (i.e. c:\security\certificates\sip.crt). Adding the prefix @ will
automatically include the path to the Messaging certificates folder: entering @sip.crt expands the path to
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C:\UC\Certificates\sip.crt (where C is the drive where Messaging is installed).

Certificate Depth: Defines the depth that an engine will consider legal in a certificate chain (certificates authorizing
certificates). The default value is 5.

Method: Specify the version of TLS to use. The default value is 2 (TLS 1.2). If you installation requires an earlier version
of TLS, change the value accordingly.

VALUE VERSION
4 TLS 1.0
3 TLS 1.1
2 TLS 1.2
1 SSL 3.1

CA Certificates: Enter the full path to the PEM certificate file. Adding the prefix @ will automatically include the path to
the Messaging certificates folder. ATLS engine can trust zero, one or more root certificates. Once an engine trusts a
root certificate, it will approve all valid certificates issued by that root certificate.

Intermediate Certificates: Enter the full path to the PEM certificate file. Adding the prefix @ will automatically include
the path to the Messaging certificates folder. An engine may hold a certificate that is not issued directly by a root
certificate, but by a certificate authority delegated by that root certificate. To add this intermediate certificate to the
chain of certificates that the engine will present during a handshake.

Certificate Depth: Defines the depth that an engine will consider legal in a certificate chain (certificates authorizing
certificates). The default value is 5.

Method: Specify the version of TLS to use. The default value is 2 (TLS 1.2). If your installation requires an earlier version
of TLS, change the value accordingly.

VALUE VERSION
4 TLS 1.0
3 TLS 1.1
2 TLS 1.2
1 SSL 3.1

Note: Some sites may require Mutual Certification between the Messaging voice server and the PBX. To
configure this item, copy the Private Key and Certificate elements from TLS Server into the TLS Client
section.

[TLS Client]

CA Certificates=@BobsCertsClass2Certificate.pem;

Intermediate Certificates=@BobsCertsSecureCertificateAuthority-G2.pem
Certificate Depth=5

Method=2

Private Key=@sip.key

Certificate=@sip.crt
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Installing Remote CSE Under JITC

When adding a Remote CSE server as part of a High Availability JITC installation, extra steps must be taken. JITC uses
encryption to secure data and communications between devices, so this extra layer must be incorporated into the
configuration to ensure compliance.

The communications channel between the CSE Server and the Messaging Servers must be encrypted in a JITC compliant
installation. Similarly, the database on the CSE server must also be encrypted for data storage.

Important: The presence of a JITC license will be noted by the Wizard during installation and the appropriate
files will be loaded. Encryption will be automatically enabled at that time.

Note: Each Remote CSE Server supports a single email type (e.g. Exchange, Office 365, Gmail, etc.). If more
than one email type is required, the Consolidated Server cannot be used for synchonization.

Mail Server

IX Messaging Server
— i " mm Remote CSE Server

“ " Non-JITC: Database not
|| ‘ - encrypted.
|

JITC: Database is

. . encrypted.
4 A Y
4 A
4 A
0' ‘O
Non-JITC: Connection uses JITC: Connection uses
unencrypted Mobilink. encrypted Mobilink.

Traffic Flow through a Remote CSE Server
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Installation Procedure

1. On the computer designated as the Remote CSE Server, open the
Avaya IX Messaging folder on your server hard drive and run 1 Propamg st
Setup.exe as administrator to launch the installer. L

Windows Installer

UC Services Setup [=To
When prompted, click Next.

Welcome to the UC Services Installation
Setup Wizard

Documentation Nest > Cancal

2. Enter the DCOM user info (domain user account which has local Y UC Server DCOM Settings B
administrator rights). This is required by services which use local administrator

rights. %

. . . Sedect a Doman o C e

Click OK after entering the credentials. Prourdomain =
Users of YourDomain
[Administrator =

Password
"v-
Confam Password

Note: the selected user must have local-admnntrstor nghls

Ok

3. Review the license agreement. Click Continue, enable the | accept the license agreement checkbox, then click
Next.

# UC Services Setup I;E-
b WO AVAVA

5012011v1)© 2016.2017 Aomya ic. Abrihe
and the Avaya Logo are ¥ cermnpns  License Agreement
trademark: f o T are or trad Y 0id LISY iy with e hesns
respechvely, of Avitya e A8 oo trademarks are he propey ol e respecte ownd A L P e oo

Avaya Global Software Licerse Tenms (0

AVAYA GLOBAL SOFTWME LICEN SE TERMS
: 1.20

E TERMS ( SOF'IWARE LICENSE TERMS™

medum afler a certasn penod e
rale sqoroguied usae data whch Avaya Uses to impecwe product
refer 10 the &

i) By Acceping these
You consent 10 the

W. Miscellaneous These Sofnre License Tenres and any drspube, Chum or Cortioversy arsing ot of or
3 relabng 1o these Software L-u—(se Terms ( Dtlpun- ). wﬂ.enqw*'mn an.w

| g0 ot Bocept the boense agreement fermanon, sberpretanon

whether a Drspute s suby

< Badk Head >

| go not accept M boense agres:

Wite Instalaton Wizard®

< fack Cancal
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4. You will be asked to select the destination directory for the
installation. You may change the hard drive destination through the
drop down menu. By default, the installation will create a UC folder
on the Cdrive.

Click Next to continue.

JITC Installations

Note: It is highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

5. Enable Multiple UC Servers in High Availability.

Click Next.

6. Select Remote Imap TSE Server (only).

Click Next.

7. Enter a number between 1-25 for this server.

If you configure multiple CSE servers, each must be given a unique
number; no two servers can share the same number.

Avaya IX Messaging supports up to 25 CSE servers.

Click Next.

Note: Each CSE server can support up to 5000 users.
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8 UC Services Setup [=[o N
Oe::tmjun Drive - AVAyA
- M The Power of We™

25 11 e Tolaowing diive:

Wise Instasaton Wizard®

Documantation < ack Nesd Cancel
8 UC Services Setup [=[o N
s AVAYA
Floasn sohct Mo desrod insealatan f
m The Power of We
gkt UIC Sorvr
—> ®) Multiphs IC Servers in High Avatabidty
X Messaging Cloud Gateway
Wige Instalahon Wizand®
Documentaton < Back Hest > Cancsl
] UC Services Setup [=[o =N
e AVAYA
Graat The Power of We™
Ploase pelect the Served you woild e bo inslall
() Primary Voice Serves
(T Secaondary Voios Server
(O Conachdate Database/Fie Senver
—I >v‘g Remote Imap TSE Serves orly]
() Reswote et Appbcation server [onk]
(T} Rremote Report Server fonk]
‘Wise Instaliation Wizard®
Docurnentation < Back B > Cancal
P UC Services Setup [=[o =N
Remote CSEServer AVAVA

Flease enter @ numbsar 10 represent fres parscuar Server

< Back

Gt The Power of We™

Hesd > Cancal




Enter the IP Address of the Primary server.

Click Next.
On the Cdrive, open the Logs folder.

Open the file named license using any text editor (e.g. Notepad).

Verify Highsecurity=1. If it does not, verify that the same file (IXM
Installation drive:\UC) on the Primary voice server does have this
setting. If the setting is valid on the Primary, there is a connection or a
sharing problem between the two machines. If the Primary is not
correctly set, contact your reseller for an updated license.

Once any connection or sharing problems have been fixed, return to
step 9 and check again for this file.

JITC Installations

b UC Services Setup

Master Voice Server IP Address

The follemg infomahon 15 used by UC Servces

Ploaze erter the IP Address of the Primary Vicice Server.

=E |
AVAYA

" "
G The Power of We

Hesd > Cancal

icense - Notepad

I ®mn<| Logs
Home  Share  View 2]
© - 1‘ V ThisPC » Local Disk(C9) + Logs v c,‘ ‘ Search Logs ) |
‘¢ Favorites Name Date modified Type
B Desktop corfi 11/22/2019 3:49 PM  Text Document 1KB
& Downloads I i icense I' . 10/21/2019 1238 .. Configuration sett.. 1KB
o -
] Recent places o[ Type: Configuration seftings ¥ o 11/22/2019 3:45PM  Text Document 1KB
§ || Size: 112 bytes MES o 12 )0 PM  Text Document 2KB
= : 10/21/2019 12:38 PM
1% This PC “Datemod\ﬁedJDZ‘l (2019 12:38 PM Lqm—
. g
€ Network . File Edit Format View Help
*
. [General Settings]
. TPORTS=16
A4 ASRPORTS=2
*, TTSPORTS=2
. TTSPRVDR=8
.
.
“ HIGHSECURITY=1
.
.
.
.
.
.
A
.
.
A
Zitems  1item selected 112 bytes “
.
.
.
A
*
*
.
.
oy <

Select the Components required at your site. Disable any
components that are not needed.

Click Next.
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Flaass select which Teatres yoi woulkd B 10 netall

2] IMAP_TSE

This feature wil bs
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Wise Instalaton Wizard®

Dk Cost Beset < Back
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Enter the IP Address for the Consolidated server. A U Sarvices Satip =E |
Comsalidated Server [P Address AVA A
Cl Ick Next. The follwing infomahon is used by UC Seraces P, ere
Piease enter the IP Address of the Consoldated Database Server
1P Addrass 192.168.0.2

Back Hesd > Cancal
Select the Email Server Type from the list of available options. This T UC Services Setup =E )
allows the system to .set. pasm parameters which help to improve o AVAyA
performance and reliability. WAL T4 IEIRY $TOM SN 10 0 Yo N IOGTR I i B o W
When ready, click Next. Google Apps
Lotus Notes
= Exchange
Note: Each Remote CSE Server supports a single email type (e.g. 2"‘“355
Exchange, Office 365, Gmail, etc.). If more than one email type is ot
required, the Consolidated Server cannot be used for i
synchonization.
Wigs Inatalation Wizard®
Decumentation < Back Hend > Cancel
Enter the database encryption password. The database files will be 15 UC services Setup EEE
encrypted with this password using the FIPS 140-2 certified security AVA
| th The fallawing infarmation is used by LT Servicss
algorithms. Gnpa The Power of We™

This password must meet the requirements outlined here. B e S

Fassword should be stored in a safe location, & lost password will result in a
completely inaccessible database. fiom which there is no recovery.

Password: 20000000000 0000

Canfirm Password 0000000000000

“Wise Installation \Wizard®

< Back ‘[ Met > ] ‘ Cancel

Important: Record this password and keep it in a safe location.
The loss of this password will lead to the complete and unrecoverable loss of data.

Enter the values in the spaces provided. These are provided with the  [{Eiicsenices setus ==

certificate. AVAyA

The following information is used by UC Services
Gngat The Power of We"

These values must be the same as are used during the Primary voice
server installation (step 26).

Pleaze enter the values uzed during the mobilink certificate creation:

Organization Name ‘grg MName

Tngatizstional Uit Name [0 Hame

Certificate Name | Certficate Mame

“Wise Installation Wizard®

<Back [ New> | [ Cancel
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The preliminary information required for installation is now complete. [& UC Sarvices Setup =E |
Ready to install the Appiication AVA A
Click Next. y

A ]
G The Power of We

gin e install

Wite Instalaton Wizard®

Badk Hesd > Cancal
The selected components will now be installed. This process may 9 UC Services setup = ERES
take a while. Updating System
The featurss you selected are cunently being installed AVAyA

Gnf9° The Power of We

wiiting system registry values

Key: Witing system registry values
Name

Yalue:

Wise Installation 'wizard [R]

Click Finish to restart the server. T UC Services setup == =

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box, then click Finish.

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel

This alert is to remind you to properly share the UC installation folder =
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Important: The installation folder MUST be shared before proceeding with the Consolidated and Secondary
server installations.
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Verify that the Encryption File System (EFS) certificate has been saved to another secure location (see Backup and
Restore the Certificate File on page 287). If the certificate becomes corrupted, UC Communication will no longer
function and are unrecoverable without this backup file.

Reminder

Flease remember to make a backup of the
Encryption File System [EFS] certificate once
the installation has finished. If no backup
available and the user profile has changed or
has hecome conupted LIC Communication
services will no langer function and there wil
be no way ta recover ths system

Click OK to restart the computer.
The Remote CSE server installation is complete.
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Installing Remote Web Server Under JITC

When adding a Remote Web server as part of a High Availability JITC installation, extra steps must be taken. JITC uses
encryption to secure data and communications between devices, so this extra layer must be incorporated into the
configuration to ensure compliance.

The communications channel between the Web Server and the Messaging Servers must be encrypted in a JITC compliant
installation. Similarly, the database on the Web server must also be encrypted for data storage.

Important: The presence of a JITC license will be noted by the Wizard during installation and the appropriate
files will be loaded. Encryption will be automatically enabled at that time.

Installation Procedure

On the computer designated as the Remote Web Server, open the e Tl
Avaya IX Messaging folder on your server hard drive and run 1 sropamg st
Setup.exe as administrator to launch the installer. %

UC Services Setup L:JE-
When prompted, click Next.

Welcome to the UC Services Installation
Setup Wizard

Decumantahon Nest > Cancal
Enter the DCOM user info (domain user account which has local Y UC Server DCOM Settings B
administrator rights). This is required by services which use local administrator
rights. %
Click OK after entering the credentials. o oo

Users of YourDomain
{Administrator

Lo

Password
"v-r....-.,v
Confam Password
f

Note: the selected user must have local-admnstrator nghls
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3. Review the license agreement. Click Continue, enable the | accept the license agreement checkbox, then click
Next.

# UC Services Setup [=To sl
ismet Amosmar — AVAYA
o (il

‘0U MUSt agree wilh the keense 29

UC Services Setup [=To

Awaya Global ..d'wan. Liceese Tenms (05012017v1) © 2016.2017 Avaya l'vc Al right

a7 the Avaya Logo an s of Avaya Inc minpns| L
P o TM are or trad
respectvely, of Avaya gyl el bl propesty of Sheit respective i ALY Bgras with e besnce Byrasrients bakw 1o pracesd
AVAYA GLOBAL SOFTWME LICENSE TERMS
REVISED: May 1, v. End User that certain Software may cortan programming et {i) .,

THESE GLOBAL SleT‘nARE UICENSE TERMS ("SOFTWARE LICENSE TERMS™|} restncts, bmits andior disables: access to cortan
USE OF PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWA[L 10 the End User making paymest for beense:
THROUGH AVAYA. READ THESE SOF TWARE LICENSE

os. hrﬂu:r- v o capacity of such Soltware subject
s, functionality of capacity, of (i) perodicaly
TERMS CAREFULLY, N |] deleles or archeves data generated by use of Eh«SDlhkme ahd stored on the apphcable storage s
ws,w.u«, DOWNLOADNG OR USING THE SOF TWARE (AS DEFINEC]| not backed up on an alemative storage medium afier a certasn penod of bme; o (i) may rely on
INSTALUING, DOWHLOADING OR USING THE § .AR' OR AUTH[| party analtics senace 1o collect and genarate agoregated user data which Avaya uses to |m(emn rm.xn
l‘i BEMALF OF YOURSELF AND THE ENT FOR WHOM YOU Al perfarmance and its funciionality. Please refer 10 the folowing wetrste Sor mone information
ABLY AS "YOU * 'voun AND "E1] hitp i'www. Doogie comipeviicy hmi (o such successor site &S designated by Google). By accepting these
ONDIMIONS AND CREAT|| Software Licanse Tenms and continued use of he Software,
us@ of 5ch AN analydcs senvice 1o analyze such data

rAce, OF SUDSCIpOaN, You consent (o he

W. Miscellaneous These Software License Terms and any drspute, clsm or controversy ansing out of o
relabng fo these Software spute”), incuding wihout iTeiason hose relatng 1o fhe

v of these Software Licerse Tems, of any iSsue regasdng
ihon under these Saftware License Terms, wil be govemed by New

58 agreemEnt

of Beept e boense agreement fortmamon, serpetabon, breach o feims
Wizard® whether a Drspuse 15 subyet (o

Bagrnendg of e kanse

< Back Hesd >
q. | @ocegt the hoense

| g ot accept She boense agr

faton Wizand®

< Back

4. You will be asked to select the destination directory for the 2 UC Services Setup [=[o
installation. You may change the hard drive destination through the Destination Drive AVAYA
drop down menu. By default, the installation will create a UC folder :
on the Cdrive.

2.3 8V whers the Bppke

mmmocm'

The Wrse Instaliation Wizard wil instal the fles for LG Servces in the following ditve.

To installinto a Giffersnt diive. chick the dropdown Combobar, and sekct anohar dive

Click Next to continue.

Vicos by clicking Ca

Irstakaton

Note: Itis highly recommended that you install the program to a
drive other than C to prevent any conflicts or performance issues.

Wite Instalaton Wizard®

Documentaton < Back Heed > Cancal

5. Enable Multiple UC Servers in High Availability. B UC Services Setup [=[o
AVAYA

Gt The Power of We

Click Next.

X Messagin

Instakaton Wizard®

Documentaton < Back Hedt > Cancal
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6. Select Remote Web Application server (only). & UC Services Setup = |
Click Next. mgf\-ynﬁ\XA

Fleaze select e Server you would ik

Remote Imap TSE Server [onsy)

—> &) Fiormicte Witb Appacaicn seevar {only)

Remate Report Server [only)

Wise Instaltation Wizard®

Docurmentation <Back Mot » [ cancel
7. Enter a number between 1-14 for this server. B UG Sarvices SHp =E |

T AVAYA

& T :
Erprs The Power of We

If you configure multiple Web servers, each must be given a unique
number; no two servers can share the same number.

Fease anter a number fo represent thes particular Senver

Avaya IX Messaging supports up to 14 Web servers.

Click Next.
Wise Instaltabion Wizard®
Docurmentation <Back Nt = [ cancel
8. Enter the IP Address of the Primary server. & UC Services Setup =E |
Master Voice Server IP Address AVA A
Click Next. The follvwing ifomahon s used by UC Services P MX“
Ploa: ico

Documentaton < Back Heod > Cancal
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On the Cdrive, open the Logs folder.

Open the file named icense using any text editor (e.g. Notepad).

JITC Installations

Verify Highsecurity=1. If it does not, verify that the same file (IXM Installation drive:\UC) on the Primary voice server
does have this setting. If the setting is valid on the Primary, there is a connection or a sharing problem between the
two machines. If the Primary is not correctly set, contact your reseller for an updated license.

Once any connection or sharing problems have been fixed, return to step 9 and check again for this file.

e Logs [= =[]
“ Home  Share  View 7]
© - 1‘ V ThisPC » Local Disk(C9) + Logs v c,‘ ‘ Search Logs ) |
‘¢ Favorites Name - Date modified Type Size
B Desktop confi 11/22/2019 349 PM  Text Document 1KB
i Downloads I i icense I' . 102120191238 .. Configuration sett.. 1KB
o -
] Recent places W= G e © G 11/22/2019 345 PM  Text Document 1Ke
§| Sizei 112 bytes 9 0 Text Document 2KB
: 1072172019 1238 PN
1% This PC “Datemod\ﬁedJDZ‘l 2019 12:38 PM qu—
. B icense - Notepad ILIE-
€ Network . File Edit Format View Help
A
. [General Settings] ~
. TPORTS=16
. ASRPORTS=2
* TTSPORTS=2
. TTSPRVDR=8
. ASRPRVDR=2
* REDLIMDAN =
*, HIGHSECURITY=1
|
.
.
.
.
.
.
Al
A
.
Al
ditems 1 item selected 112 bytes “
.
A
A
Al
Al
A
.
. v
o < 2
Select the Components required at your site. Disable any B e ) = |
components that are not needed. s P Sones AVAVA
Plisast skt which featuns you would ke fo mstal
oSt The Power of We'
. (4]
Click Next. _ :
S irificd Massaging Secve] Feature Description:

Unified Messagng Senver

This featuns wil be mstaled on the local hard
drive

Tres feature requres 385458 on your hard dive
Ithas 1 of 1 subite: salactad, The
subfeatures requine 166ME on your hard dmve.

Wise Instaltation Wizard®

sk Cost Bzt < Back Neodt = Cancel
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Enter the IP Address for the Consolidated server. A U Sarvices Satip =E |
Comsalidated Server [P Address AVA A
Cl Ick Next. The follwing infomahon is used by UC Seraces P, ere
Piease enter the IP Address of the Consoldated Database Server
1P Addrass 192.168.0.2

Back Head > Cancal
Enter and confirm the password for the UCIIS user. This mustbethe [ e ) - oIl
same UCIIS password that was created on the other servers. AVAYA

& T
Erprs The Power of We

Fassword ssassass

Cenfim Password prev—

Wise Instaltation Wizard®

< Bk Noot > [ cancet
Enter the database encryption password. The database files will be 15 UC services Setup EEE
encrypted with this password using the FIPS 140-2 certified security AVA
a | orith ms The fallawing infarmation is used by LT Servicss
g . m‘rhu Power of We™

Please enter Encryption database passward

This password must meet the requirements outlined here.

Fassword should be stored in a safe location, & lost password will result in a
completely inaccessible database. fiom which there is no recovery.

Password: 20000000000 0000

Canfirm Password 0000000000000

“Wise Installation \Wizard®

T T

Cancel

Important: Record this password and keep it in a safe location.
The loss of this password will lead to the complete and unrecoverable loss of data.
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Enter the values in the spaces provided. These are provided with the  [Fucsmces=w == =g

certificate. AVAyA

The fallowing information is used by UC Services.
Gp The Power of We*

These values must be the same as are used during the Primary voice
server installation.

Please enter the values used during the mobilink certificate creation:

Organization Name ‘Drg Name

Tngatizstional Uit Name [0 Hame

Certificate Name |Certficate Name

“Wise Installation Wizard®

< Back ][ MNext > ] [ Cancel ]
The preliminary information required for installation is now A UC Sarvices Setup =E |

complete. Ready to nstat the Appécation AVAyA

G The Power of We

Click Next.
Tha 1 ired install configuen 20 beagin the nstall
Wiss Iratalation Wizard®
< Back Nesd > Cancal
The selected components will now be installed. This process may Dy == =

take a while. Updating System AVAYA

The features you selected are cunently being installed
Gnf° The Power of We

Wiiting system registiy values...

Key: \Wiriting system registry values..
Name:

Walue:

“Wise Installation 'wizard [R]

Click Finish to restart the server. T UC Services setup E=E

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the Setip Wizard

Restart check box, then click Finish.
LIC Services has been successhully installed
Click Finish buttan to exit this installation.

Yiou must rstart your spstem for the configuration
changes to take effect.

Restart
[[] Wiew the install lag C:\UC_Services.log

<ok T
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This alert is to remind you to properly share the UC installation folder =
(see page 256 for details).

and allovs Full Control to the falder after server

'-\. Pleaze don't farget to share the &:\UC folder
initallation finizhes.

Important: The installation folder MUST be shared before proceeding with the Consolidated and Secondary
server installations.

Verify that the Encryption File System (EFS) certificate has been saved to another secure location (see Backup and
Restore the Certificate File on page 287). If the certificate becomes corrupted, UC Communication will no longer
function and are unrecoverable without this backup file.

Reminder

Flease remember to make a backup of the
Encryption File System [EFS] certificate once
the installation has fiished. If no backup
available and the user profile has changed or
has become conupted LIC Communication
services will no langer function and there wil
be no way to recover the system

Click OK to restart the computer.

The Remote Web server installation is complete.
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429 Enabling and Customizing Collection Notification Alerts
431 Recording a Custom Greeting

427 Enable / Disable GDPR
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General Data Protection Regulation (GDPR) Compliance

Introduction

By default, certain information is collected on all incoming calls through Avaya IX Messaging. This data is collected so that
site administrators can generate reports that show traffic flows, system capacity and other usage data. This information
includes calling number, caller ID, date and time and length of the call, and so on. Conversations can also be recorded

and stored by the system.

Avaya IX Messaging complies with the General Data Protection Regulation (GDPR) standard, allowing site administrators
to delete this information from the database after a request from the caller, maximizing personal data security.
Prompts can be setup to be played before each call starts, alerting the caller that the information is being collected. They
then have the option to terminate the call, or to request that the details be removed from the database afterwards if
security is an issue.

INnstallation

Adding GDPR to Avaya IX Messaging is typically done during the initial 15 UC Services Setup == =
program installation procedure, although it can be added afterwards (see AVA\/A
Enable / Disa ble GDPR) Thelolambo omatien el by IE Selveet Wg!'rhn Power of We™
During installation, at the screen where you are asked whether or not you

want to include GDPR with the product, enable Yes. This will cause the e S AR LD

installer to make the necessary adjustments to the database to v

accommodate GDPR. It also installs the utility that allows the

administrator to remove a caller’s details from the database. O

“Wise Installation Wizard®

< Back ‘[ Nest > ] ‘ Cancel
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Enable / Disable GDPR

General Data Protection Regulation (GDPR) Compliance

Typically, enabling or disabling GDPR is configured during the initial installation of Avaya IX Messaging.

15 UC Services Setup =) !
The fallawing information is used by UC Services. y
Gp The Power of We*
Does your system require General D ata Protection Regulation
[GDPR] compliance?
® Yes
OnNo
Wise Installation Wizard®
< Back ‘[ Nest » ] [ Cancel

It can always be turned on or off at any time thereafter as required.

Open Messaging Admin on the voice server.
Open Configuration > Advanced.
In the right-hand pane, double-click GDPR compliance and set the Value Data field to True (to enable) or False (to

disable) this feature.

£8 UC Admin

@ File Action View Window Help

|| d:=H

88 1 Messaging
@, Avaya - IP Office
Wailbox Templates
TSE IMAP Server
2 Voice Server

> {@ Configuration

Gl Advanced }

[ Custom Interface Settings
&3 Dealer Info

%3 Device Management

%2 Device Management Settit
(& Fax Settings

& Global Parameters

&y HTTP

3 IMAP Server

[ LDAP Synchronization

1% Logs

3 POP2 Server

>

Parameters

ﬁ Disable Fax Detection 2

(i Disable Sending Undeliverable Message
{# Disable Supervisor Menu

@l Enforce DoD/IITC password policy

i Extended Absence Greeting Type

{# Extension Length

£ First Day Of Week

(2 Fixed Extension

@l Format Callerld on Message Subject, o ® -
A Function Time Out PO =

-
-
PS4

(4 GDPR compliance

HA Synchronization Filter Mbde -

-

@l Idle time limit (in minutes) for MMC ABimin and Web Adm
. -
7 | Logging Threshold for IMAP Locked Mailboxes ™ & -
{# Logo URL
(@ Loop Current On in Dial
. - .

- u] X
= ||
Value Data o
False
0
False
False
1
6
Sumdd
Ealce i [A Edit Stiing
;’“e Value Name
|GDPR compliance
True
o Walue Data
. 30 -
True
- 3 DK | Cowcel |
-
False
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General Data Protection Regulation (GDPR) Compliance

Enabling and Customizing Collection Notification Alerts

An audio alert can be played before an incoming call to notify the caller that their personal information will be collected
or that the conversation is being recorded. They have the option to request that this information be deleted.

A standard, generic, system prompt can be used for each case, or you can record custom prompts.

Open Messaging Admin on the voice server.
Open Company > Default > Feature Group. Select a Feature Group to apply GDPR notifications to and double-click.

@

File Acion View Window Hel =
o P
e 7= H

£8 IX Messaging Group No. Group Name

~ @ Aveya - IP Office Default Users
~ 41 Default

@
e '+ B
38 Mailbox Structure g Mobiliy Users
_-> b L [ Professional Users
@ Remote Site
[ Routing Table
=3 Voice Menu
@y Customize TUI
i Print Server
i@ FaxJobs
1) Storage
Mailbox Templates
TSE IMAP Server
& Voice Server
8 Configuration

Basic Users

Go to the Transfer Options tab.

In the section for Record Conversation Warning, enable Play record Conversation Warning to play the system
prompt for the incoming caller whenever the call will be recorded.

If you have recorded a customized greeting for this event, enable Play record Conversation Custom Warning
instead and enter the 4-digit SAL number (digits only) for the custom recording (see Recording a Custom Greeting).
If you do not wish to play a warning when recording a call, disable both options.

In the section for Data Collection Warning, select an Announcement Type.
None: This option will disable the warning for data collection.
System Prompt: Plays the system prompt when an incoming caller leaves a message in voicemail.

Custom Prompt: Plays the custom prompt that you recorded when an incoming caller leaves a message in
voicemail. Enter the 4-digit SAL number (digits only) for the custom recording (see Recording a Custom
Greeting).

i Festure Group ? e

Feature Group

[ x(@| B ] «[r[n]

Transfer Oplions |

mi 4: Professional Users

Record Conversation Warming
I Play record Conversation Wamning

[¥ Play record Conversation Custom % aming

‘warning Prampt Number [4260
A

Data Collection YWwaming

Announcement Type System Prompt
Announcement Type | Custom Prampt v] P
Announcement Number [F414

mw " " 5
B Data Callection Warning

Announcement Number K0S

Custom Prampt

-y
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General Data Protection Regulation (GDPR) Compliance

Recording a Custom Greeting
Custom greetings are recorded using a desktop telephone.

1. On adesktop telephone, connect to the system and navigate to the Record Custom Greeting prompt in your
telephone menus.

How to reach this menu item depends upon how your Telephone User Interface (TUI) is configured. If necessary,
add the Record Custom Greeting item to one of the telephone menus.

& Customize TUI - TESTING (92} ? x
Customize TUl  Sub Menu

@4 8| | %| K| @] & Menuburber 52 MenuName [TESTING I~ Defaul

B M4 r ] [q
Sub Menu Mumber: 4 Mo of Retries |3
Play Method | Only S egmentized Phrass | Timeaut 2000 mgec.
b B . -
{Ekricny Selctatar] JNut Set J ¥ Control Keys
D eseiption [Record Prompts Annauncements...
Actions

Make Caller 1D Active Address
Mark Message Unread/Read m =
Record Busy Greeting

M odify Distibution List 2-023)

WMadity Notification Seheduls 3-[3)  Disable Spesch Command

Move Message to Anather Fol. 4-14 Rewind Message

Place Call 5-05)

Fiint Fas 6-(6) t|

Recall Caller 7.7

Record Busy Gresting 8-08 Record Personal Greeting j_J
» Recard Customized Greeting 9-09]

Record Intemal Busy Gresting Il

Record Intemal Personal Greet... H#-[#) Send to Sub Menu [Mext Sub. .

Record Intemal Unavailable Gr Diefault

Record Location Greeting

Record Message in Current M

Fiecord Name Gresting -

2. When prompted, enter a 4-digit number to identify the file. The recording will be stored in the voice server Prompts
folder with the format SALnnnn.vox where nnnn is the number you entered.
Copy this file into the \UC\Prompts\Company\1 folder if it is not there already.

=N AR - O X
“ Home Share View e
« « 4] > LocalDisk(C] > UC » Prompts > Company > 1 | v @ | searchi »
Name Date modified Type Size <
s Quick access
[] ORIGO000.YOX VOX Fil BOKB
B Deskiop + o et
[ sAL0DOOVOX VOX File 20KB
_" Powinigste [ sAL5100.v0x X File 56KB
[ Documents [ ga) 590705 X File 9TKB
=] Pictures # [ sAL5102vox VOX File 15K
. This pC [ 5AL5103.v0x VOX File 29K
| ] SAL5104.vox VOX File 16 KB
i, Locsl Disk [C:) [ sAL5105.vox 62K
[ sAL5106. 215KB
¥ Network J " o
" [ sALS107.vox 754 KB
_>J SALES8Svox 2 06PM VO3 4KE &
T items [E=

Note: The number 1 used in this example is the company number. If your site hosts more than one
company on a single voice server, then enter the appropriate number for that company instead.

Important: Make sure that the number you assign to the custom prompt is unique. It must not be the same
as any other prompt or the original prompt will be overwritten by the new one.

This 4-digit number is used when configuring the prompt to play when a recording a meeting, or when a caller chooses to
leave a message in a voice mailbox.
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General Data Protection Regulation (GDPR) Compliance

Removing a Caller's Details from the Database

To remove a caller’s collected information from the database, run the ForgetMe tool found in the UC directory.

In the install directory for Avaya IX Messaging, open the UC > GDPR > ForgetMe folder.
Run (double-click) the ForgetMe.exe application.

| Bl [} = | ForgetMe @ owm B
Home Share View [7]
< « ]| > LocalDiskic) » UC » GDPR > ForgetMe | <&/ [ Search ForgetMe )

Name o Date modified Type Size

3 Quick access

M Desktop j DBDriver.dll plication extens...
|_| DBDriver.dll.config CONFIG File

‘ Downloade %] EntityFramework.dll plication extens...
[ Documents & 5 Eprgetvie.exe plication
& Pictures # [ ForgetMe.exe.config CONFIG File

B This PC. \J Mini.dil Application extens...

[ NLog.dll ation extens...

fim Local Disk (C2) %] Sap.Data.SOLAnywhere.EF6.dIl ation extens...

o Netuiork ] UCDPEdIl Application extens...

9items ==

Enter the telephone number of the caller to be removed from the database, then click Forget Me.

=l GDPR Forget Me utility X
Phons number Noos7079700 1 Forget Me B
Result

Messages deleted

ﬂ

Call History phone number remaoval
AZR Activity

Call Activity
Mailbox Activity
Message Activity
Telephony Activity
Transfer Activity
Vaoice Menu Activity

I

The utility will remove all references from the database associated with that number. The entries removed are
tallied and displayed in the appropriate spaces on the screen.

=l GDPR Forget Me utility X
Phone number [s057079700 | [ Forget e B
Result
Messages deleted B ]

Call History phone number remaoval

e —
Call Actiity
Mailbox Activity R
Message Activity
Telsphony Activity
Transfer Activity l:l
Voice Menu Activity
| ¥our request has bsen completsd |

Enter another number to delete, or click Exit when finished.
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Introduction

UPDATING THE WINDOWS

OPERATING SYSTEM

Once Avaya IX Messaging program is operational, there will be occasions when the Windows operating system on the
servers must be updated. In order to safely perform the required updates, it is necessary that several services for
Messaging be stopped. If Windows is updated without first stopping these services, the database may be damaged.

It is advisable to make a backup of your system, or take a snapshot of its current state, before proceeding with the

update.

Stop all of the following services on each server. In an HA environment, this includes the Primary, all Secondaries, and
the Consolidated servers. Any additional servers, such as Remote CSE, must also be processed this way.

SERVICES TO STOP

SERVER AFFECTED

UC Service Recovery Manager
UC Web Access
UC ReportService
UC Background File Organizer
UC CSE PIM Synchronization Engine
UC Content Synchronization Engine
UC Business Layer Service
UC Background Task Manager
UC VPIMServer
UC Unified Messaging System Tasks Service
Mobilink Consolidated
DBWatcher
UC Voice Server
UC MRCP Watcher
Nuance Recognition Service
SQLAnywhere Mobilink Remote
SQL Anywhere - USADB_UC

Single Server, Consolidated !
Single Server, Consolidated
Single Server, Consolidated

All
Single Server, Consolidated
Single Server, Consolidated
All
All
Single Server, Consolidated
Single Server, Consolidated
Consolidated
All
Single Server, Primary, Secondaries
Single Server, Primary, Secondaries
Single Server, Primary, Secondaries
Primary, Secondaries
All

1- The UC Service Recovery Manager service must be the first one stopped since its role is to restart the other services

should they fail and bring the system down.

Note: If prompted to stop other services in addition to the ones shown, always choose YES. Some services
are dependent upon others and must all be stopped together.
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Updating the Windows Operating System

In the Windows Service Manager, right-click a service, and choose Stop from the dropdown list.

4 Services - m] X
File Action View Help
@ D Ez B@ >»anw
. Services (Local) Services (Local)
UC ReportService Name . Description  Status  Startup Type  Log On As "
-S) UC Remote Printer Running  Automatic (D.. M\Administ..
;L;faﬂ‘ihf‘:'s‘gfﬁm #YUC ReportSenvice e s A e | S A el
o Automatic (D...  MAdminist...
Running  Automatic (D... A\Administ...
Description: GLUC SIP Service Patze Manual MAdminist...
Generates reports in CSV format -S)EUC SMSConnector Resume Disabled MAdminist..
CUC SsL Proxy Pt Provides se.. Disabled Local Syste...
G UC TapiService Manusl NAdminist...
£ UC TSE Cache Manager All Tasks > Disabled Local Syste...
C:);UC TTS5ervice Refrech Manual Local Syste..
f Q;UC UCPCTIService Manual MAdminist..
y {CUC Unified Messaging Sys Properties Running  Automatic (D, \Administ...
CLUC Voice Server . Running  Automatic (.. \Administ...
G UC VPIMServer Running  Automatic (D... AAdminist...
-S)EUC ‘Web Access Providesa.. Running Automatic (D.. M\Administ..
CEUCArchiver Running  Automatic (D... \Administ...
£EUCSmp Running  Automatic Lacal Syste...
£ Updste Orchestrator Service for Windows Update  UsoSvc Running  Manual Local Syste...
C);UPHP Device Host Allows UPn.. Manual Local Service
Gk User Access Logging Service This service ... Running  Automatic (D... Local Syste...
£ User Data Access_472ae Provides ap... Manual Local Syste...
0k User Data Storage 472ae Handles sta... Manual Local Syste. 9
', Extended /{ Standard

When the Windows update is complete, reboot the server.

Once the server is operating, verify that all of the services are running.
the Services window.
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1 1 INSTALLING THE WEBLM LICENSE
AND SERVER

Introduction

The Web License Manager (WebLM) is a standard way of implementing feature licensing across various Avaya products.
The WebLM program administers your Messaging license, providing access to all of the mailboxes and features that you
are entitled to. If the connection to the WebLM server is interrupted, then Messaging will revert to demo mode after a
grace period (see page 444).

Before installing Avaya IX Messaging onto the voice server, the site administrator must designate another computer to
act as the license server, and then load the Web License Manager software onto that machine.

Server Specifications

Refer to the Avaya WebLM documentation for the latest server specifications.
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Installing the WebLM License and Server

Configuring Web License Manager

On the computer designated as the license server, install the WebLM program according to the Avaya
documentation.

When finished, launch the Web License Manager and login using administrator credentials.

AVAyA Web License Manager
|

User Name: |admin

Password:

Log On | Clear

Go to the Server properties tab and record the Primary Host ID. This is used to generate an XML license file specific
to this machine.

AVAyA Web Licen se Manager Help | About | Change Password | Log off admin

WebLM Home Server Properties

Install license

You are here: Server Properties > Server Host ID
Licensed products
Uninstall license Server Host ID

. This is the Host 1D of this
ST [ PR instance of the WebLM server.

It should be used for
Manage users < Primary Host ID: VE-12-AB-34-CD-ES > generating licenses which

would be installed on this
instance of the WebLM server.

Shortcuts

Help for Server properties

Send the Host ID to your vendor, and they will provide the license XML file for your program.

Return to WebLM and go to the Install License tab.
Enable the Accept License Agreement button.
Select Choose file, locate the license XML file on your computer and click Install.

AVAyA Web License Manager Help | About | Change Password | Log off admin

WebLM Home Install license
_> Install license

You are hare: Install licanse
Licensed products
Uninstall license
Server properties

Manage users

Enter license path: Choose file | No file chosen

Shortcuts L

Avaya Global License Terms & Conditions

AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: March 2015

Help for Install license

THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE TERMS") GOVERNS THE
USE OF PROPRIETARY SCFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, BEFORE INSTA DOWNLOADING OR USING THE SOFTWARE {
DEFINED IN SECTION A BELOW). BY INSTALLING, DOWNLOADING OR USING THE

SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND

THE ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO

INTERCHANGEABLY AS "YOU," "YOUR," AND "END USER"), AGREE TO THESE

SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT -

q ® Accept the License Terms & Conditions

Decline the License Terms & Conditions
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Installing the WebLM License and Server

Once the license has been installed, you can verify the details of your license from the
Licensed products > IXM > IXM > View License Capacity tab.

AVAyA Web License Man ager Help | About | Change Password | Log off admin

98765432 Standard License file

WebLM Home IX Massaging - Release 1 -

Install license . .
= You are here: Licensed Products > IXM > View License Capacity

Licensed products
T License installed on: July 12, 2019 8:42:21 AM -05:00
-~ IXM
_—> View license capacity License File F1‘;5; VE-12-AB-34-CD-E5
View peak usage
Uninstall license Licensed Features

Server properties

Manage users 11Items ¥ Show All v

e Feature (License Keyword) Expiration date | Licensed capac

Help for View license capacity Basic Seats July 12, 2020 10
VALUE_OL_BASIC_SEATS '
Fax Ports - 2090
VALUE_OL_FAX_PORTS July 12,2020 1
Call Center Integration uly 12, 2020 on
FEAT_OL_CALLCENTER I
Mainstream Seats o anen

VALUE_OL_MAINSTREAM_SEATS July 12,2020 300

IMAP Connectors

Record the IP Address for this machine. This is used when installing the license in Messaging.
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Installing the WebLM License and Server

Installing the Messaging License

During the standard installation procedure, when you reach the License Type selection screen:

Choose Web LM as the license type.

15 UC Services Setup EI = @
License Type AVAyA
Gogs The Power of We™

Please select the License type you wauld ke ta install

O IX Messaging License

® WebLM License

Wise Installation Wizard®

<Back | Mew> | [ Cancel

At the prompt, enter the IP address for the server configured in step 7 above. When ready, click OK.

License Upgrade Utility == 22
D Is DEMO D Soft License SentinelNo
[] Expiry Date
- | | '

Host
Users I Servers I Fax ports IServices I ASR I TTs I Transcription ‘

WeblM

Hint: You can close and exit the installation at any time, although the program will operate in demo mode
until a license is applied. To add the license information at a later time, or to modify your license with new
features, go to Start > IX Messaging > UCLicenseWebLM and enter the details.

IX Messaging

This menu item will only appear if you are using the WebLM license option.
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Installing the WebLM License and Server

The license screen will be populated by the details shown is step 6.

ol License Upgrade Utility

- O -
Product [] s DEMO [] Seft License SentinelNo
Ewpiry Date 20190415 | [123456780 |

Refresh
WebLM IP address {192.168.0.1

General ‘ Users I Servers I Fax ports I Services IASR I TS I

General Settings

Poe
Coparies
Maiboxes
Languages
VoicaPors
Redundant [z

License information has been retrieved

Return to the appropriate installation chapter and step to complete the installation.
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Installing the WebLM License and Server

Licensing

Soft License

Avaya IX Messaging program authorization is managed through a “soft” license. Activation of the program features and
capacity (mailboxes) requires an connection to the license server. Messaging will periodically contact the license server to
enable continued use of the program at the appropriate service level. If the connection is lost for a long enough period,
then the software will fall into Demo Mode until the connection is re-established.

Initial Installation

During the initial installation, the administrator will upload the license XML file onto the license server.

After the initial installation, if the license server hardware changes (i.e. the program has been moved to a new server),
Messaging will immediately revert to Demo Mode. Contact customer service to reactivate the license.

Normal Operation

Once Messaging has been installed and is operating, the program will contact the license server each day for
authentication. In the case of a connection failure or other errors that prevent authorization, the program will continue to
operate properly for 28 days. If the problems are not corrected and the connection re-established before then, the
program will revert to Demo Mode. When errors with authentication do occur, the administrator will receive notifications
from Messaging with details of the problem.

If the program detects that the license details are different between the Messaging and license servers, and no updates
have been included, the system will immediately revert to Demo Mode until the issue can be resolved.

In the case where 2 computers are associated with the same license, only the first machine to be authenticated will
receive the license. The second machine must wait up to 24 hours for authorization, and only if the first machine has
relinquished the license.

License Expiration

Term based licenses last for a specific length of time. As the program nears its termination date, it will begin sending the
administrator email reminders that the license is due to expire soon. These messages are sent at 90 days, 60 days, and 30
days prior to expiration. For the last 15 days, notifications will be sent out daily. If the license has not been renewed by
the expiration date, the program will continue to operate, but at only 25% of its former capacity. For example, if there
were 100 ports and 100 mailboxes licensed, there will now only be 25 ports and 25 mailboxes available on the system.
This reduction lasts for 60 days, with reminders sent to the administrator each day, and then Messaging will fall into
Demo Mode until a new license is purchased.

The program can be reactivated at any time once a new term has been purchased and the license is refreshed. Please
make the necessary arrangements in plenty of time to avoid any disruptions in service.

High Availability Licensing

In a High Availability (HA) installation, only the Primary connects to the license server. The Consolidated Server and all
Secondary Servers get their licensing information from the Primary. Therefore, it is imperative that the Primary Server is
the first one installed and operating because the other servers will install only the features appropriate to the license
data they receive from the Primary.
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Demo Mode

Installing the WebLM License and Server

The program can be put into Demo Mode for many reasons, such as the license expiring, or an extended loss of

connection to license server.

Demo Mode maintains all licensed features, but operational capacity is reduce to a single port with 10 mailboxes. No
data or settings are lost from the mailboxes, but there will be problems with access.

Messaging will continue to run in Demo Mode until the cause for the service reduction has been addressed (i.e. a new
license is purchased, and fixing any connection problems).

License Expiration Milestones

Time Before Expiration

Action Taken

+90 days eMail Administrator
+60 days eMail Administrator
+30 days eMail Administrator

+15 days to 0 days

daily eMails to Administrator

License Expires

-1 day to -60 days

Program capacity reduced to 25%

-61 days and over

Demo Mode

Licensing Grace Periods and Actions

Condition Grace Period |Action Taken after Grace Period
Failure to authenticate license 28 days Demo Mode
Upgraded license not activated 28 days Demo Mode
Hardware changes - Demo Mode
License Mismatch (not an upgrade) - Demo Mode

HA Licensing

In an HA installation, if the Primary server stops synchronizing with the Consolidated and Secondary servers (i.e. the
Primary has gone offline or crashed), the connection must be re-established within 10 days before the system reverts to
demo mode. If the Primary server remains connected to the Consolidated and Secondary servers, but cannot connect to
the license server, then the Failure to authenticate license milestone is used (i.e. demo after 28 days).

Condition

Grace Period

Action Taken after Grace Period

Primary Server fails to synch license with

Consolidated and Secondary servers 10 days Demo Mode
Erlmary Server cannot connect to the 28 days Demo Mode
license server.

MessagingMessagingMessaging
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1 2 INSTALLING THE
MESSAGING LICENSE
Introduction

As an alternative to the Avaya WebLM license, Messaging also operates with a native license process. This option does
not require setting up your own corporate license server. It does require an Internet connection to access the Messaging
license server.

Installing the Messaging License

During the standard installation procedure, when you reach the License Type selection screen:

Choose Messaging as the license type instead of Web LM. 5 UC services setap el = )
Liconse Type AVAYA
WTMDMWI‘W&'

Please select the License type you wauld ke ta install

@® IX Messaging License

) WebLM License

Wise Installation Wizard®

<Back | Mew> | | Cancel |
When prompted, click Run to confirm the installation. The necessary ] S I =
files will be installed. D Sn e oD
Sentinel Protection Installer 7.3.2 \EI Name:  D:\Sentinelisetup.exe

Type: Application
d lease wait while Windows configures Sentinel Protection Installer
A Fl it while Winds rfi Sentinel Protection Install

|-‘ﬁ‘vj e From:  D:ASentinesetup exe

Cancel
‘

Wil files from the Intemet can be useful, this fle type can
potertially ham your computer. Orly run software from publishers
' youtust. What's the risk?

Note: This screen may not appear, depending upon your Windows operating
system and settings.

Once the process is complete the licensing screen will appear. It is License Activation =
recommended that you use Online Activation whenever possible. To do so,
simply enter the Serial Number and Site ID. et Nurtber
Site ID
Click Request Online Activation when finished. Hardnare Signere et

Warning: It is essential that the system/PC clock be properly set before
activating the license. Any subsequent changes to the clock can adversely affect
or terminate the license.

Locate License File Offline | { Flequest Online Activation Close
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Installing the Messaging License

Most of the fields in the Customer Site Registration window are already filled in based upon the license and site
numbers entered. Complete the form where necessary (all fields are required).

When ready, click Submit.

¥ License Registration

AVAYA

All flalds are required!

Serial Nurmb

Haidwaie Signolure

Customer Site Information

Canada

Confirm the contents of your license then click on the Set as

Active License button.

Customer Contact Information

Contact Address  same as s1e

Canada

Installer Information

Submit

Zfﬂ License Upgrade Utility

General Settings

Note: Whenever your license is updated (e.g. through the — p
addition of new features, extensions, etc.) please restart the ;T: :m
server after activating the license so that the new parameters Larguages g
can become active. VoicePorts 4
Redundant a
Users
Messaging 25
Messaging and Callab 25
Collaboration 1]
WuC 0
Fax a
Servers
PiintServers 1

TSE Connections 1

Fax Ports

OutFaxPorts 1}
¥ Soft Fax
SoftFanPorts 1

Transcription Provider. None
Tranzcription Type:
Transcription Expi: ~ None
Transcriotion Users: 0

Product W 1sDEMO [ Soft License SentinelMo

U I~ Expiry Date: [2020000115 [12345
[” lsUserBased [ Cloud Connect

Activation Date: 2017/05/16 11:44

HAW Signature
001 22a33445-bE677cdd
¥ SMS ¥ SMTP/MAPI

Upgiade
¥ PMS ¥ Redundancy =

V VR I Agent Login
v LAP ¥ Faxtdail

W IMAP W MobiltyfwiaR)
W CTiLink & Messaging
¥ AMIS [~ CTIOny

W YPIM W SMDIMCI
v Activex [ TAPI

¥ SIP ¥ Integrated Fax
™ G729 W PDF

[~ 0cs I Outcal

[~ amc I Call Center

-ASR
ASR Provider  Muance 85
ASH Mames AST-1
ASRPorts 2

ASR Langs 1

Verification Ports 4
Speach Expiry

TTS
TTS Provider FiealSpeak 4.0
TTS Ports 2

Scheduled Fesowces 0

If the process was successful the following confirmation

screen will appear.

Click OK.

Click Exit to close the license window.

Return to the appropriate installation chapter and step to complete the

installation.
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Installing the Messaging License

Licensing

Soft License

Avaya IX Messaging program authorization is managed through a “soft” license. Activation of the program (UC, UM, eFax,
etc.), capacity (ports and mailboxes) and features (ASR, TTS) requires an Internet connection. Messaging uses this
connection to periodically contact the license server to enable continued use of the program at the appropriate service
level. If the connection to the Internet is lost for a long enough period, then the software will fall into Demo Mode until
the connection is re-established. Renewing a license, upgrading or adding new features can be completed with a
telephone call to customer service and a refreshing of the license.

Initial Installation

During the initial installation, the administrator will enter the Serial Number and Site ID information included with the
installation package. These numbers are unique for each site. The program will also generate a hardware profile of the
server computer which becomes a part of the license.

After the initial installation, if the server hardware changes (i.e. the program has been moved to a new server), Messaging
will again require an on-line activation with the Site ID and Serial Number to rebuild the license file. This is only permitted
once by the software, and subsequent hardware changes will cause the program to immediately revert to Demo Mode.
Contact customer service to reactivate the license in this case.

Normal Operation

Once Messaging has been installed and is operating, the program will contact the license server each day through the
Internet for authentication. In the case of a connection failure or other errors that prevent authorization, the program
will continue to operate properly for 28 days. If the problems are not corrected and the connection re-established before
then, the program will revert to Demo Mode. When errors with authentication do occur, the administrator will receive
notifications from Messaging with details of the problem.

If the program detects that the license details are different between the Messaging and license servers, and no updates
have been included, the system will immediately revert to Demo Mode until the issue can be resolved.

In the case where 2 computers are associated with the same license, only the first machine to be authenticated will
receive the license. The second machine must wait up to 24 hours for authorization, and only if the first machine has
relinquished the license.

License Upgrades

To upgrade the Messaging license, such as adding new features or adding more ports or mailboxes, contact your
customer service representative. The new details are added to the license server and an email is sent to the administrator
with a reminder to refresh the license. The next time that the program contacts the license server for authentication, it
will see that the licenses do not match due to the upgrade, and it will prompt the administrator to refresh the license.

To activate the upgrades, run the license activation wizard, verify the updated terms for the license, and click the “Set as
Active License” button.

Until the license has been updated, Messaging will continue to operate at its previous levels for another 28 days, then it
will revert to Demo Mode if it has still not been refreshed.
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License Expiration

Term based licenses last for a specific length of time. As the program nears its termination date, it will begin sending the
administrator email reminders that the license is due to expire soon. These messages are sent at 90 days, 60 days, and 30
days prior to expiration. For the last 15 days, notifications will be sent out daily. If the license has not been renewed by
the expiration date, the program will continue to operate, but at only 25% of its former capacity. For example, if there
were 100 ports and 100 mailboxes licensed, there will now only be 25 ports and 25 mailboxes available on the system.
This reduction lasts for 60 days, with reminders sent to the administrator each day, and then Messaging will fall into
Demo Mode until a new license is purchased.

The program can be reactivated at any time once a new term has been purchased and the license is refreshed. Please
make the necessary arrangements in plenty of time to avoid any disruptions in service.

Offline Verification

For sites that do not permit access to the Internet for security reasons, customers can request an installation that uses
Offline License Verification. The licensing information resides upon the voice server computer and does not need to be
refreshed each day. This installation comes with a hardware USB dongle/key, and a license file that is copied to the hard
drive of the voice server. This file contains the hardware profile and licensed feature information that normally resides
on the Avaya license server. Both are required for the program to be authorized.

Any hardware changes or program upgrades require a new license file. These are generated by the customer service
department and are sent to the customer. Run the license activation routine again to enable updates.

High Availability Licensing

In a High Availability (HA) installation, only the Primary connects to the license server. The Consolidated Server, and all
Secondary Servers, get their licensing information from the Primary. Therefore, itis imperative that the Primary Server is
the first one installed and operating because the other servers will install only the features appropriate to the license
data they receive from the Primary.

Demo Mode

The program can be put into Demo Mode for many reasons, such as the license expiring, or an extended loss of
connection to Avaya's license server.

Demo Mode maintains all of the previously licensed features, but operational capacity is reduce to a single port with 10
mailboxes. No data or settings are lost from the mailboxes, but there will be problems with access.

Messaging will continue to run in Demo Mode until the cause for the service reduction has been addressed (i.e. a new
license is purchased, and fixing any connection problems).
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License Expiration Milestones

Time Before Expiration Action Taken

+90 days eMail Administrator

+60 days eMail Administrator

+30 days eMail Administrator

+15 days to 0 days daily eMails to Administrator
License Expires

-1 day to -60 days Program capacity reduced to 25%

-61 days and over Demo Mode

Licensing Grace Periods and Actions

Condition Grace Period |Action Taken after Grace Period
Failure to authenticate license 28 days Demo Mode
Upgraded license not activated 28 days Demo Mode

1st Hardware change - Refresh license to continue

2nd Hardware change - Demo Mode

License Mismatch (not an upgrade) - Demo Mode

HA Licensing

In an HA installation, if the Primary server stops synchronizing with the Consolidated and Secondary servers (i.e. the
Primary has gone offline or crashed), the connection must be re-established within 10 days before the system reverts to
demo mode. If the Primary server remains connected to the Consolidated and Secondary servers, but cannot connect to
the license server, then the Failure to authenticate license milestone is used (i.e. demo after 28 days).

Condition Grace Period |Action Taken after Grace Period
Primary Server fails to synch license with

Consolidated and Secondary servers 10 days Demo Mode

F?nmary Server cannot connect to the 28 days Demo Mode

license server.
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1 3 SECURING MESSAGING
COMMUNICATIONS USING TLS

Introduction

Note: Configuring a site to use TLS communications is optional. It is not required for normal operations.

By default, Avaya IX Messaging communicates with the PBX using UDP (User Defined Protocol). This can be enhanced by
activating TLS (Transport Layer Security) if the added security it provides is desirable.

Note: The PBX can be either a physical device, or a UC management software program (such as Avaya Aura
Communication Manager).

This is part of all JITC installations, but is also available to all sites where required.

Architecture

TLS communications are established between the Messaging voice server(s) and the site PBX.
Both ends must be configured to use TLS to make the connection.

For Single Server Installations

Configure the Messaging server to use TLS.

For High Availability Installations

Configure the Primary and all Secondary servers to use TLS.
It is not necessary to configure the Consolidated server to use TLS since there is no link to the PBX.

Configuring TLS on the PBX/ UC Manager

Refer to the specific product documentation for details on configuring your PBX / system to use TLS.
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Configuring TLS with Messaging for SIP

After Avaya IX Messaging has been installed, modifications must be made to the ETSIPService.ini file. This will enable TLS
security with the correct settings for use with Messaging.

The ETSIPService.ini file is located in the UC/Configuration folder on the voice server hard drive.

Iem= Configuration = L=l -
Home  Share  View 2]
© - 1 ‘ » ThisPC » Local Disk (G} » UC » Configuration 5 0| | Search Configuration ) |
% Favorites MName Date modified Type Size
B Deskiop 4] ETSIPSenvice.ni <— Configuration sett... 3K
I8 Downloads 4] ETSIPService 201609290314, Configuration sett... 1K8

% Recent places
/& This pC

€ Network

2items

Open it using Notepad or any similar text editor.

£ ETSIPService.ini - Notepad [= = [F]

File Edit Format View Help

[PBXL] <B— [Section Header] -
IP =192.168.0.1

UDP Port =5860

TCP Port =5860

Register =No

Dialing progress=Yes
PBX Name=Avaya IP Office
Channels=1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16
Comma Timeout=2800
Digit Duration=1@@
Interdigit Timeout=586@
Cut Request URI=@

Voice Port Alias=

Blind Call Timeout=30688 |
Outbound DTMF=3

DTMF Payload=181

IDMS Mode=4

From Field=REMOTE

Paging Zones=

Comma Replacement=

MWI Mode=8

MWI Extension=

MWI UDP Port=@

MWL TCRyRo=

| E

Make the necessary changes to the data in the file.
® Change an existing entry to the value required.

e |f the item is not in the file, add it to the appropriate section (shown in [square brackets] ).
Do not create duplicate sections!

e [f the section itself does not exist, add a new section to the end of the file and include the value.

[Section Name]
Field Name = Value
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This is an example of additions and changes that can be made to the file. Make the changes required for your site.

[PBX1]

Transport protocol=3
MWI TCP Port = 5061
TCP Port = 5061

[SIP settings]

Ignore Local Addresses=Yes

TCP Enabled = Yes

TLS IP =192.168.0.1:5061,192.168.1.10:5061

[TLS Manager]
FIPS=0

[TLS Server]

Private Key=@sip.key
Certificate=@sip.crt
Certificate Depth=5
Method=2

[TLS Client]

CA Certificates=@CertificateName.pem;
Intermediate Certificates=@CertificateName-G2.pem
Certificate Depth=5

Method=2

Key

Transport protocol: Set this value to 3. ATLS IP address must be defined under SIP settings.
MWI TCP Port / TCP Port: Set both of these values to 5061.

Ignore Local Addresses: Allows control of automatic stack binding with all available interfaces. This must be set to Yes
when using TLS.

TCP Enabled: TCP is required for use with TLS. Set this option to Yes.

TLS IP: List all of the TLS local IP addresses for the Messaging server. The format must be address, colon, port. For
example, IPAddress: . Separate multiple server addresses in the list using a comma.

FIPS: Enables the FIPS module for an OpenSSL library.

Private Key: Enter the full path to the private key file (i.e. c:\security\certificates\sip.key). Adding the prefix @ will
automatically include the path to the Messaging certificates folder: entering @sip.key expands the path to
C:\UC\Certificates\sip.key (where C is the drive where Messaging is installed). The certificate file must be in PEM
format.

Certificate: Enter the full path to the certificate file (i.e. c:\security\certificates\sip.crt). Adding the prefix @ will
automatically include the path to the Messaging certificates folder: entering @sip.crt expands the path to
C:\UC\Certificates\sip.crt (where C is the drive where Messaging is installed).
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Certificate Depth: Defines the depth that an engine will consider legal in a certificate chain (certificates authorizing
certificates). The default value is 5.

Method: Specify the version of TLS to use. The default value is 2 (TLS 1.2). If your installation requires an earlier version
of TLS, change the value accordingly.

VALUE VERSION
4 TLS 1.0
3 TLS 1.1
2 TLS 1.2
1 SSL 3.1

CA Certificates: Enter the full path to the PEM certificate file. Adding the prefix @ will automatically include the path to
the Messaging certificates folder. A TLS engine can trust zero, one or more root certificates. Once an engine trusts a
root certificate, it will approve all valid certificates issued by that root certificate.

Intermediate Certificates: Enter the full path to the PEM certificate file. Adding the prefix @ will automatically include
the path to the Messaging certificates folder. An engine may hold a certificate that is not issued directly by a root
certificate, but by a certificate authority delegated by that root certificate. To add this intermediate certificate to the
chain of certificates that the engine will present during a handshake.

Certificate Depth: Defines the depth that an engine will consider legal in a certificate chain (certificates authorizing
certificates). The default value is 5.

Method: Specify the version of TLS to use. The default value is 2 (TLS 1.2). If your installation requires an earlier version
of TLS, change the value accordingly.

VALUE VERSION
4 TLS 1.0
3 TLS 1.1
2 TLS 1.2
1 SSL 3.1

Note: Some sites may require Mutual Certification between the Messaging voice server and the PBX/ UC
Manager. To configure this item, copy the Private Key and Certificate elements from TLS Server into the
TLS Client section.

[TLS Client]

CA Certificates=@CertificateName.pem;
Intermediate Certificates=@CertificateName-G2.pem
Certificate Depth=5

Method=2

Private Key=@sip.key

Certificate=@sip.crt
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462 Important Notification
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465 Upgrading 10.8 on Windows Server 2012 /2016
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Introduction

Please keep in mind that this manual is only meant to provide an overview of the process and is not an exact step-by-step
guide. Since all sites vary in configuration, you must take that into consideration and ensure that you approach the
upgrade process dynamically rather than relying fully on this manual.

Requirements

Requirements Details
License Existing Officelinx 9.x - 10.7 license
Software Avaya IX Messaging 10.8 Hardware and Software requirements

differ from previous versions. Please consult the Technical
Operating Guidelines for detailed information.

Important Notification

It is vital that the operator login to the voice server(s) being upgraded using the same  [glcseverocomsesing: =
username and domain / local administrator credentials that were provided during
the initial program installation (DCOM settings). If different credentials are used, the
database may become corrupted and it will be unrecoverable.

Select a Domain or Computer

User

(See Backup on page 464 to safeguard your files before proceeding with any [ =l

Password
upgrade.) ‘

Confirm Password

Mote: the selected user must have local-administrator rights:

£l

During the upgrade procedure, when prompted for the DCOM settings, enter the
same credentials that were used in the initial installation.

Ok

To determine which account was used, review Windows Services to see which credentials (“Log On as”) are attached to
the UC Voice Server service.

Services - [a[T]
Eile Action View Help
e El Bz Bm »onw
i Services (Local) O Sxioss (Local)
UC Voice Server Mame - Description Status Startup Type Log OnAs ~
54 UC MRCP Watcher Aserviceto.. Running  Automatic fredDomain‘fredsmith
Stop the service 1 UC OAlService Manual fredDomain\fredsmith
Bavse the service £ UC Remote Printer Running  Automatic fredDomain\fredsmith
Restart the service
L UC ReportService Generatesr..  Running  Automatic fredDomain‘fredsmith
L5 UC SCCSManager Automatic fredDomain‘fredsmith
£ UC Service Recovery Manag... Running  Automatic fredDomain\fredsmith
5 UC SIP Service Running  Manual fredDomain‘fredsmith
54 UC sMSConnector Disabled fredDomain\fredsmith
L5 UCSSL Proxy Provides se... Disabled Local System
54 UC TapiService Manual fredDomain‘fredsmith
% UC TSE Cache Manager Disabled Local System
S UC TTSService Running  Manual Local System =
LA UC UCPCTIService Manual fredDomain‘fredsmith
£ UC Unified Messaging Syste... Running  Automatic sele sdagith
R 0, VoiceSerer—————Running utomtc @ radbomamiratorith ]
56 UC VPIMServer Running  Automatic v
' Extended / Standard
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Upgrade Preparation
Backup

It is suggested that the User back up certain files in the \UC folder on the system before beginning the upgrade.
The following folders must be backed up:

e \UC\DB

e \UC\Messages

e \UC\Prompts

Note: Take care to refer to Internet Information Services (1I1S) on your PC and ensure that the FTP server is
installed and running. Also, close all Server-related programs (i.e. UM Admin, UM Monitor).

Upgrade Paths
The upgrade path to use depends upon the operating system of your existing installation.

Windows Server 2012 or 2016

® Install Avaya IX Messaging 10.8 over the existing installation (see page 465).

All Other Versions of Windows

Avaya IX Messaging 10.8 is not supported on other versions of Windows. On a new server, install and configure
Windows Server 2012 or 2016.

® |nstall Avaya IX Messaging 10.8 onto the new server.

Use the Database Migration tool to move and install the old data files on the new machine.
Refer to the Database Migration Tool chapter on page 487 for complete details on enabling this upgrade.

Upgrading from Officelinx 9.x and Earlier

Older versions of Officelinx / IX Messaging require a two-step upgrade procedure. Earlier versions must first be upgraded
to 10.1, before proceeding to upgrade to Avaya Messaging 11.0.

FROM RELEASE UPGRADE STEPS
Two Steps -- Your Current Version to 10.1
R 9.x and Earlier then
10.1 Release to 10.8
R 10.0 and Later Single Step -- Your Current Version (210.x ) to 10.8
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Upgrading 10.8 on Windows Server 2012 / 2016

The upgrade program can be downloaded from or through your normal PLDS channel.

The downloaded file is a compressed zip formatted document % . Once it has finished downloading, double-click the
zip file to unpack the contents to your computer.

Double-click the executable file (exe) to launch the installer.

Run Setup.exe from your original disk or downloaded file. 15 UC Services Setup f=lm =

Welcome to the UC Services
Installation Wizard

Note: The installer will automatically install the necessary
packages at the beginning of the installation if they do not
already exist on the system. These packages may include
Sentinel Protection, Microsoft Visual C++ Redistributable and
Microsoft .Net Framework 3.5. This process may take a while
depending on the required components.

Searching for irstalled applications.

Cancal

Once the Windows components have been verified, the following T UC services Setup P

screen will appear.

Welcome to the UC Services Installation
. . . . Setup Wizard
Click Next to begin the installation procedure.

Itis strongly recommended that pou exit all \Windows programs
before running this setup program.

Click Cancel to quit the setup pragram, then close any programs

Note: Clicking on the Documentation button will provide you AvAyA TR
with the default set of PDF documents which comprehensively g1 T P f v ARNING, Tric pogam s poectd by copioh l and
cover most aspects of Avaya IX Messaging.

Unauthorized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent possible under law.

< Back Cancel
If the installer determines that the administrator password is not e iy =] o
sufficiently secure (e.g. 1111), this screen will appear requiring it to AVAyA
be C h a nged The following infarmation is used by UC Services.
. W‘rhn Power of We™
The password cannot be left blank, it must contain both letters and Chllil e G L S

numbers, and should be at least 6 characters long.

wiise Installation Wizard®

< Back ‘[ Mext > J ‘ Cancel
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The preliminary information required for installation is now complete.  [Ficsmee s =l = ==
Ready to Install the Application AVAyA
Click Next. G0 The Power of We~

The required install configuration is complete. Click Mext to begin the install

“Wise Installation 'wizard (R]

Cancel

On the SSO Configuration screen, enable Legacy SSO. From the dropdown menu, enable the Providers that you
want your clients to be able to use to access Web Admin, Messaging Admin, Web Access, and Web Reports. Items
that are disabled will not appear during client login.

,' A Providers -

S Select 550 providers to be enabled
R4 Google

A UC 550 Configuration =1 W Enabie

i Client Id:
Made o “ l ‘

. Client Secret:

O Hybrid SSO (recommended) . | ‘
® Legacy 550 * Redrsct URL: [ | ucsso/completion aspx
o Office 365

Enable

Carfiguration
Providers: |Google Office365 Salesforce Avaya_Cloud Windows UC 1 I
g

Cliert Id: [ |

Cliert Secret: [ |

[7] Force user consent

-
. Rededt R || fcsanlcomstimas
Windows IX Messaging
*

. Windows (NTLM) I Messaging

A d Alow save credertials

. [C] Resolve user principal name

When clients / admins want access to these programs, they login using their credentials for one of the listed
programs. They must have an account with that application before they can login.

Select authentication provider Select authentication provider

Your home ssrver supparts multiple authentication Your home server supports multiple authentication

methods. Please pick the authentication method you methods. Please pick the authentication method you

want to use to identify yourself on the UC server. want to use to identify yourself on the UC server.
Google Google

] Office 365 (@ uc

&

AVAYA

» .
& T Windows

(& uc

Enable all that apply, then click OK.
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Click Save when finished.

Note: For complete details on using legacy and hybrid SSO, refer to chapter 25 of this document.

When the migration and other related configurations are complete, T UC Services setup P
you will see the following screen.

Completing UC Services Installation

Setup Wizard
Click Finish to complete the installation. etup Wizar

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
it The Pawer of We™ changes to take effect.

Restart
[[] View the install lag C:AUC_Services.log

< Back Cancel

You must restart the server to finish the installation. nstal x|
. This system must be restarted to complete the
Click OK to restart. installation. Click the OF. button to restart this

computer. Press Cancel to retum to 'Windows
without restarting.

QK I Cancel |

If you wish to restart your computer at a later time, click Cancel.

Note: For Windows operating systems other than Windows Server 2012 or Windows Server 2016, use the
Database Migration Tool chapter on page 461 for complete details on upgrading your system.
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Upgrading an Existing HA Installation

Use this section to upgrade an earlier HA version to Messaging 10.8 HA. Please make sure that your license has also been
properly upgraded.

Note: Click to learn about updating from a non-HA installation to full HA.

Important Notification

It is vital that the operator login to the voice server(s) being upgraded using the same [ Tcsverocomseang: =
username and domain / local administrator credentials that were provided during
the initial program installation (DCOM settings). If different credentials are used, the
database may become corrupted and it will be unrecoverable.

Select a Domain or Computer

(See Backup on page 464 to safeguard your files before proceeding with any [ =
upgrade.) ‘u .
During the upgrade procedure, when prompted for the DCOM settings, enter the ‘P”Wd

same credentials that were used in the initial installation. Dariim Passuord

Mote: the selected user must have local-administrator rights:

Ok

To determine which account was used, review Windows Services to see which credentials (“Log On as”) are attached to
the UC Voice Server service.

; Services == -
Eile Action View Help
P EEEEE EE R
% Services (Loca) |[FE a0 vieee local)
UC Voice Server Mame - Description  Status Startup Type  Log On As ~
54 UC MRCP Watcher Aserviceto.. Running  Automatic fredDomain‘fredsmith
Stop the service 1 UC OAlService Manual fredDomain\fredsmith
Bavse the service £ UC Remote Printer Running  Automatic fredDomain\fredsmith
Restart the service
L UC ReportService Generatesr..  Running  Automatic fredDomain‘fredsmith
L5 UC SCCSManager Automatic fredDomain‘fredsmith
£ UC Service Recovery Manag... Running  Automatic fredDomain\fredsmith
5 UC SIP Service Running  Manual fredDomain‘fredsmith
L UC SMSConnector Disabled fredDomain\fredsmith
L UCSSL Proxy Provides se... Disabled Local System
54 UC TapiService Manual fredDomain‘fredsmith
% UC TSE Cache Manager Disabled Local System
S UC TTSService Running  Manual Local System =
LA UC UCPCTIService Manual fredDomain‘fredsmith
£ UC Unified Messaging Syste... Running  Automatic sele sdagith
R S, VoiceSerer———Running utomtc @ radbomamiraterith ]
56 UC VPIMServer Running  Automatic v
\Extended /(Standard

Download the Upgrade

The upgrade program can be downloaded from or through your normal PLDS channel.

The downloaded file is a compressed zip formatted document % . Once it has finished downloading, double-click the
zip file to unpack the contents to your computer.
Double-click the executable file (exe) to launch the installer.
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Stopping and Disabling Services

1. To stop the Services, click on Start > Settings > Control Panel > Administrative Tools > Services. Double-click
Services. The Services screen appears:

8 services M= E3
fle  Action View Help
& |mbdc=H re nn
4 Services (Loca) £} Services (Local)
UL Background File Organizer : | i o
Stop the service ¥
Restart the service

ChUC LicenseXML Service Started Automatic

MitaiCH Disabled
Nuarce Servers Loader Starts local...  Started Automatic
Nuance Servers Loaders Manager  Starts and ...  Started Austomatic
L UC Office-Link Started Automatic
(£ UC POPIServer Started  Automatic
“CHUC Remote Printer Started  Automatic
\ELUC Service Recovery Manager Started Aukomatic
"G UC SIP Service Started  Automatic
2L UC SMSConnector Disabled
LCHUC TapiService Started  Automatic
{E),UC TSE Cache Manager Started  Disabled
L€}, UC TSE.Net Contacts/Calendar Service  Synchronaz.., Marual -
B o

B\ Extended AR

2. Double-click the service to be stopped (see page 476 for a list). The
Service Properties screen appears.

3. Click the Stop button to halt the service.

UC Background Task Manager Properties (Local Computer)

Genersl |LogUn| Recovery | Dependsncies |

Service name: UCBKT askMngr

4. From the Startup type dropdown list, select Disabled. Display name:  UIC Background Task Manager

5. Click OK. Desciptorc | j
Path to executable:
CAUCMUMST'\ReorgHelper.exe

Stastup type:

YYou can specify the start parameters that apply when you start the service
from here.

oK I Cancel
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Upgrade Procedure for High Availability

Warning: Ensure that the correct machine (Primary, Consolidated, Secondary) is being used at all times.

Hint: For safety, copy the DB, Messages and Prompts folders from the UC directory to the computer desktop.
Record the Startup Type of all services (Manual or Automatic) before proceeding so you can properly reset
them afterwards.

On the Consolidated server, stop and disable the UC Service Recovery Manager service.

On the Primary server, stop and disable these services: UC Voice Server, UC Background Task Manager, UC
Background File Organizer, DBWatcher. Stop UC SIP Service and UC FaxService.

Wait 2-5 minutes until all syncs are successful (in Mobiclient.log verify “Completed processing of download stream”).
On the Primary, stop and disable SQL Anywhere-MobiLink Remote_<computer name> (Mobilink).

Backup the database on the Primary server.

Gracefully stop and then start SQL Anywhere-ASADB_UC (database) on the Primary server.

Upgrade the Primary server to the current release of Messaging as per Installing the Upgrade on page 477.

Check that the SQL Anywhere-MobiLink Remote_<computer name> service is still disabled then restart the
Primary server.

Once the Primary server has rebooted, start the UC Voice Server service and check that the Primary accepts calls.

On all Secondaries, stop and disable these services: UC Voice Server, UC Background Task Manager, UC
Background File Organizer, DBWatcher. Stop UC SIP Service and UC FaxService.

Wait 2-5 minutes until all syncs are successful (in Mobiclient.log verify “Completed processing of download stream”).
Stop and disable SQL Anywhere-MobiLink Remote_<computer name> (Mobilink) on all Secondaries.

On all Remote CSE servers, stop and disable the UC TSE Cache Manager service.

On the Remote Admin servers, close all remote admin connections.

On the Consolidated, stop and disable these services: DBWatcher, MobliLink_Consolidated_<computer
name>(Mobilink), UC Unified Messaging System Tasks Service, UC Background Task Manager, UC VPIM Server.

Backup the database on the Consolidated server.

Gracefully stop and then start the SQL Anywhere-ASADB_UC (database) service on the Consolidated.
Upgrade the Consolidated server to current release of Messaging as per Installing the Upgrade on page 477.
On all Secondaries, backup the database.

Gracefully stop and then start the SQL Anywhere-ASADB_UC service on all Secondaries.

Upgrade all Secondaries to the current release of Messaging as per Installing the Upgrade on page 477.

After the upgrade to the Consolidated server has completed,
and restart the server.

On both the Consolidated and the Primary servers, stop and disable DBWatcher. Then start
Mobilink - Consolidated on the Consolidated server, and SQL Anywhere - MobilinkRemote on the Primary server.

Wait until the Primary has synchronized with the Consolidated server (in the Mobiclient.log file, verify “Completed
processing of download stream”).

Restart one-by-one all Secondaries after the upgrade is complete. Stop and disable DBWatcher and start the
SQL Anywhere - MobilinkRemote services.

Wait until all Secondaries have synchronized with the Consolidated server.

On the Consolidated, Primary, and all Secondaries start all UC Services .
Upgrade all Remote CSE servers to the current release of Messaging as per Installing the Upgrade on page 477.
Start the Remote CSE servers.

Enable and start UC Service Recovery Manager services on the Consolidated server.

Upgrade all Remote Admin servers to the current release of Messaging as per Installing the Upgrade on page 477.
Return all services to their original Startup Type and restart.
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Installing the Upgrade

Run the update program. The following screen appears. 25 UC Services Setup ==

Click Next. Welcome to the UC Services Upgrade Setup
Wizard.

Itis strongly recommended that you ext al Windows programs
before running this Setup Program

AVAyA Click Cancel to quit Setup and close any piograms you have
running. Click Nest to continue with the Setup program

& The Power of We™

'WARNING: This program is protected by copynght law and
international treabies

Unauthorized reproduction o distribution of this program, or any
portion of it, may resull in severe civil and crimnal penalties, and
will be prosecuted to the manmum extent possible under law,

Cancel

If the installer determines that the administrator password is not 1 UC Services Setup (== =

sufficiently secure (e.g. 1111), this screen will appear requiring it to

be changed The following infarmation is used by UC Services. AVAyA
. W‘(ho Power of We™

Admin console default user canfiguration. Please enter pour

The password cannot be left blank, it must contain both letters and e o
numbers, and should be at least 6 characters long.

Peine
i

“wiiss Installation \wizard®

< Back ‘[ MNext > J ‘ Cancel |
Enter the primary location from which most telephone calls will be i D (=] & =
placed. This will normally be where the corporate office is situated. Calling Location Settings AVAYA
Additional dialing locations and rules may be defined after the L BRI B e Sefvices g T Pow ot W

installation is complete.

Please specify the location from which your system will dial

Select the country from the dropdown menu, and enter the area
code in the space provided. | &

Click Next to continue.

Area Code I

Note: If the Phone and Modem Settings under Windows Control
Panel have already been configured, steps step 2 and step 4 will Wice nstallaion izaido
]

not appear. The values entered there will be used automatically. <Back [ Hews Cancel

The preliminary information required for installation is now FE e e =] = =
comp lete. Ready to Install the Application AVAyA
WTM Power of We™

Click Next.

The required install configuration iz complete. Click Next to begin the install

‘wise Installation ‘wizard (R]

sBack [l Mewo | [ Cened
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Applicable services will be stopped by the program.

The wizard will continue with the upgrade.

When finished, the following screen will appear. Click Finish to
complete the upgrade.

You will be reminded to start the Mobilink service on the
Consolidated server before you use the program.

When prompted to restart the server, choose Cancel and return to the sl x|
appropriate step of the Upgrade Procedure for High Availability on page 476 of

this manual.

Upgrading Avaya IX Messaging High Availability Installation

Installation

c’d Stopping Services. Please wait...
4

: Eﬁl Please wait while Windows configures UC Services

Time remaining: 0 seconds
ENENENENENNEENENNNENEEEEEEN Cancel I

15! UC Services Setup =l =] =

UC Services has been successiully completed.

Press the Finish button to exit

FAV/AV/

PG Tha Power of We™

Cancal

x4

Please remember ta enable the Mobilink
semvice after the conzolidated server haz been
upgraded

Thiz system must be restartted to complete the
installation. Click the QK buttan to restart this
computer. Press Cancel ta retumn to "Windows
withoult restarting.

oK I Cancel

Note: Remember to restart all services that were stopped. Or reboot each server to restart the services.
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Upgrading from a non-HA Installation

Use this section if you have an existing Avaya IX Messaging installation that you want to upgrade to High Availability.
Please make sure that your license has also been properly upgraded.

Note: Click to learn about updating a full HA to the latest version.

Update to 10.8

Before installing High Availability, Avaya IX Messaging must first be updated to the latest 10.8 release. See the appropriate
sections of this manual for detailed information on updating Messaging.

® Avaya IX Messaging 9.X+ to 10.8 Upgrade (SIP) on page 461.

Upgrade to HA

Once Avaya IX Messaging has been updated to 10.8, High Availability can be installed.
The High Availability system requires at 3-10 computers to act as servers: 1 Primary, 1-19 Secondary, and 1 Consolidated
servers.

Primary Voice Server

Warning: The Primary Voice Server must be the first server installed on an HA system.

The machine where the Single Server version of Avaya IX Messaging is installed will become the Primary Voice Server
under HA. The licenses for both versions reside on this machine.
On the Single Server computer, launch the Messaging installation wizard.
You will be asked whether you want to repair the current installation, to modify the current installation, or to remove
the program from the computer. Choose Modify.
Click OK to continue.
The installation wizard will run. Continue with the Primary Voice Server installation procedure.

Consolidated Server

Once the Primary Voice Server is running, the Consolidated Server can be installed.
On the Consolidated Server computer, launch the installation wizard and follow the setup process.

Secondary Voice Servers

After the Primary and the Consolidated Servers are ready, all of the Secondary Voice Servers can be installed.
On all of the Secondary Voice Server machines, launch the installation wizard and follow the setup process.
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Sharing the UC Folder

It is necessary to share the UC installation folder so that all of the programs and users have the required access.
The following user accounts require full permissions to the UC folder:

UCIIS (local) - thisis called UCIISUser.
DCOM (user) - the name of the domain user with admin rights on the local machine.

Follow this procedure on the Primary, the Consolidated, and on each Secondary server on the system.

Also share the folder if you are using a Remote Web Server.
If you are using Remote CSE Servers, the folder only needs to be shared with the DCOM user.

Procedure

Locate the UC folder in Windows Explorer, then Right-click > Properties > Sharing.

. DB Properties
" General| Sharing Secunty | Previous Versions | Customize
.
= = Network File and Fokder Sharin,
S Local Disk (C) 2= g
uc

Home  Share  View Open | " | Shared
© + 1 | v ThisPC » Local Disk Open in new window | v & [ seorch Ll pisk () Metwork Pat
{

Not Shared

Share with v g *
¥ Favorites Name . . |ed Type Size
= Restore previous versions Share
B Desktop RealSpeak x File folder
Syhiase Include in library F\lE"!‘('EI’
& Downloads -y Advanced Sharing
uc, Riio Stert Fil® folder

2l Recent places - _ Set custom permissions, create multiple shares, and sef othar
User Sendto ile folder advanced sharing options
L :
i r Windd! Cut

1PM 4 Filefolder

o Advanced Sh; 5
- | Mitai i Text Document v =k,
I | NGB oAt st Text Document
| Nuance i Text Document
elete
| sb17Log ¢ Text Document
ename
| UC_ Services Text Document 85
Properties

19items 1 item selected

Click Advanced Sharing. Enable the Share this folder checkbox.

Advanced Sharing -

_D> Share this folder

Settings
Share name:
[ue |

Add Remove

Limit the number of simultaneous users to: 167772

Comments:

Permissions I Caching

[ ok |[ concel [ A |

Avaya IX Messaging Server Installation Guide




Upgrading Avaya IX Messaging High Availability Installation

3. Click Permissions, and Add the required users, giving each Full control of the folder.

Remove the user Everyone.

{5 Permissions for UC

Share Pemmissions

Group or user names

2 uclisUser

2, DCOMadmin (sdmin_name@domain.Jocal]

)

]

smissions for Everyone Allow Deny
Full Cortrol O
Change O
Read O
oK | [ Cancel || Aoy |

4. Click Apply and return to the Windows desktop.
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MWI Configuration

By default, during a failover condition, the Message Waiting Indicator (MWI) functions are not automatically re-routed to
the alternate servers.

You can manually enable this functionality.

Note: This configuration is optional.

® Add a new line to the ETSIPSERVICE.INI file found in /UC/Configuration folder.

Iem= Configuration = L=l -
Home  Share  View 2]
© - 1 ‘ » ThisPC » Local Disk (G} » UC » Configuration 5 c,| | Search Configuration ) |
% Favorites MName Date modified Type Size
B Deskiop 4] ETSIPSenvice.ni <— Configuration sett.. 3KB
I8 Downloads £ ETSIPService ini Configuration sett... 168

% Recent places
/& This pC

€ Network

2items

® Open the INI file with a text editor (e.g. Notepad). Locate the PBX section and append the following line:
Fail Over=Yes

® Ensure that Keep Alive is also enabled ( Keep Alive=Yes).

ETSIPService - Notepad SEIES

File Edit Format View Help
[PRx1]

»-IP =192.168.6.1,192.168.9.2,192.168.9.3 E
UDP Port =5068

TCP Port =586@

Register =No

Dialing progress=Yes

PBX Name=Dialogic Media Gateway
Channels=1-118

Comma Timeout=2008

Digit Duration=100

Interdigit Timeout=588@

Cut Reguest URI=@

Voice Port Alias=Anonymous
Blind Call Timeout=38680
Outbound DTHMF=3

DTMF Payload=181

IDMS Mode=@

From Field=LOCAL

Paging Zon

< wm >

e Verify that there are at least 2 IP addresses listed under IP. These are for your PBXs and can be entered here if
necessary, or configured through the SIP Configurator.

® Save the file and reboot the server.

Note: This must be done on each voice server (the Primary and all Secondary servers) in the array.
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In This Chapter:

488 Introduction

488 Requirements

489 Preparation

489 Backup

489 Messaging Installation
490 Migration Procedure (SIP)
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Introduction

Many users of Messaging may opt to upgrade their hardware while upgrading the software. Unlike a simple upgrade, a
migration also involves moving the Messaging server to a different computer in addition to updating the software. To
support these customers, a database migration tool is included with the Messaging installation package.

Regardless of what version of Avaya IX Messaging you are starting from, the migration procedure is largely
the same. Extra steps specific to a certain version are added where indicated.

Single Server (SS)

Current version 9.x and later (SS) updating to 10.8 (SS)
High Availability (HA)

Current version 9.x and later (HA) updating to 10.8 (HA)
Current version 9.x and later (SS) updating to 10.8 (HA)

Warning: The database update and migration process may take a long time to complete (up to several hours)
depending upon the size of the database. Please ensure that you allocate enough time for this procedure.

Requirements

Requirements Details

License

Software Existing Officelinx 9.x and later system with proper database
and

Avaya IX Messaging 10.8 software and license

Operating System Windows Server 2012
Windows Server 2016
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Preparation

Backup

It is strongly recommended that you back up certain files from the \UC folder on the old system before starting the
migration. The following folders should be backed up to a safe location:

e C:\UC\DB

e C:)\UC\Messages

e  C:A\UC\Prompts

Note: Check the Internet Information Services (IIS) on your PC to ensure that the FTP Server is installed and
running.

Note: Close all Server-related programs (i.e. IXM Admin, UM Monitor).

Messaging Installation

Before migrating the data from the old server, Messaging must be installed on the new server(s). For more information
on installing Messaging, consult the appropriate chapters in this guide.

® Windows Server 2012 on page 105.
® Windows Server 2016 on page 51.
® High Availability on page 159.
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Migration Procedure (SIP)

Once all of the preparations have been made, proceed with the migration of the data files to the new Avaya IX Messaging
10.8 server.
On the new server, stop all Messaging services, then delete the EEAM21.db and EEAM21.log files found in the

UC\DB folder.
Also delete any transaction log files in this directory. Transaction logs have a name similar to 140504AA.log.

== o )
[ v‘ » Computer » Local Disk(C) » UC » DB - | + Search DB pel
i P +
File Edit View Tools Help
Organize » Include in library + Share with = New folder B 0 E@-

B Desktop “  Name Date modified Type Size
03/10/2019 4:05 PM  Application

05/05/2019 1:12PM  Data Base File
05/05/2019 1:12PM  Text Document

&8 Downloads
% Recent Places |E

B Desktop

7T ExtemelCL.aN 28/04/2019 11:00 ..  Application edens... 16¥B

”,::::;Em B3 Languagelnstall.exe 18/07/20192:15 PM  Application 116 kB
= || Languagelnstall.log 20/04/2019 3:32 PM  Text Document 13KB
‘_: :::u':es 13 UpdateData.exe 28/04/201910:46..  Application 540 KB

Copy the DB file and LOG file from the \UC\DB\ folder of the old server to the same folder on the 10.8 system.

To keep the same Company Salutation, Personal Prompts or Messages from the old system, copy those files to

the appropriate folders on the new system.

On the old server, Messages will be stored in \UC\Messages, Greetings will be stored in UC\Prompts\Personal\, and
Company Salutations are stored in the UC\Prompts\Company folders.

Messages should be copied to the new 10.8 system's Messages folder (\uc\messages\), personal prompts to the
prompts folder (\uc\prompts\) and so on.

Note: For Company Salutations, the name of the file must be unique since the new 10.8 system already has
existing salutations. If there is a conflict between file names, you must rename/renumber the previous
system'’s files before copying them into the 10.8 folders. Please keep in mind that changing the file names
may cause your old DB to use incorrect salutations. You must manually change the salutations from the
Admin Console after migration to resolve the issue.

Copy a DSNConn.cfg file from a \UC\DBbackup\X folder, where X is the number of the day of the week the backup
was taken. Copy the file from any one of these folders and paste it into the \UC\DB\ folder on the new server.

From the original installation files, copy the Migration_Utility.exe file to the \UC\DB\ folder on the new server.

Note: In an HA environment, the server migrated using this utility will become the Primary server on the
new HA system. The Consolidated and Secondary servers must all be fresh installs; no migration is
required.

Run (double-click) the application that you have just copied. The 1) Migration Toal =l = =

Migration Utility Wizard will start.
Welcome to Migration Tool Utility.

This program wil migrate the database on pour computer.

The system will be stopped and any existing
data will be lost.

AV ﬁ a Itis strangly recommended that you exit all ‘windows programs
befare running this setup pragram.

G The Power of We'

Click Next to continue.

Click Cancel to quit the setup program, then close any programs
you have mnning. Click Next to continue the installation,

WAANING: This program is protected by copyright law and
intemational treaties

Unauthorized reproduction or distibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
wil be prosecuted to the maximum extent possible under law.

] Cancel
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Ensure that the Run conversion utility... checkbox is disabled. 9 Migration Tool

Click Next.
I~ {Run conversion utility (salutations, prompts, messages) i
FAV/AV/N
s The Power of Wa™
Click Cancel to quit Setup and close the program you have running.
Click Mext ta continue with the Setup program.
Documentation < Back = : Cancel
The application will stop the necessary services before proceeding.

== Stopping Services. Please wail
.

Your database will first be unloaded to prepare for the migration. This process
may take a while depending on the size of your database. Please be patient. S R

Once the unload process is complete, the application will migrate the database.
This process may take a while depending on the size of your database. Please be B e
patient.

Files will be moved and replaced accordingly.

Capying file:
C:AUCLogshDbiMigration_Data_7_to_8_sudit zql

You will see this screen when the process has completed. ) Migration Tool

Migration Taol has besn suscessiuly completed

Click Finish to exit the Migration Wizard.

Priss the Finish button to exit

FAV/AV/

G The Power of We'

¢ Back Finish || Cancel

When prompted, click OK to restart your computer.

This spstem must be restarted to complete the
installation. Click the OK button to restart this

computer. Press Cancel to return to Windows
without restarting

Cancel

The old database is now ready to be used with the new 10.8 system.
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In This Chapter:

496 Introduction

496 Requirements

497 Dedicated CSE Server Installation

506 Configuration For Remote CSE server installations
506 Configuration For Remote CSE server installations
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Introduction

Dedicated CSE Server Installation

Due to a physical limitations on the server for the number of users who utilize the UC function, you must install
additional dedicated CSE servers in order to increase the limit of UC users. The dedicated CSE server will handle CSE
related jobs relieving the voice server of these tasks. In order to add a dedicated CSE server to your system please follow

the instructions in this document accurately.

Requirements

Requirements

Details

License

Software

Existing Avaya IX Messaging system to integrate with.
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Dedicated CSE Server Installation

1. On the computer designated as the Remote CSE Server, open the Windea Inatalla
Avaya IX Messaging folder on your server hard drive and run T
Setup.exe to launch the installer. L

UC Services Setup [=To s
When prompted, click Next.

Welcome to the UC Services Installation
Setup Wizard

Documentation Nest > Cancal

2. Enter the DCOM user info (domain user account which has local administrator Y UC Server DCOM Settings | )
rights). This is required by services which use local administrator rights. %

Click OK after entering the credentials.
Select a Doman o Computes
[fourbomain
Users of YourDomain
[Administrator
Password

L«

L

T
[

Confam Password
[
h‘:le the selected user must have local-admnntrator nghts

Ok

3. Review the license agreement. Click Continue, enable the | accept the license agreement checkbox, then click
Next.

& UC Services Setup [=To s
R AVAYA

o4 MUST agres wilh the kcense agreements bekw o
o T UC Services Setup [=To s

V’El‘wh-" 20162017 Avaya Inc Al right:

Avaya Giobal Software Licerse Tenms (0

and the Avaya Logo are rademarks ol Av certainps  License Agreement
trademark: the © o Th are regish or trads| S ek s
respectively, of Aviya . Al ofher trademarks are he propedy of feif respective ownd i T BPES with e banse B
AVAYA GLOBAI. SOFTWARE LICENSE TERMS
: May 1, 20 v. End User s i cestain Software may cortasn programming Mat (i) .,

NSE TERMS ("SOF TWARE LICENSE TERMS™] restncts, bmats andior disablos: access 1o cortan features, unctionality or capacity of s
E AND THIRD-PARTY PROPRIETARY SOFTWAJ! 1o the End User makang payment for boerse:
SOFTWARE LICENSI R AREFULLY, N |} deledes or archives data generated by use of @
DADING OR USING VHt s TWARE (A4S DEFIMECH] not backed wp on an alemave storage medium afler a certasn penod of bme: oc i) may rely on a iird
, HLOADING OR USING FTWARE party analtics senace 1o colct and generate aggrogated User data which Avaya Uses 10 Impeove product
OM BEMALF OF YOURSELF AND THF FH'nW FORWHOM YOU #| perfarmance and its functionality, Phease refer 10 the folowr

¥ AS "YOU," "YOUR," AND "El| Nip fwiww Qoogie com/penacy hmi (of such SUCoessor sil
NDATIONS AND CREAT|| Software License Tenms and continued use of e Software.
158 of 5uch An analydes senice 10 analyoe such data

{

Google) By acceptng these
e, OF SUbSCNphon, You consent 10 the

W. Miscellaneous Those Softwre License Teems and any dspute, Chum of Conioversy ansing mt of or
relating 1o these Software License Tems ("Dispute), including wihout imitation those relatng
feemanon, sberpretabon, breach o Sermenation of hese Software Licerse Tems, of any issue ng
whethar a Drspute 1S subyedt to arbarabon under these Software License Terms, wil be governad by New

Bagrinmg of e karise

<Back Head >
_>. | ccept the koanss 3

| o not accept e boense o

Wise Irstalaton Wizard®

< Back Cancel
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4. You will be asked to select the destination directory for the
installation. You may change the hard drive destination through the
drop down menu. By default, the installation will create a UC folder
on the Cdrive.

Click Next to continue.

5. Enable Multiple UC Servers in High Availability.

Click Next.

6. Select Remote CSE Server (only)
(formerly the Imap TSE server).

Click Next.

7. Enter a number between 1-25 for this server.

If you configure multiple CSE servers, each must be given a unique
number; no two servers can share the same number.

Avaya IX Messaging supports up to 4 CSE servers.

Click Next.

Note: Each CSE server can support up to 5000 users.
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Wise Instasaton Wizard®

5 by clicking Cancel 30 mat the Wise

5o |
AVAYA

Mmm«uuwo'

o5 11 the Tollwing dive

Documentation < Back Hed > Cancal
8 UC Services Setup [=[o N
Main Meru AVAyA
Floas sokct Mo desred instal
M The Power of We
Sngo LIC Servr
—> ) Multipla UG Servars in High Avakatidty
X Messaging Cloud Gateway
Wige Instalahon Wizand®
Documentation < Back Hedt > Cancal
] UC Services Setup [=[o =N
- AVAYA
Grapsf The Power of We™
Ploase plect the Server you would B bo irslall
() Primary Voica Serves
(T Secaondary Voios Server
(O Corsoldate Database/Fis Server
—>m Remote Imap TSE Serves forky]
() Rimats b Appication ssever [ank)
(T} Rremote Report Server fonk]
‘Wise Instaliation Wizard®
Docurnentation < Batk. Hed > Cancal
P UC Services Setup [=[o =N
Remote CSEServer Avaya
Grppaf The Power of We
Flease enter @ numbsar 20 represent thes paricular Server

Documentation < Back

Hewd > Cancsl




Dedicated CSE Server Installation

8. Enter the IP Address of the Primary server. ] UC Services Setup [-To =l
Click Next. The folleng nfomaahon is used by UC Servces AVAyA

;’ﬂ The Power of We'

Ploaze erter the IP Address of the Primary Vicice Server.

i < Back Heod > Cancel
9. Select the Components required at your site. Disable any 2
components that are not needed. SelectFestures
Click Next. = -
2] IMAP_TSE

Wise Instasaton Wizard®

Dxsk Cost Beset Back et Cancal
10. Unless the Primary Server has been upgraded from a Single Server A UC Services Setup =E
configuration, choose No. Distibuted Upgrade /-\VAyA

;M?(u The Power of We'

Click Next.

uater been upgraded from a Single Vioks Serverto a

LAl
Wi Wizard®
Documentaton < Back Heod > Cancal
11. Enter the IP Address for the Consolidated server. 2 UC Services Setup [=[o .
Consclidated Server 1P Address AVAyA
Cl |Ck Next The follremag informahon 15 wsed by UC Servces G T Do WY
Piaase snter e IP Address of the Consoldated Database Senver
1P Addrass 152.168.
Documentation < Back Head > Cancal
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Select the Email Server Type from the list of available options. This  [& UC Sarvices Setup =E |
allows the system to set basic parameters which help to improve A AVAVA
performance and reliability. Whats e B o e 190 M VETIST RN o g e ol W
When ready, click Next. Google Apps
Lotus Notes
= Exchange
Note: Each Remote CSE Server supports a single email type (e.g. Sl 02
Exchange, Office 365, Gmail, etc.). If more than one email type is ey
required, the Consolidated Server cannot be used for ohed

. . None
synchonization.

Wite Instalaton Wizard®

Documentation < Back Bt > Cancal
The preliminary information required for installation is now complete. & UC Sarvices Setup =E |
) Ready to install the Appication AVAyA
Click Next. Grp The Power of We

s thi install

Wi Iry Wizard®
< Back Heod > Cancel
The selected components will now be installed. This process may 1 UC Services setup FEEE
take a while. Updating System y
The features you selected are cunently being installed AVA A

Gnf° The Power of We

Wiiting system registiy values...

Key: \Wiriting system registry values..
Name:

Walue:

Wise Installation wizard (R] -

Click Finish to restart the server. T UC Services setup E=E

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the Setip Wizard

Restart check box, then click Finish.
LIC Services has been successhully installed

Click Finish buttan to exit this installation.

iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel
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This alert is to remind you to properly share the UC installation folder.  prosmrarrmmprs >
Click OK to restart the com puter Pleaze don't farget to share the &:\UC folder

f il E and allovs Full Control to the falder after server
(see page 256 for details). initallation finizhes.

The Remote CSE server installation is complete.
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Configuration For Remote CSE server installations

Once you have finished configuring the dedicated CSE server, you must configure your voice server to finalize the
changes.

On the Consolidated and the Remote CSE servers, locate the CSE.EXE config file in the UC/UCCSE folder. Edit the
file using Notepad or similar text editor.

Locate the entry for <setting name="Primary Instance”>. Ensure that the value is False. Change the value if
necessary, then Save the file.

& CSE.exe - Notepad =|id -
File Edit Format View Help
| <setting name="Concurrencylevel" serializeAs="String"> Al
<valuerl</value>
</setting>
</UC.CSE.DBCOM.Properties.Settings>
<UC.CSE.Synchronization.Properties.Settings>
<setting name="DirectorySync” serializeAs="String">
<value>False</value>
</setting>
<setting name="CalendarSync” serializeAs="String">
<value>False</value>
</setting>
<setting name="ContactsSync" serializeAs="String">
<value>False</value>
</setting>
<setting name="ProfileReloadInterval" serializeAs="String">
<value>3600000</value>
</setting>
setting name="PrimaryInstance" serializeAs=
<value> -

<setting name="MessagesSync" serializeAs="String">
<value>True</value>
</setting>

On both of the Consolidated and the Remote CSE servers, open the Registry.
Right-click the Start menu, select Run and enter regedit in the space provided. Click OK.

On 64-bit operating systems, scroll down to
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Generic\UMS\IMAPTSE\Cache.

On 32-bit operating systems, scroll down to
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Generic\UMS\IMAPTSE\Cache.

Verify that the value for Primary is 0.

e g Registry Editor |L|£-

Eile Edit View Favorites Help

4 Generic ~ | Name Type Data
4 ums 3b](Default) REG_SZ (value not set}
DBWatcher T CPUMax REG_DWORD 0x00000000 (0)
Featuresinstalled a¥)FidLanglni REG_SZ e\UCIMAPTSEVIMAPLANG.INI
4 ). IMAPTSE ¥ ogFileName REG 57 e\UC\LOGS\IMAPTSE\TSECMGRYYYYMMDD. txt
'—> Cache %LogLevel REG_DWORD 0x00000000 (0)
Eeam %] MaxEeams REG_DWORD 0x00000010 {16)
License

[TV ) QLo ouoon L

ReargHelper
VFarmat
VoiceServerinstall

REG_DWORD 0x00000000 (0)

! 5 U}
REG_DWORD 0x00000001 (1)
1| TSEHPPTHRD REG_DWORD 0x00000001 (1)
%/ TSEHPPTIME REG_DWORD 0x00001388 (5000)

Microsoft
b 0ODBC
Policies
RegisteredApplications
[; SAP
L SNIA
[ Wise Solutions
r SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG
< m >
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Genericd\UMS\IMAPTSE\Cache

Restart the server to complete the configuration changes.
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Open a Feature Group in the IXM Admin program. On the 1, Feature Group B
Synchronization Options tab, in the TSE Location text field, type = Eeesee

. . £ %= @] o] ] |n]

in the computer name of the Remote CSE or the Consolidated

servers. General | Storage Options | Notification Options | TIransfer Options | Transter Types |

Mailbox Options | Message Options  Sunchronization Options | DID Properties | Speech Options |
—

mi 1: Default Users

MAPAccount | CalendarMode  |SyncwithMal 507
bocountPassword [ MaxCornectons [3
Confirm Password l— Max Mo Of Logons l3—
MaPSerer | =] SendURL [Nore =]

Synchionization Setting;

[ Inbos folder Syne: prioiity Medium -

[~ Call History Msgs per Sync Cycle [10
[V System folders TSE Location
¥ Custom folders I Update Message Status Fram

% Contacts [=]

From Control Panel > Administrative Tools > Services make sure UC TSE Cache Manager Properties {Local Computer) HE
that the UC TSE Cache Manager service on the voice server is set to General | Log On | Recovery | Depentncies |

Disabled. If this service is running on the voice server, it will interrupt the
dedicated CSE server.

Service name: UCTSECMGR

Display nare: |UE TSE Cache Manager

Desciplion | =
Path to executable:
CAUCHmaptse\TSECMar. exef
Startup tupe: IDlsabIed j
Service status: Started

Start | Stop | Bause Besume: I

You can specify the start parameters that apply when pou stark the service
from here.

Start parameters: |

ok I Cancel Apply
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1 8 DEDICATED WEB SERVER
INSTALLATION

In This Chapter:

512 Introduction

513 Dedicated Web Server Installation

520 The Remote Web server installation is complete.
520 The Remote Web server installation is complete.
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Introduction

Dedicated Web Server Installation

The Dedicated Web Server allows you to separate web portions of Avaya IX Messaging from the voice server so that you
to balance the work load on each system and facilitate a customized network environment. Most web related Messaging
features, such as Web Client or UC Gadgets will all be available from the dedicated web server.

Warning: You must have IIS installed and running on your operating system in order for the Dedicated Web
Server to function. You may refer to below sections for details regarding IIS requirements.

Requirements

Requirements

Details

License

Software

Existing Avaya IX Messaging system to
integrate with IIS installed on the OS.
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Dedicated Web Server Installation

1. On the computer designated as the Remote Web Server, open the Windea Inatalla
Avaya IX Messaging folder on your server hard drive and run T
Setup.exe to launch the installer. L

UC Services Setup [=To s
When prompted, click Next.

Welcome to the UC Services Installation
Setup Wizard

Documeantation Heed > Cancal
2. Enter the DCOM user info (domain user account which has local Y UC Server DCOM Settings B

administrator rights). This is required by services which use local administrator

rights. %

Click OK after entering the credentials. e -
Users of YourDomain
[Administratar =
Password

r
Confam Password
[
Note: the selected user must have local-adminntrator nghls

Ok

3. Review the license agreement. Click Continue, enable the | accept the license agreement checkbox, then click
Next.

# UC Services Setup [=To sl

) ot ol UC Services Setup [= o

Avaya Clobl Sofware License Terms (05012017v1) © 2016.2017 e nc Alrighe
a7 the Avarya Logo are af certainps  License Agreement

traerma the ® ce TM are or tra] e e
respectivaly, of Avnya . Al oher trademarks are the propedty of heit respective ownd (i P! BFE with the oanss Beenents bek

AVAYA GLOBAL SOF TWARE LICEN SE TERMS
REVISED: M 1.2017 v. End User e that certain Softare may cortas programming fat (i) .
S restricts, bmits andior disables: ccess 1o cortasn features, anctionalty or capacity of such Software s
10 the: End Liser makng paymert fof boense:
deledes or anchives data generated by use of oftware and stored on the appk
not backed up on an allemative storage medum afler a certasn penod of bme; o
party analtics senace 1o collect and generale aggrogated Usar data which Avaya uses 10 Impeove product
performiance and its funchonalty, Phease refer 1o the wrg wekreate ot more information
it e QOOGHE COMDERACY HTH (Of SLCh SUCCRSSON it &S designated by Googhe) By acceptn) thase
Software License Terms and continued use of he Software, serace, of SUbSCIphon, You consent 10 the
15@ of 5uch An analydcs senice 10 analyoe such data

rocaed

W. Miscellaneous These Software License Teems and any dispute, ckm of contioversy ansing out of or
Telabng 10 these Software License Terms ("Dispute”], incuding wiout STitaton those relsng

feemanon, serpetabon, Breach or Sermination of hese Soitware License Temms, of afry issue legarsng
Wizard® whether 3 Dspuse 1S Subyedt to aIbarabon under these Software License Terms, il be govemed by New

the

Bagrinmg of e karise

< Badk Head >
_>o | ot the koanse

| o nat accept e boense

aernant

< Back Cancel
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4. You will be asked to select the destination directory for the e UC Services Setup [=[o
installation. You may change the hard drive destination through the Destinston Diive AVAyA
drop down menu. By default, the installation will create a UC folder PRIATE D e G T P of We-

on the C drive.

5 n the Tollawing ditve:

Click Next to continue.

Wise Instasaton Wizard®

Documentation < Back Nest > Cancal
5. Enable Multiple UC Servers in High Availability. ] UCSanizas Setup [=o

Snge UC Senr

—> ®) Multipla UG Servars in High Avatatidty

D Messaging Cloud Gateway

Wite Irstalaton Wizard®

Documentation < Back Hedt > Cancal
6. Select Remote Web Application server (only). B UC Services Setup = |

s AVAYA

& T :
Erprs The Power of We

Click Next.

Flaaze select e Server you would ke to mstak

Secondary Voice Server
Corsobdate DatabaseiFie Server
Raneti Imap TSE Server (o)

—> &) Fiornte Wib Apy

Remote Ripart S

s Sever {only]

Wise Instaltation Wizard®

Docurrmntation < Back Neot > Cancel

7. Enter a number between 1-14 for this server. B UC Services Satup EE

T AVAYA

& T i
Erprs The Power of We

If you configure multiple Web servers, each must be given a unique
number; no two servers can share the same number.

Fease anter a number fo represent thes particular Senver

Avaya IX Messaging supports up to 14 Web servers.

Click Next.

Wise Instaltation Wizard®

Documentation < Back Neott > Cancel
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8. Enter the IP Address of the Primary server. 2 e Catiees Seip [=[o
Master Voice Server IP Address AVAyA

The follwing infomahon s used by UC Seraces

Click Next. Grppaf The Power of We

Ploaze erter the IP Address of the Primary Vicice Server.

Wita Irs! ' Wizard®

Documentation < Back Heud > Cancel

9. Select the Components required at your site. Disable any B e ) = |
components that are not needed. ectFostures
M e AVAYA
Ergrst The Power of We™

Click Next. _ - .
PR i sz Seove| e

=] Wb Appd Unified Messagng Senver

This featuns wil be mstaled on the local hard
drive

Tres feature requres 385458 on your hard dive
Ithe 1 subfeatures cted. The
subfeatures requine 166ME onyour hard diive

‘wise Instaltation Wizard®
Ditk Cost Besat < Back oot > Cancel

10. Unless the Primary Server has been upgraded from a Single Server A UC Services Setup =E
configuration, choose No. Distibuted Upgrade /-\VAyA

The follvemng into
;M?(u The Power of We'

Click Next.

been upgradad from a Single Viok

< Back Hesd > Cancal

11. Enter the IP Address for the Consolidated server. A UC Services Setup [= 1o
Consolidated Server IP Address AVAyA

The follremag informahon 15 wsed by UC Servces

Click Next. G The Power of We

Piaase enter the IP Address of the Consoldated Database Senver

|P Addrass 15216

n Wizard®

Wit I

Decuemantation < Back Hesd > Cancal
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The preliminary information required for installation is now complete. [& UC Sarvices Setup =E |

Ready to install the Application
Click Next. AVAyA

A ]
G The Power of We

it 80 bagin tha nstall

Wiss Iratalation Wizard®

The selected components will now be installed. This process may 9 UC Services setup = ERES

take a while. Updating System AVAYA

The features you selected are cunently being installed
Gnf9° The Power of We

wiiting system registry values

Key: Witing system registry values
Name

Yalue:

Wise Installation 'wizard [R]

Click Finish to restart the server. T UC Services setup == =

Completing UC Services Installation

If you wish to restart your computer at a later time, disable the et wia

Restart check box, then click Finish.

UC Services has been successhully installed

Click Finish buttan to exit this installation.

VAV

‘Yo must restart your system for the configuration
iyt The Pawer of We™ changes to take sffect.

Restart
[[] Wiew the install lag C:\UC_Services.log

< Back Cancel

This alert is to remind you to properly share the UC installation folder. About UC Fol T >
Click OK to restart the com puter Pleaze don't farget to share the &:\UC folder

for d i E and allovs Full Control to the falder after server
(see page 256 for details). initallation finizhes.

The Remote Web server installation is complete.
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In This Chapter:

522 Introduction

522 Available Languages

523 Upgrade Preparation

523 Backup

523 Stop Messaging Processes

523 Downloading the Files

525 Language Pack Installation

531 Deleting Languages from the Server
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Introduction

By installing a language onto an existing Messaging system, you will be able to address the needs of specific regions and

audiences. This transforms the Messaging suite into a full fledged localization solution for organizations dealing with
audiences with multiple language requirements.

Available Languages

One language (English) is included with the program installation package.
The following table lists the languages available.

English English TTY German Spanish
English UK French Italian Spanish EU
French EU Portuguese BR

This table shows the languages available for use with the Text-to-Speech Engine (TTS), and Automatic Speech Recognition

(ASR).
Language Regional Variation (if any)
English (program default)
English AU Australia
English UK United Kingdom
French North America
French EU Europe
German
Italian
Portuguese BR Brazil
Spanish Americas
Spanish EU Europe
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Upgrade Preparation
Backup

It is suggested that the User back up certain files in the C:\UC folder on the system before beginning the upgrade.
The following files need to be backed up:
e C:\UC\DB

e C:\UC\Messages
e C:\UC\Prompts

Note: Take care to refer to Internet Information Services (1I1S) on your PC and ensure that the FTP server is
installed and running. Close all Server-related programs (i.e. UM Admin, UM Monitor).

Stop Messaging Processes

Before you begin the installation, ensure that all necessary services have been stopped.

To stop services:

To stop services, open Control Panel > Administrative Tools > Services. Double-click the Services icon.

&
File Action View Help

= HEE = BE

& Computer Management (Local
a [f} System Tools
-+ (@ Task Scheduler UC Voice Server Narme ° Description  Status  Startup Type  Log On As
> 2] Event Viewer - ) .
Shared Fold £ UC TSE.Net Centacts/Calendar Service Synchronize... Manual Local Syste...
s Shared Foders Stag the service %, UC TSE.Net Service Synchronize... Manual Local Syste..
.+ () Performance Pause the service g g et
5 Device Manager Restart the service 4 ervice tartes anua ocal Syste...
4 2 storage 4 UC Unified Messaging System Tasks Service Started Automatic Local Syste...
= i=f Disk Management 23 UC Voice Server Started Automatic Local Syste...
4 7 Services and Applications £ UC VPIMServer Started Automatic Local Syste...
' W) Internet Information Sey £ UC Web Access Providesa.. Started  Automatic Local Syste...
B C% UPnP Device Host Allows UPn... Manual Local Service

Highlight the UC Voice Server service and click the Stop icon in the toolbar.

Continue with the installation.

Downloading the Files

Standard English is included on the Avaya IX Messaging installation package. All other languages are available for
download from Avaya Inc. Contact your reseller for more details.

The downloaded files are in executable (EXE) format, and there is a single file for each available language. Download the
file to a local drive and double-click to install the chosen language onto the voice server.

Note: Once installed on the server, the language must be selected through IXM Admin before it will be
available.
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Language Pack Installation

Note: The Messaging program must already be installed on the voice server before the language packs can
be applied.

Download the language file and save it on the voice server drive.

Double-click the file to launch the installation routine. & Libraries ~ Name :
=D t:
J ocuments 9 Dutch.exe
&' Music
i @ DutchBL.exe
t
(& Pictures ﬁ EnglishAU.exe
E Videos
@ EnglishUK.exe
"‘} & French.exe
18 Computer
=3 ﬁ FrenchEU.exe
=4 Floppy Disk Drive (A:)
- & German.exe
B Local Disk (C:)
4 DVD Drive (D) e
= ’ @ PortugueseBR.exe
H Spanish.exe
- SpanishEL.exe
€l Network & s

The program will begin preparing to install the language
pack.

[E=5 |
Welcome to the French
Language Installation Wizard

ﬁ French Language Setup

Exstracting temporary hinaries

FAV/AV/

s The Power of Wa™

Installation

0] Installation is in progress. Please wait...
N

Cancel

At the Welcome screen, click Next to continue. =lo ==

Welcome to the French
Language Installation Wizard

ﬁ French Language Setup

Itis stiorgly recommended that you exit all Windows programs
before running this setup program

Click Cancel to quit the setup program. then close any programs
Avy vou have wrning. Click Newt to confinue the installation

G The Power of We' ‘WwWBANING: This program is protected by copyright law and
intemational treaties

Unauthorized reproduction or distibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
wil be prasecuted to the maximum extent possible under law.

< Back

Cancel

Avaya IX Messaging Server Installation Guide




Language Pack Installation

When prompted with the End User License Agreement, enable i e
I accept the license agreement. T AVA\/A
“Y'ou must agree with the license agreement below to proceed,
W‘rhr Power of We™
Click Next to continue. : .
Avaya Global Software License Terms (05012017v1) @ 2016-2017 Avaya Inc. All rights. -

reserved. Avaya and the Avaya Logo are trademarks of Avaya Inc. and may be registered in
certain jurisdictions. All trademarks identified by the ® or TM are registered trademarks, service
marks or trademarks, respectively, of Avaya Inc. All other trademarks are the property of their
respective owners,

AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: May 1, 2017

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERM S} GOVERN THE
USE OF PROPRIETARY SOFTWARE AND THRD-PARTY PROPRETARY SOFTWARE LICENSED
THROUGH AVAYA, READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED N
QFNTINN & RFL MW RY INGTALLING NOVAMIL NANING NB 1IRING THF @NFTIMARF NR
eement

) 1'do not accapt the license agisement

“Wise Installation Wizard (R]

‘ Beset 1 ‘ < Back ‘[ Next > ] ‘ Cancel ‘
Select the appropriate format for voice prompts (Mulaw or Alaw). e e =] = =
. Prompts Format Selection AVAyA
Click Next. GOpa The Power of We™

Pleass sslect the format of the prompts that you would like ta install

@ Mulaw

() Alaw

“Wise Installation \Wizard®

< Back ‘[ MNewt > ] ‘ Cancel ‘

The wizard is ready to install the language pack. ‘B French Language Setup ==

Ready to Install the Application AVAyA

Click Next to begin installation

Click Next to begin the installation. g The Power of we-

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

“Wise Installation Wizard (R]

< Back ][ MNest > ] [ Cancel

If you have not stopped all the necessary services, you will be Link Service needs to be stop.
prompted to do so at this pOint, A Flease stop the Telephony OfficeLinX Service

and close any services window , then click
OH to continue or click cancel to exit the

installation
Cancel

Stop the services then click OK to continue.

Installation will begin and all of the components for the selected T eh G gEStp s
language will be copied to the server. Updating System AVAyA

The features you selected are currently being installed
Gy The Power of We"

Installation

L

a Installation is in progress. Please wait

“Wise Installation Wizard (R)

Cancel
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You will be notified when the installation is complete. o French Danouageaeiis =] = =

French Language has been
Click Finish. successfully installed.

Click the: Finish button to exit this installation.

FNV/AV/
s The Power of Wa™
< Back Cancel

When prompted, click OK to restart the server. install

Thiz system must be restarted to complete the
installstion. Click the Ok button to restart this
computer. Press Cancel to return to Windows

without restarting
cancel

After the server has finished rebooting, confirm that the language pack has been installed properly.

Open the IXM Admin > Company Properties > Company Languages tab.

& Company (-7 =]
Company
| o o || o] « | v [w] = | %) B[ | [
Passwords/Secuity | AMIS Parameters |
Admin Broadeast Messages | Synchronization Options | Speech Options |
General | Advanced | CallOptions | Maibox Options | Integrated fax \
\

Company Languages | C.0./Channel Assianment

‘ﬁ 1: E.R.B. Music

Language Properties R
Language ’—L|
Oerstor (A r—
e [ =]
@ Dperator Keyword(s)

Cancel Kepword(s)
Login Yerification Kepword(s)
Recogrition Keyword(s)

TTS Yoice

Female 4 Julie -
Male 3 Felix <

TTS Default # Female ¢ Male

¥ Set Language as Default

I P [ — » ™ Act

ddd | Edt. | Remove | |

Add: Use this button to add more languages to the voice server. Once the new language installation is complete,
they will appear in the list here. Changing the default will play all company telephone greetings and prompts in the
equivalent in the new language.

Edit: Select an existing language and click Edit to change the settings for the chosen language.

Remove: This option will delete languages from the selection list. It does not delete the language files from the
server; they can be added again later using the Add button.

Set Language as Default: Enable this option to set the current language as the first one that callers will hear when
connecting to the system.

Active: When multiple languages are installed on a system, the first thing a caller will hear is a menu asking them to
select the language they wish to hear. Put a checkmark in the box to add this language to the menu.

Note: Each language has its own TTS Voices included with the install. It is recommended that the
appropriate voices be used with each language.
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Deleting Languages from the Server

To remove the language pack and files from the voice server, begin by Removing the language from the system in

XM Admin.
+ Company 2|
Company

Gl VI = N A PN P
Passwords/Seouity | AMIS Parameters |
Admin Broadcast Messages | Sunchronization Options | Speech Options |
General | Advanced | CallOptions | Maibox Options | Integrated fax \
Company Languages I C.0./Channel Assianment |

s)

< n r

el \ Edit \I Remove I

Open Program and Features from the Windows Control Panel.

Scroll down to locate the entries for Real Speak. Remove the TTS Voice characters for the language you want to
remove from the system.

Delete the Nuance Recognizer entry for the language you want to remove.

The server must be restarted after the files have been removed.

@\Jvlf_‘;\, » Control Panel » All Control Panel tems » Programs and Features
File Edit View Tools Help

Control Panel Home :
Uninstall or change a program

View installed updates Te uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

) Tum Windows features on or
att O nran e @
Install a program from the =
P Name Publisher Instelled On  Size &

ﬁ = Muance Recognizer Spanish MNuance Communications, Inc. 8/29/2021 =

p ScanSoft 8/29/2021 28.5 MB

= 0 - American English en-US Tom ScanSoft §/29/2021 265 MB
@Rea\Speak#U - Canadian French fr-CA Felix ScanSoft 1/23/2021 330MB
@Rea\ﬁpeak&ﬂ - Canadian French fr-CA Julie ScanSoft 1/22/2021 9.27 MB
5 Resispeak 4.0 - English en-US Jennifer ScanSoft §/29/2021 6.02 MB
- Spanish es-ES Isabel ScanSoft 1/22/2021 106 MB [

_> [2SpanishEU Language Generic 1/22/2021 965 KB | =

il n »

Currently installed programs Total size: 20.6 GB
}.. 4_.' 67 programs installed

After the server has rebooted, delete the language file from the Programs and Features window.
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Server Backup Using Carbonite Availability

Introduction

Warning: Carbonite Availability CANNOT be used in a high-security (JITC) installation.

An Avaya IX Messaging High Availability installation provides the means to maintain operations through failures in the
Primary and Secondary servers. The Consolidated server, however, cannot be protected in the same way. Carbonite
Availability is a third party application that provides data protection and failover support, providing immediate recovery
from any Consolidated server outages.

Important: Carbonite Availability can be used ONLY with the HA Consolidated server. It cannot be applied to
the Primary or Secondary servers, Remote CSE or Admin, Single Server machines, etc.

There are two options for installing Carbonite Availability.

e All servers are on a single network (LAN).
e You have a distributed network (WAN).

Carbonite Availability requires another computer to mirror each voice server onto. This server must at least meet the
minimum requirements needed to run the live server it is backing up. A third computer is required to run the client
software that controls the behavior of the servers, but this computer can be any machine on the same network.

The Carbonite Availability backup system can be applied to an existing installation, or to a new installation.
The Carbonite Availability software is downloaded from the link provided by your vendor.

Carbonite Availability requires additional licensing, available through your Avaya representative, or directly from
Carbonite.com. This license must be renewed annually.

Before proceeding, the Messaging servers must be configured and operating properly. The Backup server must have the
same operating system as the live server, fully installed and patched.
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Failover using Carbonite Availability - LAN

The basic configuration for Carbonite Availability has both servers existing within the same network environment, where
IP addresses and other routing details can be managed.

Both the Consolidated server and the backup machines (a server pair) must be using the same operating system with
identical hardware.

REQUIREMENTS DETAILS
Carbonite Availability v. 8.2

Windows Server 2012 or 2012 R2
Windows Server 2016

Operating System

Network Cards 2 NICs are required in both the Consolidated and Backup servers

Terminology

Carbonite Availability uses the terms Source and Target to describe the two servers in each pairing. The computer that
manages the process is known as the client.

Source: This is the live system server. All traffic and processing is handled by the Source. This is the computer that
is being backed up (the Consolidated server).

Target: This is the backup server. The Target is a real-time mirror of the Source, but does not itself handle live traffic.

Client: This can be any other computer that has network access to the Source and Target servers. It can be installed
on either the Source or Target servers, or one or more other computers on the network. The Client regularly polls

the Source. If it gets no response for a set period of time, it will assume that the Source is broken, and a failover
condition is set.

Configuring the Network Cards

Both servers (source and target) in each pair must have 2 NICs installed. On each machine, designate one to be the
primary and the other as the secondary NIC. Perform the following procedure on both the Source and Target servers.

Configure the card on each machine as you normally would for any node on the network.
To configure the Secondary NIC, open its the properties page.

g Local Area Connection Properties x|
Networking | Sharing |
Connect using

This connection uses the following items

" Cliert for Microsoft Netwarks
1Bl 005 Facket Schedulsr

Bl File and Printer Shaning for Microsoft Networks
—> O« ion 6 (TCP/IPv6)

ion 4 (TCP/IPw4)
Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Install Wninstall Properties

- Description
Transmission Corttrol Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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Enter the IP Address that the secondary NIC is to use.

Leave the DNS server details empty.

Internet Protocol Ve

X

General |
You can get IP settings sssigned sutomaticall if your network supparts

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
— Uge the following IP addr

IP address: 123.23401
Subnet mask: 111.222.00
Default gateway: 255.255.255.0

= Obkain DS server address automatically

—* Usg the following DNS server addresses:

preferred DNS server: L
Alternate DNS server: L

I™ validate settings upon exit Advanced... I
cocel

Click Advanced and open the DNS tab.

Disable the option to Register this connection’s addresses in DNS.
x|

'IP Settings DNS |WINS|

DNS server addresses, in order of use:

2
2

Add... Edit... Remaye: |

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualified names:

% Append primary and connection spedific DNS suffixes
[¥ Append parent suffixes of the primary DNS suffix
" Append these DNS suffixes (in order):

1
3

pdd | Edt. || Remsee |

DNS suffix for this connection:

egister this connection's addresses in DNS
o

Click OK to save the configuration. If prompted, click Yes to continue passed the warning.
|

,  Warning - Multiple default gateways are intended to provide
redundancy to a single network (such as an intranet or the
Internet). They will not function properly when the gateways are
on two separate, disjoint networks (such as one on your intranet
and one on the Internet). Do you want to save this configuration?

i

Avaya IX Messaging Server Installation Guide




Server Backup Using Carbonite Availability

Installing Carbonite Availability on the Servers

The Carbonite Availability software is downloaded from the link provided by your vendor.
Save the file to a local drive and perform the following procedure on each server pair (Source and Target).

Double-click the program to start the installation.
Specify the location on your hard drive where the compressed files should be extracted to.
Click Unzip.

WinZip Self-Extractor - Carbonite

To unzip all files in this self-extractor file to the Unzip
specified folder press the Unzip button. =

Run WinZip
Unzip to folder:
PFFICE™ 1\AppDatalLocalTemp\2| | Browse... |

Close

Overwrite files without prompting About

When done unzipping open:
lautorun.exe

Help

The files will be unpacked onto your drive. When finished, click OK to continue.

WinZip Self-Extractor - Carbonite -
To unzip all files in this self-extractor file to the
specified folder press the Unzip button. —

Run WinZip
Unzip to folder:
PFFICE™T\AppDataiLocalTemp\2) ‘ Browse... | Close

When done unzipping open:
Aautorun.exe

QOverwrite files without prompting Abotl WinzZi D Self-Extractor -
Hely

35 file(s) unzipped successfully

Iﬁ Unzipping setup.exe
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4. From the main screen, select Install Carbonite Availability.

© Replication =E
CARBONITE® Replication

Local Resources Thank you for choosing Replication® products from Carbonite for your high svailability and data migration needs.
Carbonite products allow you to protect, migrate, and manage critical IT workloads in physical and virtual

S, enwironments, regardiess of platform or location.
Products
Online Resources.
CARBOMNITE® Carbonite Availability protects files, applications, virtual machines, or entire servers

Carbonite Website

Availability

with failover capability.

CARBONITE® Carbonite Move revolutionizes virtual and physical senver-to-server migrations of
operating system, applications, and data.

Move

Irnstall Car

Contact Us

Additional Packages

Management packs for System Center Operations Manager and System Center Virtual Machine Manager can be
used to monitor events, and e,

3¢t the SCOM and SCVIMIM Management Pack

© 2017 Carbonite. All rights reserved.

5. Any required applications that are not installed on your system will be added now. Click Install to continue.

Carbonite Replication - InstallShield Wizard

Carbonite Replication requires the following ftems to be installed on your computer, Clidk
Install to begin installing these requirements.

Status  Requirement
Pending Visual C++ Runtime {x64)

Install Cancel

6. When prompted to check for the latest installation, select No and click Next to continue.

B Carbonite Replication - InstallShield Wizard Bl
" Welcome to the InstallShield Wizard for Carbonite
CARBONITE Replication

The version of Carbonite Replication on your target should be the same or newer
than the version on your source. If you are updating your source, make sure that
your target is running this version or a newer version,

An updated version of Carbonite Replication may have become avallable since you
purchased your copy. To make sure you have the most recent version, the
Installation program can use your Internet connection to check the upgrade web
st

Yes, check for an updated version (Recommended)

CARBONITE®
T_[P ®) No, skip this step and continue the current installation
Replicatio

beat > Cancel
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7. Accept the terms of the license agreement and click Next to continue.

Carbonite Replication - InstallShield Wizard B
s bt CARBONITE®

Carbonite General Enterprise Terms of '=‘
Service

Last updated: September 2017

Thesse General Entesprise Terms of Serace (Ihe "General Enterprise Terms”) goveen
{Customer's use of Carbonite products and servces for the entenprise (colactively, the
“Products and SOMH. ). The i NDO‘ these General Enlerprise Terms shal be the
duration of Custome's use of e Products and Services. By registering a Custome: Accourt
A% difirn ) o wsang ary of T = . Customer agrees to these

_B> #)1 geoept the terms in the Bcerse agreement Brint

1 do ot accept the terms in the license agresment

Hest > Cancel

8. Click Next to activate the license.

B Carbonite Replication - InstallShield Wizard [x]
Lcense Activation CARBONITE®

Read the following information carefully.

The Software Ested below requires activation of each license of the Software after installation in order to receive a fully
licensed and functional product purswant to the License Agreement.

NOTE: Failure to adivate each license of the Software you purchased within the required time frame stated below will
cause the Software to not wark or stop functioning resulting in loss of your Replication job(s):
Carbonite Avaability: Activation within 14 day grace period after installation

Carbonite Move:  Adtivation immedistely after installation

For further detais andjar assistance regarding activation, please cansult the Carbonite Replication User’s Guide or
Carbonite Replication Console online help function.

o

9. Enable Server Components Only, then click Next.

1% Carbonite Replication - InstallShield Wizard | ]
Setup Type CARBONITE®

Seloct the program feahsres you want installed,

(Choose which components to Install,

Client and Server Components.

Client Comporsnts Only

_:> | Server Components Ony

Install to:
F:“:“mq‘mmﬁ&‘\\fmbanm‘mvnlihbﬂn\ " (o |
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10. Enter the license key that came with the program into the space provided. Click Add to install the license onto the
computer. Click Next to continue.

1% Carbonite Replication - InstallShield Wizard -
License key Information CARBONITE®
Verify licensing information and options
Enter the lcense key for your product. Multiple license keys may be entered to enable multiple products.
i'.ié'ca-me-‘-)gns- Ak-imSE-n780 I Add I
5 -
Cusment license keys: - | .
Ll *
Remave *
L] *
- *
. e -
% Carbonite Replidatjon - InstallShield Wizard B
L] 4
Uogrese ke Fdorwpation *e CARBONITE®
Wiy licensing information and options ¢ -
Setup can activabe your Bcenses for you, PowerShell 2.0 or later, and an Internet conn) = . -
Sucteesily Sahvale Yoox Hoises, Enfps the lcense key for your product. Multiple license keys may be entered to’mble multiple products.
| Activate Bcenses at the end of setup | - Add
v *
- *
Lurent license keys: o,
< fiack | Carbanite Availability Virtual (Uicense - Expires 8/27/20205 abed-01ef-2gh3-ik-m56-0780 || Remave
| < m >
Setup can activabe your Bcenses for you, PowerShell 2.0 or later, and an Internet connection are required to
successfully activate your licenses.
| Activate Bcenses at the end of setup
< fack Heat > Cancel
11. Leave all settings at their defaults. Click Next to continue.
1% Carbonite Replication - InstallShield Wizard -

Queue Options CARBONITE®

Set systorn memory and disk Gueue options that best sult your needs,

Enter the amount of system memary to be wsed for all Carbenite Replication processing.  Disk space can also be used
by Carbanite Replication o buffer data during periods of high-valume processing that might otherwise exhaust system
memory. Specy the disk queue bocation and size to be wsed for disk quewe operations. See the User's Guide for more
information.

Amaount of system memory avallable for use (MB): 512 - 4096

Amount of system memary o use (MB): |’16

Queue folder:
iC:\Program FilesiCarboniteReplication) Change...

A dedicated non-boot volume willl offer the best performance and reliability.

Do not use disk queue
®) Unlimited disk gueue
Limit disk space for quese (MB):

Aovailable disk space (ME): 136609

Minimum free disk space (MB): P_Sﬁ

Oisk Usage L - e
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12. Click Next at the Security Groups screen.

19.
Security Groups

CARBONITE®
Read the following Information carefully.

Carbonite Replication - InstallShield Wizard | ]

Access to the Carbonite Replication services you are about to install is restricted to members of the local
security groups that will be created on your computer by this setup,

Setug will automatically create these security groups for you, All current members of the locsl Administrators group
will be added to the Double-Take Admin group.

You €an add, remove, or edit member or growp information from the User Manager located in the Administratar Tocks
(Comman) program group.

Security Group Information
Carbonite Admin: Members have full access to all Carbonite Replication services on the machine.

Carbonite Monitors: Members are only able to monitor the status of the Carbonite Replication services.

N e [

13. Click Install to begin adding the program to the server.

# Carbonite Replication - InstallShield Wizard |- ]
Ready to Install the Program CARBONITE®
The wizard is ready to begin installation,
Chick Install o begin the installation.

1f youu want to review or change any of your installation settings, dick Back. Click Cancel to exit the wizard.

< fack Install Cancel

14. The program will be installed. Click Finish when prompted.

B Carbonite Replication - Installshield Wizard | = | 0 [0
Installation Progress

CARBONITE®
The program features you selected are being installed,

Pleasse wast while the InstaliShield Wizard Installs Carbonite Replication. This may take several minutes.

Status:  Creating shortouts

1% Carbonite Replication - InstallShield Wizard | ]
CARBONITE®
InstallShield Wizard Completed
The InstallShield Wizard has successfully installed Carbonite Replication. Click
Finish to exit the wizard.
CARBOMITE »
Replication
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Installing Carbonite Availability on the Client

A computer is required to act as the client/manager for the servers. This machine can be any that has network access to
the Source and Target servers. It can be installed on either the Source or Target servers, or one or more other computers
on the network. The client can be installed on any computer with the same operating system requirements as Carbonite
Availability. It can also be installed (32-bit and 64-bit) on Windows XP SP 2+, Windows Vista, Windows 7, Windows 8 or
Windows 10. The client can also be installed onto a virtual machine connected to the network.

Note: The client software does NOT require a license to operate.

Install the software on the client computer as shown above, but when step 9 is reached, choose Client Components
Only instead and continue.

1% Carbonite Replication - InstallShield Wizard | ]
Setup Type CARBONITE®

Seloct the program feahsres you want installed,

(Choose which components to Install,

Client and Server Components.

_t>- Client Components Only

Server Components Only

Install to;
[C-Program Fles\Carbonite Replication)

Change...
< Back Neot > (.'en_uet
Complete the installation.
1% Carbonite Replication - InstallShield Wizard =l JlaE Carbonite Replication - InstallShield Wizard | ]
-
Ready to Install the Program CARBONITE® . CARBONITE®

The wizard Is ready to begin installation, : 1 ield Wizard Completed

Cick Install to begin the installation. ,.

1f you want to review or change any of your installation settings, dick Back. Click Cancel to exit the wizard. .'

- The InstaliShield Wizard has successfully installed Carbonite Replication. Click
- Finish to exit the wizard.
-
.
L/
L4
-
-
-
L2
L2
-
L4
o CARBOMITE
- " .
. Replication
-
= = =
'........IIII
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The Carbonite Replication console will be installed onto the client machine

. Use this application to configure the
disaster recovery and failover details for the 2 servers.

Apps

E ODBC Data Sources (64-bit) &%| Windows Firewall with Advanced.

Q Performance Monitor Pl Windows Memory Diagnostic

£& rrint Management Windows PowerShell (+86)

@ resource Monitor verShell ISE

Security Configuration Wizard

wershell ISE (xB6)

Server Manager
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Configuring Failover

Setting up the details of the failover is done from the client computer using the Carbonite Replication Console.

1. Double-click the console icon on the Client computer to start the console.
2. From the main screen, click the Add servers icon.
| f.ile Edit Mew Go Joclks Help
m Servers. aJobs ‘1 License Imventory |I-|I Reporting Servers 'ﬂ Options
| Servers
ﬁ Search A
< .Ser\ner E Activity h Version Licer;sing Status Product
i
(4]
H
3
~  Server Highlights
Name:
Operating system:
Product:
Version:
Serial rumber:
B o
3. On the Manual Entry tab, enter the required details for the Primary NIC on one of the Source servers. Click Add

when ready.
Repeat for the Primary NIC on the other server.
Click OK when finished to add both servers to the console.

Elle Edit Mew Go Joclk Help
m Sarvers. aJobs I1Licensel'wemnry ||-|E Reporting Servers lﬂ Options

Add Servers

Elle Edit Mew Go Joclk Help
m Sarvers. aJobs I1Licensel'wemnry ||-|E Reporting Servers lﬂ Options

CARBONITE®

domain\server

Marual Entry fAu\mnali: Discovery |

Passward: Server:

CCLTT T T T 192.168.0.1

Domain: Lser namie: PR
domain\server PR s==

Management Service port:

s [ Use default port 1

il Managerment Service port:

> [ Use default port

[y

5
*1'] 19216801
192.168.0.2
|

. Add Servers
192.168.0.1 Iedistify the servers in your environment that you want to manage. The servers you add here appear on the Servers page.
User nama:

Servers to be added:

Details

Ay Jobswith warmings 0 @ Jobs with errors 0
—
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4. The Secondary NICs for both servers appear on the main screen of the console.

Under the Activity column, anything other than Idle means that an error has occurred. In this case, delete the
server and repeat step 1 to 3.

5

File Edit View Go Took Help

Servers q,lobs _1L|cense|ment0ry lili, Reporting Servers _-.ﬂ Options

=

CARBONITE® |

A 2 Search ] |

Licensing Status Product

4 Requires Actvation (Expires DoubleTake Avallabili
¥ DEF-456 | Requires Actvation (Expires DoubleTake Availability Virtual

sdnoug Janiag .

|~ Server Highlights

Name: ABC-123

Operating system:

Product: DeubleTake Availability Virtual
Wersion: ‘

Serial rumber: 1

Ay Jobs with wamings 0 @ Jobs with errors 0

5. Select the Source server. Click the Create New Job icon @ and choose Protect from the dropdown menu.
=

File Edit View Go Took Help

H Servers q,lobs _1L|cense|ment0ry lili, Reporting Servers _-.ﬂ Options

CARBONITE® |

GIF QN ¥ R BB WE 2o o !.
> ;Prmec1<—uw Version Licensing Status Product

: W ¥ DEFASE idle 82011240 Evaluation {Expires 8/17/20° DoubleTake Availability Virtual

i
o]
2
3

|~ Server Highlights

Name: ABC-123
Operating system: 6.3.9600

Product: DeubleTake Availability Virtual
Wersion: 82011240
Serial rumber: 1

j) Jobs with warnings 0 €@ Jobs with error
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Choose Full Server and click Next.

Carbonite Replication Console [-[ofsm
File Edit Yiew Go Tocls Help
ﬁ Servers il Jobs ‘Llcensel'\'.-entoly 11l Reporting Servers ﬂ Options. CARBON’TE )

Choose the data on this server that you want 1o protect,

v
= Server Workloads
Workload types: Workload items:
Files and Folders Vica T

_>l- Full Server

1™ Full Server to Hyper-V or ESX

] Show all workload types

= Replication Rules

Choose the Target machine to mirror the Source files onto, and click Next.

Carbonite Replication Console [-TofsaT
Eile Edit Yiew Go Iooks Help

H Servers il Jobs ‘Llcensel'\'.-entoly 11l Reporting Servers ﬂ Options. CARBON’TE )

Choose the server that will store the protected data,

 Current Servers
Servers:

Server & Version Product

—q> A3C-123 82011240  DoubleTake Availability Virtual

| Sheww all serveees

~ Find a Mew Server

| Diagnostics job

Configure the settings for the failover monitor. Scroll down to reveal additional options.

General
¢ Job name can be anything. Make it user friendly to make the job easier to manage.

Failover Monitor

e Enable Total time to failure and enter the maximum time that the Source can be unresponsive before initiating
the failover. Entering a value that is too small may trigger failovers during a scheduled reboot of the Source.
The Target server monitors this connection as it continuously mirrors data, and will trigger the failover after the

specified period without a response.
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e Enable Network monitoring and select the IP Addresses for both NICs on the Source server.

s Carbonite Replication Console [-TofsaT

Fle Edit View Go Iook Help

CARBOWIE® |

E} Set options for protecting this data,

General
lob name:

» Protecting the Source

“ Failover Menitor

I- Total time to failure:  p:05:00 I

Congeoutive faillures:

Manitor on this interval,  00:00:10

_> Vi Metwork monitaring

Monitor these gddresses:

Source IP Address Replication Service port
v 197 1RR0

=

Failover Options
¢ Disable Wait for user to initiate failover to make the process automatic.

Test Failover

~ Failover Dptions

_> | Wait for wser to initiate failover

[w] Change target gorts to match source during failover
Target scripts

Pro-failover seript: Argurments:

Detay failover until script completes

Post-faillover script: Arguments:

+ Failaver Identity
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Failover Identity

¢ Enable Apply source network configuration to the target. This allows the Target server to take over as the
Source without having to reconfigure the remaining servers on the network.

Failover Options

phy gou

nitwork configuration to the target (Recemmended for LAN configurations)

arget network configuration [Recommended for WAN configurations)
DNS Options

| Reverse Protection and Routing

Reverse Protection and Routing

e Turnon Enable reverse protection. This allows the Source and Target servers to reverse roles permanently
when the original Source is brought back online after recovering from a failure.

e Use the dropdown menu beside Select a reserved IP Address on the source to pick the address for the
Secondary NIC on the Source.

L]

Use the dropdown menu beside Select a reserved IP Address on the target to pick the address for the
Secondary NIC on the Target.

Failover Identity
“ | Reverse Protection and Routing

Send data to the target server using this route:
192.168.0.2

)
_>.r Enable reverse protection

A reserved P address permanently identifies each server so that failover and reverse can bath
e performed. The reserved IP addresses will not be moved on failover or reverse. These
addresses will alse be used to route the data in non-NAT environments.

Select a reserved IP address on the gource:

[192.:1680.1 iv:<_

Select & reserved 1P address on the farget

19216802 [+ ~<}p—
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Network Adapter Options

e Under Map source network adapters to target network adapters, use the dropdown menus to match the
Primary NIC on the Source server with the Primary NIC on the Target server. Do the same for the Secondary

cards.
R REe T T
Map source network adapters to target network adapters:
(ﬂ i3 iﬁi el h Edﬂﬂ‘ﬁ' Targat N"Hﬂ‘k ﬁd‘n'g{
Ethernet1 [ Etherett T+l
Ethernetd Ethernetl -]

Mirror, Verify & Orphaned Files

Leave all other settings at their default values.

Click Next to continue.

Review the output and correct any errors that are found. When all items are correct, click Finish.

O Carbonite Replication Console [-TofsaT

Fle Edit View Go Iook Help

CARBOWIE® |

=
j Review this checkdist and click Finish to start protecting your data,
Checklist item Value L
@ Target route Management Service: 192 168 0 2:6325, Replication Senvice: 192 168 0.2 6320 =
& Recovery : System State Protection systemn state validation complete.
o Volumes Mo mismatched valumes found between seurce and target
& lob totarget Mo previous job found
& Reserved IP address IP address 192 16801 and 192 16802 are used as reserved IP addresses and will not...
& Source and target product versions Source and target product versions are compatible
Checklist Item Details
Recheck
< fack | Finish | Cancel |

1ot 0

The new job has been created. The Target server will begin scanning and copying files. When it has finished, the
Source server will be protected with the failover service configured here.

O Carbonite Replication Console [-TofsaT

Fle Edit View Go Iook Help

CARBOWIE® |

\'\ —f)‘ -] ii . '. . =] Filter; lobs with warnings = Search:

Jobs Source Server  Target Server  Job Type Activity Mirror Status Replication Statu  Transmit Mode  Operating S
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On Failover

Under normal conditions, the Source will manage the Messaging HA operations, while the Target continuously mirrors
the data.

Triggering Failover

If the Target server stops receiving feedback from the Source for the amount of time specified in the Failover Monitor
above, the Target server will initiate a failover. It will change its network settings, computer name and addresses to
match the original Source server, reboot, and become the new Source server for the HA system. This happens without
the need to reconfigure the remaining servers on the HA system to point to the new machine.

Failover Recovery

When the original Source server is brought back online, how this is handled by Carbonite Availability depends upon why
it failed.

Hard Drive Intact

If the hard drive of the Source was not compromised from the crash, the computer can be returned to service. On boot,
Carbonite Availability will detect the IP address conflict with the old Target server and reset the address for the old Source
server to another value (i.e. 169.255.xxx.xxx). From the Carbonite Availability console, initiate Reverse Protection. This
will cause Carbonite Availability to change the computer name and IP Address to those of the original Target. The original
Target machine will continue as the new Source, and the old Source machine becomes the new Target server. The two
computers have swapped functions on the network.

Drives Damaged/Formatted/Replaced

If the hard drive or the data on the original Source server is damaged, nothing from the original job can be salvaged.
Delete the job from the Carbonite Availability console, configure the recovered computer with the appropriate operating
system and settings as outlined above, install Carbonite Availability, and create a new job with this machine now
designated as the Target.

The original Target server will continue to operate as the Source.
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Running Recovery

When the server comes back online, Carbonite will require the credentials for that machine to be entered before the
system recovery can start.

) Carbonite Replication Cansole - [m] X

File Edit View Go Tools Help

Servers [l Jobs | ticense Inventory [[11] Reporting Servers | | Options _ CARBONITE®

Click the Add Server button highlighted below to add a server to your console. NESE

FANT R DB M »SEm X1
Server Activil Version Licensing Status Product
S Consoclidated237 (10.255.245.227) nvalid Credentials §.4.0.2880
onsolidate 0 4 d 84.0 8.0 q activatio xpires DoubleTake

sdnoig saniag @ < ‘

Enter the credentials.
After logging in, the restored server must have Carbonite’s Reverse Protection enabled manually.

| Ele Edit Yiew Go ook Help
| H Servers Q)Obﬁ ' License Inventory  |1l1 Reporting Servers ﬂ Opticns CARBmlTEf‘! |

Jobs

_ﬁ "%‘ ".?i.) @ ii . " - -_-i Filter: lobs with warnings = Search: g |
< sab Source Server Target Server Jab Type Activity Mirros Status Replication Statu  Transmit Mode (hx'r.llinq.‘all_:
§ |
<

]

o .

: Click

§

Once Reverse Protection has been enabled, the system recovery will begin.
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Failover using Carbonite Availability (WAN)

For instances where the Disaster Recovery (DR) site is at a remote location from the primary data center, Carbonite
Availability can be configured to offer protection across a WAN, and where a VLAN extension is not possible.

Both the Consolidated server and the Carbonite Availability backup machines must be using the same operating system
with identical hardware.

REQUIREMENTS DETAILS
Carbonite Availability v. 8.2
. Windows Server 2012 or 2012 R2
Operating System )
Windows Server 2016
Network Cards* 1 NIC is required in both the Consolidated and Backup servers

* - When configuring Carbonite Availability to work over a WAN, only a single NIC is required on the Source and on the
Target.

Unlike an installation where all servers reside on a single network, in a WAN installation, the source and the target server
IP addresses do not change during a failover. Consequently manual intervention is required during a failover.

Carbonite Availability requires additional licensing, available through your Avaya representative, or directly from
Carbonite.

Before proceeding, the Messaging servers must be configured and operating properly. The backup server must have the
same operating system as the live server, fully installed and patched.

Terminology

Carbonite Availability uses the terms Source and Target to describe the server pairs. The computer that manages the
process is known as the client.

Source: This is the live system server. All traffic and processing is handled by the Source machine. This is the
computer that is being backed up.

Target: This is the backup server. The Target is a real-time mirror of the Source machine, but does not itself handle
any live traffic.

Client: This can be any other computer that has network access to the Source and Target servers. It can be installed
on either the Source or Target servers, or one or more other computers on the network. The Client regularly polls
the Source. If it gets no response for a set period of time, it will assume that the Source is broken, and a failover
condition is set.
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Installing Carbonite Availability on the Servers (WAN)

The Carbonite Availability software is downloaded from the link provided by your vendor. Save the file to a local drive
and perform the following procedure on both of the servers.

Double-click the program to start the installation.
Click Run to continue.
x|

Do you want to run this file?

Mame: ...sktop\Douible-Take\DoubleTake
Publisher: Carbonite, Inc,

Type: Application
From: C:\sers)? istrator\Desktop\Douible-Take\Dou...

Coes

[¥ Always ask befors opening this fils

i = While files from the Intemet can be useful, this file type can
\w potentially harm your computer. Only run software from publishers
= you trust. What's the risk?

Specify the location on your hard drive where the compressed files should be extracted to.
Click Unzip.

WinZip Self-Extractor - Carbonite

To unzip all files in this self-extractor file to the

. Unzip
specified folder press the Unzip button.

Run WinZip
Unzip to folder:

PFFICE™ 1\AppDatalLocalTemp\2| | Browse |

Close

Overwrite files without prompting About

When done unzipping open:
lautorun.exe

Help

The files will be unpacked onto your drive. When finished, click OK to continue.

WinZip Self-Extractor - Carbonite -
To unzip all files in this self-extractor file to the
specified folder press the Unzip button.

Unzip to folder:
Close ‘

PFFICE™1\AppData\lLocal\Temp\2| ‘ Browse... |

Overwrite files without prompting .
WinZip Self-Extractor -

When done unzipping open:
Aautorun.exe

Iﬁ Tnaipping setup exe 35 file(s) unzipped successfully

e
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4. From the main screen, select Install Carbonite Availability.

0 Replication =E
CARBONITE® Replication

Local Resources Thank you for choosing Replication® products from Carbonite for your high availability and data migration needs.
Carbonite products allow you to protect, migrate, and manage critical IT workloads in physical and virtual

Stoms environments, regardiess of platform or location.
Products
Online Resources.
Carbonite Website CARBONITE® Carbonite Availability protects files, applications, virtual machines, or entire servers

with failover capabiiity.

Availability i i iy s

CARBONITE® Carbonite Move revolutionizes virtual and physical server-to-server migrations of
operating system, applications, and data.

Move

Additional Packages

Management packs for System Center Operations Manager and System Center Virtual Machine Manager can be
used to monitor operstions, events, and performance,

et the SCOM and SCVIMM Management Pack

© 2017 Carbonite. All rights reserved.

5. Any required applications that are not installed on your system will be added now. Click Install to continue.

Carbonite Replication - InstallShield Wizard

Carbonite Replication requires the following ftems to be installed on your computer, Clidk
Install to begin installing these requirements.

Status  Requirement
Pending Visual C++ Runtime {x64)

Install Cancel

6. When prompted to check for the latest installation, select No and click Next to continue.

B Carbonite Replication - InstallShield Wizard Bl
" Welcome to the InstallShield Wizard for Carbonite
CARBONITE Replication

The version of Carbonite Replication an your target should be the same or newer
than the version on your source. If you are updating your source, make sure that
your target is rurning this version or & newer version,

An updated version of Carbonite Replication may have become avallable since you
purchased your copy. To make sure you have the most recent version, the
Installation program can use your Internet connedtion to ched the upgrade web
st

Yes, check for an updated version (Recommended)

CARBONITE &
|'_r> ®) No, skip this step and continue the current installation
Replicatio

beat > Cancel
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7. Accept the terms of the license agreement and click Next to continue, then click Next to activate the license.

Carbonite Replication - InstallShield Wizard =1
License Agrecment P ¥ o=z =
CARBONITE® Sl Carbonite Replication - InstallShield Wizard [x]
.
K Eloense Activation CARBONITE®
= r Tl Read the fallowing Information carefully.
Carbonite General Enterprise Terms of * o
= =
Service .‘ The Software Ested below requires activation of each license of the Software after installation in order to receive a fully
R licensed and functional product pursuant to the License Agreement.
Last updated: September 2017 -
-
re of S ; . NOTE: Failure to activate each license of the Software you purchased within the required Hime frame statied below will
These General Entiprise Tems of Sendce (he "General Enterprise Terms’) govern 1 . ¥ vl 4 e
‘Customer's use of Carbonite products and serdces for he emerprise (colacvely, the i . cause the Software to not wark or stop functioning resulting in loss of your Replication job{s):
“Products and Services®). The temm of these Genersl Emerprise Terms shal be the
duration of Clestomes's use of the Products and Sendces. By fegistering o Customer Accout @ Carbonite Avatability: Activation within 14 day grace period after instalfation
Aok define sancy aumy of She c . Customer agrees to these ¥
_D> S Al Tt Carbonite Move: Adivation Immediately after Installstion
1 o ot 2ccept the terms in the license agreement For further detaits andor assistance regarding activation, please consul the Carbonite Replication User's Gulde oe
Carbanite Reglication Corscle online hedp function.

o3 =

8. Enable Server Components Only, then click Next.

1% Carbonite Replication - InstallShield Wizard | ]
Setup Type CARBONITE®

Seloct the program feahsres you want installed,

(Choose which components to Install,

Client and Server Components.

Client Comporsnts Only

_:> ) Server Componints Onby

Install to:
iE:'\'swngjmm e \Carbonme\Raplicabon! " (e
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9.
onto the computer. Click Next to continue.

Carbonite Replication - InstallShield Wizard | ]
CARBONITE®

19.
License key Information

Vesify Bcensing information and options

Enter the lcense key for your product. Multiple license keys may be entered to enable multiple products.

Enter the license key that came with Carbonite Availability into the space provided. Click Add to install the license

& .
Sucteesily Sahvale Yoox Hoises, Enfps the license key for your product. Multiple license keys may be entered to mble multiple products.

.
.
.
*
’

| Activate Bcenses at the end of setup |
']

L]
Lurent license keys:

< fack

| < m >

Setup can activabe your Bcenses for you, PowerShell 2.0 or later, and an Internet connection are required to
successfully activate your licenses.

| Activate Bcenses at the end of setup

< fack et =

iaé’ca-me-‘-)gns- Ak-imSE-n780 I Add I
& .

Cusment license keys: - . .

- .

Remave .
. .
. .
-
% Carbonite Replicatjon - InstallShield Wizard
] -
.
Uogrese ke Fdorwpation . CARBONITE®
Wiy licensing information and options ¢ -

Setup can activate your Beenses for you, PowerShell 2.0 or later, and an Tntemet conn) ‘e

Add

ICa!mﬂ-:eA\'allabnllly\f..'l\nal {Ligense - Expires B/27/2020; abod-01ef-2gh3-ipdk-Im56-n7E0 I Retnove

Cancel

10. Leave all settings at their defaults. Click Next to continue.

Carbonite Replication - InstallShield Wizard | ]
CARBONITE®

19.
Quese Options.

Set systorn memory and disk Gueue options that best sult your needs,

Enter the amount of system memary to be wsed for all Carbenite Replication processing.  Disk space can also be used
by Carbanite Replication o buffer data during periods of high-valume processing that might otherwise exhaust system
memory. Specy the disk queue bocation and size to be wsed for disk quewe operations. See the User's Guide for more
information.

Amaount of system memory avallable for use (MB): 512 - 4096

Amount of system memary o use (MB): |’16

Queue folder:
iC:\Program Files|Carbonite\Replication| Change...
A dedicated non-boot volume will offer the best performance and reliability.

Do ok use disk

s e Available disk space (MB): 136609

®) Unlimited disk gueue

Limit disk space for quewe (MB): Minimum free disk space (MB): P_sﬁ

el L - el
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11. Click Next at the Security Groups screen. Click Install to begin adding the program to the server.

i/
Security Groups

CARBONITE®
Read the following Information carefully.

Carbonite Replication - InstallShield Wizard -

Access to the Carbonite Replication services you are about to install Is restricted to members of the local
security groups that will be created on your computer by this setup,

Setug will automatically create these security groups for you, All current members of the locsl Administrators group
will be added to the Double-Take Admin group.

You can add, remove, or edit member or group information from the User Manager located in the Administrator Tools
(Comman) program group.

Security Group Information
Carbonite Admin: Members have full access to all Carbonite Replication services on the machine.

Carbonite Monitors: Members are only able to monitor the status of the Carbonite Replication services.

N e [

12. The program will be installed. Click Finish when prompted.

B Carbonite Replication - Installshield Wizard | = | 0 [0
Installotion Progress CARBONITE®

The program features you selected are being installed,
}_- 3 Please wait while the InstallShield Wizard Installs Carbonite Replication. This may take several minutes.
T
(4

Status:  Creating shortouts

1% Carbonite Replication - InstallShield Wizard | ]
CARBONITE®
InstallShield Wizard Completed
The InstaliShield Wizard has successfully installed Carbonite Replication. Click
Finish to exit the wizard.
CARBOMNITE »
Replication
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Installing Carbonite Console on the Client (WAN)

A computer is required to act as the client/manager for the servers. This machine can be any other computer that has
network access to both the Source and the Target servers. It can be installed on either of the Source or Target servers, or
one or more other computers on the network. The client can be installed on any computer with the same operating
system requirements as Carbonite Availability. It can also be installed (32-bit and 64-bit) on Windows XP SP 2+, Windows
Vista, Windows 7, or Windows 8. The client can also be installed onto a virtual machine connected to the network.

Install the software on the client computer as shown above, but when step 9 is reached, choose Client Components
Only instead and continue.

1% Carbonite Replication - InstallShield Wizard | ]
Setup Type CARBONITE®

Seloct the program feahsres you want installed,

(Choose which components to Install,

Client and Server Components.

_t>- Client Comporsents Only

Server Components Only

Install to:
[EiProgram Fies|Carbonite\Repiication)

Charige...
< fack et > (.'en_oet
Complete the installation.
bl Carbonite Replication - InstallShield Wizard | ] JlaE Carbonite Replication - InstallShield Wizard B
-
Ready to Install the Program CARBONITE® . CARBONITE®

The wizard Is ready to begin installation, : T ield Wizard Completed

Chick Install o begin the installation. ,.

1f yous want 1o review or change any of your installation settings, dick Back. Click Cancel to exit the wizard. .'

“ The InstaliShield Wizard has successfully installed Carbonite Replication. Click
- Finish to ext the wizard.
4
.
L/
L4
L4
L4
L4
L4
L4
L4
L4
. CARBONITE
L4 . .
. Replication
L4
= = =
fE R A e waaoa,
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The Carbonite Availability console will be installed onto the client machine. Use this application to configure the
disaster recovery and failover details for the servers.

Windows Firewall with Advanced...
Performance Monitor el Windows Memory Diagnostic
Print Management ] Windows PowerSh
Resource Monitor ) lows PowerShell ISE
Security Configuration Wizard werShell ISE (x86)

Server Manager

Services O Carbonite Replication Cons... NEW
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Configuring Failover (WAN)

Setting up the details of the failover is done from the client computer using the Carbonite Availability Console.

Double-click the console icon on the client computer to open the program.
From the main screen, under Servers click Add servers to your console.

o Carbonite Replication Console EETES)
File Edit View Go Iools Help
1 Servers || Ll Jobs ‘Llcensel'wentory lili| Reporting Servers | of| Options CARBONITE®
i
i
i
s
B | Server Activity Version Licensing Status Product
]
f 8
£ 2
£ 2
~ Server Highlights
Name:
Operating system:
Product
Wersion:
Serial mamber
Ay Jobs with warnings 0 @ Jobs with errgrs 0

On the Manual Entry tab, enter the required details for the NIC on one of the servers. Click Add when ready.

Repeat for the NIC on the other server.
Click OK when finished to add both servers to the console.

O Carbonite Replication Console [-TofsaT
Eile Edit Yiew Go Iooks Help
CARBONITE®

g

tify the servers in your envirenment that you want to manage. The servers you add here appear on the Servers page.
Manual Entry IJ\u'-OlrlaliL Discovery Servers to be added:

i Server & Details

192.168.0.1 <—

User name:

domainiserver <—

Bassword:

ssssassssess <—

Demain:

Management Service port
= M Use default port

Add

Server: Enter the IP address for the Carbonite server.
User name: Type in the domain, forward slash, and the administrator username in this space. For example,

domain/username.
Password: Add the password for the administrator account here.

When ready, click Add.
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4. Repeat step 3, adding the details for the other Carbonite server.
Both servers will appear in the right hand window of this screen.

| Ele Edit Yiew Go ook Help

| H Servers Embs ' License Inventary ||1]1] Reporting Servers ﬂ Options cARBm'TEf‘! |

Iddentify the servers in your environment that you want to manage. The servers you add here appear on the Servers page.

Marwal Entry | Automatic Discovery | Servers to be added:
S Server & Details
1921680, 192.168.02
User name:

domainiserver

Password:

Demain:

Management Service port:

= M Use default port

Ay Jobs with wamings 0 @ Jobs with errors 0 |

5. Under the Activity column, anything other than Idle means that an error has occurred. Delete the server and repeat
step 1 to 3 for the affected server.

| File Edit View Go Tools Help

| H Servers Embs ' License Inventary ||1]1] Reporting Servers ﬂ Options cARBm'TEf‘! |

FANT ReDD B 2 seos a

| ¢ Activity Version Licensing Status Product
¥ |[An
= B ¥ 192.168.0.2 bdle 82011240 Evaluation {Expires 8/17/20° Carbonite Availability Virtual
2
2
®
~ Server Highlights
Name: 192.168.0.1

Operating system:  6.3.9600

Product: Carbonite Availability Virtual
Wersion: 82011240
Serial rumber: 1

Ay Jobs with warnings 0 @ Jobs with erraes 0 |
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6. Select a server, click the Create Job icon @ and select Protect.

| Fle Edt View Go Tools Halp

| H Servers q,lobs 1L|cense|m'em0ry lili, Reporting Servers :ﬂ Opticns cARBm'TEE‘I |

I T EEEEE n
B | Protect - Version Licensing Status Product
K WOV IvZIeE0.2 e 82011240 Evaluation {Expires 8/17/20° Carbonite Availability Virtual
(]
H
§

|~ Server Highlights

Name: 192.168.0.1
Operating system:  6.3.9600

Product: Carbonite Availability Virtual
Wersion: 82011240
Serial rumber: 1

Ay Jobswith wanings 0 @ Jobswith errors 0

7. Onthe Choose Data screen, select Full Server and click Next.

| Ble Edit Miew Go Iools Help

| H Servers q,lobs 1L|cense|m'em0ry lili, Reporting Servers :ﬂ Opticns cARBm'TEE‘I |
Choose Data for 192.168.0.1

= he i .
7 Choose the data on this server that you want 1o protect.

s
‘Workload types: Workload items:
Files and Folders | Mac

18 Full Server |

188 Full Server to Hyper-V or ESX

[ Show all warkload types

| Replication Rules.

Ay Jobs with wamings 0 @ Jobs with errors

| Met> || gancel |
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8. Select the server where the protected data will be stored, then click Next.

| Ele Edit Yiew Go ook Help

CARBONITE® |

H Servers Embs ' License Inventory  |1l1 Reporting Servers ﬂ Opticns

Choose the server that will store the protected data,
¢
| & Current Servers
Servers:
Server & Wersion Product

B % 19ziss0i 820011240  Carbonite Availability Virtual

[7] Sheww gll servers

|~ Find a New Server

| Diagnostics job

[ <pock || Mewt> |[ goncel |

Ay Jobs with wamings 0 @ Jobs with errors 0 |

Make the following changes to Set Options.

0
| Ele Edit Yiew Go ook Help
H Sarvers Embs ' License Inventory  |1l1 Reporting Servers

CARBONITE® |

ﬂ Options

E* Set options for protecting this data,
~ | General i
lob name:

Protecting the Source
“ | Failover Monitor
(® Total time to failure:  00:05:00
O Consecutive failures: 2
Monitor on this interval 000010
[Vl Metwork monitoring

Monitor these gddresses:

Source IP Address

Replication Service port
v 197 16801

Ay lobswith wamings 0 @ Jobs with erroes 0

9. Scroll down and expand Failover Options.

Enable Wait for user to initiate failover.

. Test Failover
= Failover Options
_> [ Wit far wser to initiate failover
[w] Change target gorts to match source during failover
Target soripts
Pre-failover geript: Argurments:
1
b=
1 Delay failover until script completes
Post-failover soript: Arguments:
L=
| Failover Identity
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Scroll down and expand Failover Identity. Enable Retain target network configuration.

Failover Options

pply source network configuration to the target (Recommended far LAN configurations)

—> ® fietain target network configuration (Recommended for WAN configurations)

DNS Options

| Reverse Protection and Routing

Scroll down and expand Reverse Protection. Turn off Enable reverse protection.

Failover Identity
- | Reverse Protection and Routing

Send data to the target server using this route:

192,168.02 [l

_> Enable reverse protection

Scroll down and expand Network Adapter Options. Map the network interface adapter card on the Target server to
the card on the Source.

Map source network adapters to target network adapters:

Source Network Adapter Target Network Adapter

Ethernet1 | Ethermett -]

Mirror, Verify & Orphaned Files

Leave all other settings at their default values and click Next.

O Carbonite Replication Console [-TofsaT

Fle Edit View Go Iook Help

CARBOWIE® |

Source Metwork Adapter Target Network Adapter

Ethernet Ethernet1

|
Ethemetd Ethemnetd [

| Mirror, Verify & Orphaned Files
Staging Folder Options

* Target Services
Snapshots

- Compression

Bandwidth
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14. The program will make the specified changes and verify all connections. Fix and Recheck any items that failed during
testing. When all items appear green, click Finish.

Eile Edit Yiew Go ook Help

m Sarvers. E Jobs |1 License Inventory Ekepnr\ing Servers |ﬂ Options CARmTEU

f: Reviow this checklist and click Finish to start protecting your data,

f —
hecklist ttem Value i
Tasget route Management Service: 192 168 0 2 6325, Replication Senvice: 192 1680 26320 :|
Recovery : System State Protection systemn state validation complete. r
Valumes Mo mismatched volumes found between source and target.
lob to target Mo previous job found
Reserved IP address. IP address 192 168.0.1 and 19216802 are used as reserved IP addresses and will not...
Source and target product versions Source and target product versions are compatible o3

- Checklist ltem Details -

A Jobs with warmings 0 @ Jobs with enoes 0
—

Eile Edit Yiew Go Jook Help
| H Sarvers. EJubs |-1 License Inventory E@ReporlingSemers Iﬂ Options

Q\:'ﬂ%“ iimaw =] | Fitter: AN jobs - Search:

Source Server  Target Server Job Type  Activity Mirror Status Replication Statu  Transmit Mode  Operating Systen
y B 192 168.0.2 192 168.0.2 Full Server Synchronizing (42.8 %) _In Progress Windows
Other Backup 192.168.0.2 192.168.0.2 Full Server Protecting idle Ready Active Windows

sdnoin Jaaieg .

| Ble Edi View Go Iooks el
| m Sarvers. fg)abs |1 License Inventory EkepnningSemers |ﬂ Options

II . ! ! D Filte: lobs with warnings = Search:

Source Server Target Server Job Type Activity Mirroe Status. Replication Statu  Transmit Mode  Operating S0
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Triggering Failover (WAN)

In a WAN configuration, the failover is not automatic and requires administrator intervention.

Under normal conditions, the Source will manage the Messaging traffic, while the Target continuously mirrors the data.
If the Target stops receiving feedback from the Source for the amount of time specified in the Failover Monitor settings, a
failover condition is triggered.

Once a failure condition is detected, the console will display a Server Communication Error, and Mirror Status will

become Unknown.

e ' R =] | Filter: Jobs with wamings - Search:

Mirror Status Replication Statu  Tranamit Mode

Job Source Server  Target Server Job Type Activity

| P4

<
£
g
2
3

The failover procedure is triggered by selecting the job, then clicking the failover icon " .

e | an -, =] | Filter: Jobs with wamings - Search:

Mirror Status Replication Statu  Tranamit Mode

Job Source Server  Target Sfer Job Type Activity

<
£
g
2
3

Enable Failover to live data.
From the Apply target data menu, select Apply data in the target queues before failover or cutover.

Click Failover when ready to begin Data Recovery.

[ Failover and Cutover =& = |

"™ Choose how to perform failover.

88 @ Foilover tolive data <—

Perform test failover
Failover to a snapshot

Snapshot:

Date Taken ¥ Type

This job has no snapshots.

Apply target data:
I Apply data in the target queues before failover or cutover vI

| Failover || Cancel |

While the servers are in failure mode, there will be no services.

The time required to complete the failover depends upon the speed of the drives and the amount of data the staging
folder contains.

The console allows you to monitor the progress of the failover.

"-_?’_ ] ii . . . * =] Filter: Jobs with wa

Activity

?

Source Server  Target Server Job Type
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Once the failover is complete, a Failed Over confirmation message appears in the console.

L ii . - . =] Filter: Jobs

Source Server  Target Server Job Type Activity

Note: The job entry includes a warning icon k% to remind you that the site is no longer being backed-up.
Once the failure is corrected, enable Reverse protection to restore backup security.
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Failover Recovery

Once failover is complete and the Target is active as the new Source, the voice servers must re-establish communication
before voicemail functions will start working.

Enabling Voicemail Functions on HA Servers

For Consolidated Server

After a failover, the IP addresses of the live servers have changed. Update Messaging to re-establish voicemail functions.

Stop and disable the SQL Mobilink Service on the Primary and all Secondary servers.

Change the IP address of the Consolidated server on the Primary and Secondary servers only. This is the Mobilink
connection that allows the servers to sync the database. Run the UpdateDBHA_64.exe utility from the server's hard
drive. This program is available from your vendor.

At the prompt, enter 1 to change the IP address of the Consolidated server. Click OK.

(] Update DB -

Please enter the number that comesponds to your
selection:

1. Change IP of the Consolidated server. e

2. Change mobilink script version to
‘Maintenance’ and redownload the data from
the Consolidated server.

3. Change mobilink script version to "Regular’

4. Recreate publication and subscription

5. Change mobilink cerificate attributes

[

Enter the new IP address of the backup Consolidated server, then click OK.

(] Mobilink Subcription Update -
You selected to change the Consolidated server
b
Please erter the niew IF, %

or click Cancel to stop the script

[192.168.0.5

The IP Address for the Consolidated server will be changed. Click OK.
Completed -

The consolidated server IP has changed. Please
restart the mobilink service.

Any errors can be viewed in the log file. When finished, click OK to complete the change.

Update was completed. Check the following file for errors:
CAUC\Logs\DBCON\DBUpdate20181204.Iog

Start the SQL Mobilink service on all servers in the HA environment.

Change the IP address of the UMST (Consolidated) server to the IP address the server attained during failover. Open
IXM Admin, and go to Configuration > Advanced.
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E® File Action View Window Help
L e R 7]

=]

== ®

*

Mailbox Templates
3 TSEIMAP Server

» ik Voice Server

Configuration

@l Advanced

[ Custom Interface Settings
&3 Dealer Info

) Device Management

2 Device Management Settings
Fax Seftings

& Global Parameters

&4 HTTP

1 IMAP Server

[ LDAP Synchronization

2% Logs

@ POP3 Server

% Remote Site Setting

[ Reerg

fad Reports

& User Manager
B Telephony Settings
£ VPIM/SMTP

i

1

Parameters
{0 SMS HTTP Servers
{5 515 Insert mailbox Reply-Te address
(3 SMS length limit
{3 SMS Provider
{3 SMS Reply-To phene number
ESMS site Py
Gl Store MIME Format o ®
{3 Time Zone .
(G Transfer TimeOut
fﬁTmleQt
Li;m From End of File
A TS Mode

UMST Server Address

L d
L d

UMST Server Port
fx Unigue Mailbox Address

{3 Unresolved From Address Format
{3 Use Mailbox Language as Default
{3 Use Port Monitor

L d

L d

Value Datae ®*
*
hittgg:www.c
. oThue
o 150
Connection St

http:/fesna.cs
False
(UTC-05:00) E:

m

False
False

{3 Voice Recoanition Mode

< [0

Nuance 8.5
| 3

Server Backup Using Carbonite Availability

Double-click UMST Server Address in the right-hand pane and enter the updated IP address for the UMST server.

L *| [H edit string

Walue Name
[UMST Server Address

imzmaaa |

Cancel |

rag
L d
-
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Reversing Protection After Failover

After failover, the old Target server has become the new Source server. Once the cause of the failure has been corrected
the original Source can become the new Target, thereby restoring failover protection to the system.

1. Open the Carbonite Availability monitor. Failover protection is no longer active.

Eiie Edit View Go Tools Help
0\ vﬁetﬂarbed E Mansge Servers | Manage Jobs

AN R ima=s
[ Jobs on All Servers ob &
[ Jobs on My Servers 4y fonis-pa1 to OT-Consolidated
A\ PMasterVoicel to DT-Master l

2. To initiate Reverse Protection, click the Reverse button g in the toolbar.

File Edit View Go Tools Help

@ 0\ vGetStarbed B Manage Servers @Managambs

A%i R iim= A
[ Jobs an All Servers Job & ]
[Z3 Jobs on My Servers A\ CONS-DB1to DT-Consolidate

A\ MasterVoicel to DT-Master l

This initiates a synchronization of the servers, with the original Target as the new Source, and the original Source
now the Target. The monitor displays the progress of the synchronization.

é e\, ﬂ "i' i @ i' . j Filter: All jobs v  Search:
3 Jobs on All Servers Joba Source Server Target Server Job Type Activity
[Z3 Jobs on My Servers | 4\ CONS-DB1 to DT-Consolidated CONS-DB1 (192.168.5.5)

CONS-DB1 (192.168.3.3) Full Server Failover Restoring (20.0 %)

When the synchronization is complete, the system is again safe with failover protection.

Compare the configuration from before and after the failover. The two servers have traded positions.

v "% ‘ﬂ' e ii . L} =] | riten Alljobs ~ | Search: Before

[ Jobs on All Servers Job Source Server Target Server
(23 Jobs on My Servers \9 MasterVoicel to DT-Master MasterVoice1(192.168.5.5) MasterVoicel(192.168.3.3)

(7% i T 9 e ! LR El | Fiter Alljobs | Search: After
[ Jobs on All Servers } Job
(3 Jobs on My Servers

Source Server Target Server

MasterVoice1(192.168.5.5)

| & MasterVoicel to DT-Master MasterVoice1(192.168.3.3)

Reverse protection has been enabled successfully.
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Introduction

In a High Availability environment, server failover is handled automatically for all voice servers (Primary and all
Secondaries). The Consolidated server can be backed up using Carbonite Availability. However, Remote CSE servers
require a different solution.

Apply the following procedure to all of the Remote CSE servers on your system. One additional server is required to be
available as part of the system to take over when an active server fails. This server does not process any traffic, but it
must be active to keep its database and other files current with the rest of the system.

This procedure does not provide automatic, unattended failover as some action is required by the administrator.

Setup

When setting up multiple Remote CSE servers on a system, configure the Feature Groups on the Consolidated Server to
use the appropriate Remote CSE for each group.

Consolidated Server

On the Consolidated server, open UC Admin > Feature Group > Synchronization Options.
Set the TSE Location field for each Feature Group to the desired Remote CSE server.

‘,' {4 reature Group ? K
‘o‘ Feature Group
¢
x| B wl«fr|n]
@
&9 File Action View Window Help ’,‘ General ] Starage Options ] Notification Options | Transfer Options I Transter Types ]
&% 7| 0= | . Mailbox Options | Message Options ~ Synchranization Optians ] DID Properties | Speech Options |
bngessaging . Group No. Group Name
v i Avaya“ [P Dffice @ Default Users -1
v f Defaut O - S 3: Mobility Users
o [ Mobility Users
ﬂ 4 Professional Users -
[ Routing Table ‘Q IMAP Settings
=2 Voice Menu ‘e IMAP Account imap123@yourcompan  Calendar Mode Mone -

@ Customize TUI 4

E N
. Print 5 :
W Pod S . Account Password i Max Connections 100
i@ Faxlobs S
[ Storage 5 [E———
» [ Mailbox Templates s Canfirm Password MaxNoOf Lagans |25

TSE IMAP Server AN
1, Voice Server - IM&P Server Ex2013 «| SendURL Mone »

[ Configuration A

° Message Spnc Source Settings

.
s Account Password
‘e Message Sync Source - I Confirn Password [r—

Synchronization Settings

[¥ Inbox folder Sync priority Maimurn -
[+ Call History

[¥ System folders Mige per Sjnc Dycla I5U

[ Custom folders TSE Location RemoteCSD
[¥v Contacts

Override Local Directory Images With I Fiemote directory images, except non-existing Lj
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All Remote CSE Servers

On each of the Remote CSE servers, including the spare, go to the Avaya IX Messaging installation location, and open
the \UC\UCCSE\ folder. Double-click the CSE.exe.config file to open it in Notepad.

Change the Primary Instance value to False. Save the file.

“j CSE.exe.config - Notepad

File Edit Format View Help
<UC.CSE.DBCOM.Properties.Settings>
<setting name="ConcurrencylLevel" serializeAs="String">
<value>4</value>
</setting>
</UC.CSE.DBCOM.Properties.Settings>
<UC.CSE.Synchronization.Properties.Settings>
<setting name="DirectorySync" serializeAs="String">
<value>False</value>
</setting>
<setting name="CalendarSync" serializeAs="String">
<value>False</value>
</setting>
<setting name="ContactsSync" serializeAs="String">
<value>False</value>
</setting>
<setting name="ProfileReloadInterval” serializeAs="String">
<value>3600000</value>
</setting>
<setting name="PrimaryInstance" serializeAs="String">
<value>False</value>
</setting>
<setting name="MessagesSync" serializeAs="String">
¢cvaluesTruece /valias
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Failover Procedure

When a Remote CSE server fails, the spare machine must be brought into service and the broken one removed for repair.

On the Consolidated server, open UC Admin > Feature Group > Synchronization Options.

For each Feature Group that used the broken Remote CSE server, change the TSE Location field. Enter the PC name

of the spare machine in this field. Click Save when finished each Feature Group.

o1 {3 reature Group ? %
.‘0 Feature Group
R EYES T TR
o’. General ] Storage Options l Notifization O ptions | Transfer Options | Transfer Types ]

Mailbox Dptions ] Message Options

[ﬂi 3: Mobility Users

Synchronization Settings

Synchronization Options I DID Properties | Speech Options |

£ *
L4
File Action View Window Help# :
?; T i p IMAP Settings
LRl NES ¢ -
P IM&P Account imap123@yourcompan  Calendar Mode Mone -
89 X Messaging ‘0 Group Ne. Group Name
v 3, Avaya - IP Office 5
% a ; B0 R g 1 Default Users Account Password [, Max Connections 100
2 Basic Users
% i :”f“‘fy “ST'US Confirm Password | MaxMNoOf Logons |25
"B Rermote tic . rotessional Users
[ Routing Table o IMAP Server Ex2013 ~| Send URL Mone >
=3 Voice Menu .
& costomize Ty %,
j‘ ';””Jt 5:"'3’ N Message Syne Source Settings
i@ Faxlobs
1) Storage “ Account Password
> [E Mailbox Templates
p .
TSE IMAP Server “ Message Sync Source v | Confirm Password ——
Voice Server
8 Configuration *

~
~

Inbax folder
Call Histary

Sync pricrity

Maxirmum v

Msgs per Sync Cycle (50

[+ System folders
. [T Custom folders

TSE Locati -
. < acation RemoteCSE1 )

[+ Contacts

[

. Over-ride Local Directory Images With | Remate directory images, except non-existing

On the Consolidated server, open the \UC\DB folder and double-click the UpdateLocationNodes application.
Enter 1 in the space provided to Remove location node. Click OK.

B | Update Location Nodes X

Please enter the number that corresponds
to your selection:

1. Remove location node.
2. Add new location node.

3. Check all existing location nodes.

©
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Enter the username of the administrator account for Avaya IX Messaging. Click OK.

B | Enter User Name

K
Please enter the user name for access the X
Messaging configuration.

Cancel

|administralor

Type in the administrator password. Click OK.

B | Enter the Password X

Please enter the password.

Fodhok ok ok R Rk ke

Enter the number which corresponds to the failed Remote CSE server. Click OK.

B | Delete Location Node X

Make a selection what location node will be
deleted.
1 - Remote-CSE-01 Cancel

2 - Remote-CSE-02
3 - Remote-CSE-03

or click Cancel to stop the script
[1

You are prompted to confirm the deletion of the server. Click OK to confirm. This will remove the failed server from
the list of remote CSE servers in the database.

Delete Location Node X

You selected to delete ‘Remote-CSE-01" location
node. Click OK button to confirm or click Cancel
to stop the script.

Cancel

The broken server has been removed.

Update was completed. Check the following file for errors:
C:\UC\Logs\DBCOM\DBUpdate20200131.log
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Restart these 2 services on the spare server: UC Content Synchronization Engine, UC CSE PIM Synchronization

Engine.
% Services S ] X
File Action View Help
e F A= H boboEI
% Services (Local)  |[751 Services fLoca)
Select an item to view its description.  Mame Descripticn Status Startup Type ™
61 UC Background File Organizer Running  Automatic
G UC Background Task Manager Running  Automatic
U Sumness LacerSerd Euninofutomatl
{1 UC Content Synchronization Engine  Provides co... Running  Automatic
£ UC CSE PIM Syncronization Engine Provides co... Running  Automatic
UL CTIManager Running . Manual
ERUC CTHService Manual
EUC FaxService Running  Manual
“LLUC Gateway Provides ac.. Running Automatic
< >
\, Extended / Standard /

The Remote CSE server has been successfully replaced with the spare.
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Restoring After a Failover

After a failover, once the broken server has been repaired or replaced, it can be put back into service either as the new
spare server, or to take over as the active server again.

Returning the Original Server
If you are returning the broken machine to service, do the following.

Reconnect the repaired computer to the network.

From any of the other servers, copy the contents of the Messages folder ( \UC\Messages\ ) to the same folder on the
repaired server. This will ensure that the new machine has the latest files.
If you have more than one company installed on the system, select the number for the company you want to restore.

[ [] = | Messages - o X
Home Share View ]
& v > ThisPC > Local Disk (C:) » UC > Messages » w @ | Search Messages L

Name Date modified Type Size

¥ Quick access

B Desktop ; 1 3PM File folder

2 File folder

¥ Downloads ¢

- 3 File folder

|5 Documents +

&= Pictures
3 This PC
¥ Metwork

1 item [E=

Run the UpdateNodesLocation application and enter 3 to Check all existing location nodes.

B | Update Location Nodes X

Please enter the number that corresponds to
your selection:
1. Removed location node. Cancel

2. Add new location node.

3. Check all existing location nodes.
®

Enter the username and password of the administrator account for Avaya IX Messaging.

B Enter User Name X B ! Enter the Password X

Please enter the user name for access the IX Please enter the password.

Messaging configuration.

Cancel Cancel

ok kdkodok kb ko ke ok

administrator
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Verify that the server you are returning to service does not appear on the list.

Location Nodes X

ServerName, ServerType, LocNodePath, NodelD

1 - Remote-CSE-Spare, 9, \Remote-CSE-Spare\UC\, 12345670
2 - Remote-CSE-2, 2, \Remote-CSE-2\UC\, 12345672
3 - Remote-CSE-3, 3, \Remote-CSE-3\UC\, 12345673
4 - Remote-CSE-4, 4, \\Remote-CSE-A\UC\, 12345674

If the restored computer is in the list, no further action is required.

If the new machine is not on the list, it must be added to the nodes. On the Consolidated server, run the
UpdateNodesLocation application again and select 2 to add a new node.

B | Update Location Nodes X

Please enter the number that corresponds to
your selection:

1. Removed location node.
2. Add new location node.

3. Check all existing location nodes.

Enter the username and password of the administrator account for Avaya IX Messaging.

B ' Enter User Name B ' Enter the Password

Please enter the user name for access the IX Please enter the password. K

X
Messaging configuration.
Cancel

Rk kR R Rk ke bk

|admini5tralor

Enter the computer name of the node being added to the list. Click OK when finished.

B | Add New Location Node X
You selected to add a new location node.

Please enter the computer name of the new
Cancel
Remote CSE server,

or click Cancel to stop the script.

Repaired-CSE-01
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The repaired computer has been added to the list of Remote CSE servers in the database.

X

Update was completed. Check the following file for errors:
C:\UC\Logs\DBCOM\DBUpdate20200131.log.

Installing a New Server

Follow the steps in chapter 17 - Dedicated CSE Server Installation to install the new Remote CSE Server. Itis not
necessary to use the UpdateNodesLocation application to add the new node. The new computer will be added to the list

of remote CSE servers in the database during mobilink synchronization. However, the Messages folder must still be
copied to ensure that it's files are up-to-date.

Messages Folder

It is only necessary to copy the folders for the message types you are using.

[ =1 - a x
Home Share View [7]
« v 4 » ThisPC » Local Disk (C) » UC > Messages » 1 » v/@| | search1 P

A Name Date modified Type Size
# Quick access
Fax 3 File folder

[ Deskio

P Mime 3 File folder
¥ Donnloads Other 3 File folder
=] Documents Text 3 File folder
= Pictures Voice 3

File folder

[ This PC
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VMware Support

Introduction

Many organizations are turning to virtual environments for their server needs due to their cost and efficiency. Instead of

a room full of servers, virtual servers on hosted or in-house environments can perform the functions of multiple
computers.

Avaya IX Messaging can be installed on a virtual environment enabling you to reuse the equipment you already have.
Instead of buying a new computer to host the voice server, upgrades to existing hardware may be sufficient through
virtualization.

Pre-Requisites

Software Version
VMware ESXi4.x/5.0/5.1/55/6.0/6.5/6.7
VM Software Hyper-V Server 2012

Windows Terminal Services

Server 2012 or 2012 R2
OS for Messaging Server 2016
Server 2019

Note: ESXi has been tested on versions 4.x /5.0 /5.1 /5.5/6.0/6.7. Hyper-V Server 2012 has also been
tested.

Hardware

Requires Intel® CPU which meets or exceeds the

CPU requirements of ESXi 4+

- Windows Terminal Services only supports the installation of the client software. The Messaging server cannot be
installed here.
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Virtual Environment Limitations

Migrating data from a virtual machine environment is not supported.

Migrating data to a virtual machine from an existing physical environment is supported, but only if AM is installed first.
Move an existing server onto a virtual machine by migrating the database using the utilities provided with the Messaging
installation package. You can transfer both 7.x and 8.x systems to an 10.8 virtual environment. Messaging must be
installed on a new virtual machine with a clean operating system.

Warning: Importing an existing Avaya IX Messaging environment to a virtual image is not supported.

Messaging installed on a virtual environment requires the same hardware resource as non-virtual machine
environments.

Note: The fax capability of Messaging within a virtual environment is limited to 24 ports.

Warning: Do Not take snapshots while the servers are in operation as this can lead to serious corruption in
the database. System performance may also be heavily compromised. To take a snapshot, shutdown the
server first, then take the snapshot while the system is down.

This table shows the list of VMWare features supported.

FEATURE AVAYA MESSAGING 10.8 AVAYA MESSAGING 11.0
Support for ESXi 6.0 Yes No
Support for ESXi 6.5 Yes Yes
Support for ESXi 6.7 Yes Yes
Support for ESXi 7.0 No Yes
VMware vMotion No No
No

(Only temporary snapshots
VMware Snapshot No prior to upgrade can be

created and should be
removed after upgrade)

VMware HA Yes Yes
VMware DRS No No
VMware FT No No
vSphere Standard Switch Yes Yes
vSphere Distributed Switch Yes Yes
Reservation Required No No
VSAN Support Yes Yes
Thin Provisioning No No
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Virtual Machine Environment Hardware Requirements

The hardware requirements for setting up Messaging within a virtual environment are the same as for a physical
machine. See the System Requirements and Capacity chapter of this guide for more information.

The configuration of the virtual environment does create other considerations for server installation.
For further details on Hardware Requirements, see page 39.

VMware Technology Guidelines

VMware offers wide range of technologies which may be implemented on a virtual machine for greater redundancy and
ease of maintenance. This section explains which features are compatible with the Messaging server application and how
to utilize VMware solutions with Messaging in mind.

e High Availability: VMware also offers its own High Availability solution, which should not be confused with
Messaging HA. VMware's HA model is initiated in 2 ways: one is hardware (machine) failure and the other is software
(Operating System) failure. When the ESXi hardware fails on a system monitored by HA, VMware will automatically
restart the Virtual Machine image on another ESXi host. If the OS becomes unresponsive, VMware HA will start the
virtual machine on another ESXi host and bring the server back online. This will lead to down time while VMware
moves operations onto another host. Messaging will be down during the recovery period and will not be able to
answer calls until the secondary virtual image is fully up and running. The recovery occurs automatically, but it must
be 'hard coded' to a specific recovery ESXi server. If there are no available resources on the recovery server,
Messaging may fail to restart.

e Distributed Resource Scheduler: Distributed Resource Scheduler is intended for sites with multiple physical ESXi
servers available. DRS keeps track of hardware resources, and is able to see the current availability of CPUs, RAM, etc.
on all servers. When the main server crashes, DRS will automatically allocate the necessary resources and restart the
virtual machine in a suitable environment. This means that Messaging will be guaranteed a minimum level of
resources upon recovery to ensure there is no reduction in service. This is an advantage offered by DRS when
compared to HA alone since HA does not consider hardware requirements when allocating space for a new virtual
machine to replace the crashed server.

® Fault Tolerance: Fault Tolerance offers a higher level of protection than HA by eliminating of downtime. A virtual
machine being monitored by an FT system will have a shadow image created that is identical to the monitored virtual
machine. When the main server becomes unavailable for any reason, the shadow image which has been reproducing
all activity on the main server will become active, instantly replacing the crashed server. This reduces the chance of
an interruption or data loss in most active environments. However, due to the extensive nature of FT's monitoring, FT
can only support virtual machines with a single core CPU. This does not meet Messaging Voice Server's minimum
hardware requirements, so Messaging will remain incompatible with FT until the algorithm is changed to support the
resources required.
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VM Environment Feature Comparison Chart

HA DRS FT
Active Migration N N N
Recovery from Hardware Crash Y Y Y
Recovery from Software Crash Y Y Y
0 Down Time during Crash N N Y
Smart Allocation of Hardware Resources N Y N
Messaging Support Y Y N
Known Behaviors:
Voice Traffic Interrupted until HA recovers Interrupted until HA recovers N/A
iLink Pro Desktop Interrupted until HA recovers Interrupted until HA recovers N/A
Messaging Interrupted until HA recovers Interrupted until HA recovers N/A
CTI Interrupted until HA recovers Interrupted until HA recovers N/A

Due to the way in which Fault Tolerance is designed, Avaya IX Messaging cannot function within the FT model. FT is
limited with regard to computer resources (e.g. single core processor) while Messaging has specific minimum resource
requirements to function properly. Until VMware upgrades the FT system to support higher amounts of resources,
Messaging cannot be deployed under the FT model.
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VMware: HA for the Consolidated Server

In a High Availability environment, the Primary and all Secondaries act as backups for each other. If one server fails, the
Consolidated server redirects traffic through the remaining operational units preventing any service interruptions.
However, the Consolidated server has no such protection. If the Consolidated server fails, the entire system will fail.

VMware includes an HA option for its Hosts, providing failover support for the Consolidated server. Both the
Consolidated and Primary voice servers can backed up this way. The Secondary voice servers cannot.

The site admin must install and configure VMware vSphere on the network. There should also be an external SAN for
data storage.

Create a Cluster within vSphere.
e When configuring the Cluster, under vSphere Availability, ensure that Turn ON vSphere HA is enabled.

[E‘} Cluster Name - Edit Cluster Settings

vSphere Availability

e P> VSphere Availability
vSphere Avallability is comprised of vSphere HA and Proactive HA. To enable Proactiv

Add 2 or more Hosts within the Cluster. One Host contains the virtual machine that houses the Consolidated server,
while the others are available should the active Host fail.

Important: It is essential that all of the Host servers (Consolidated, Primary, and backups) have their clocks
synchronized. Certain critical functions within Messaging are time sensitive and will fail if the Hosts are not
coordinated.

For each Host, open the Configuration tab and go to System > Time Configuration.

e Enable Use Network Time Protocol (Enable NTP client).

e Setthe NTP Service Startup Policy to Start and stop with host.

e Enter one or more NTP servers in the space provided. The time signals will be synchronized with these sites.
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e Start/ Restart the NTP Service to activate the changes.

[2 Edit Time Configuration [7

Specify how the date and time on this host should be set.

—>\y Use Network Time Protocol (Enable NTP client)
NTP Service Status: Running

Stop Restart

The NTP Service settings are updated when you click Start, Restart, or Stop.

NTP Service Startup Policy: | Start and stop with host [«

Start and stop with the host system

NTP Servers: 0.pool.ntp.org, 1.pool.ntp.org, 2.pool.ntp.org

Separate servers with commas, e.g. 10.31.21.2, fe00::2800

| ok || cancel |

5. Create virtual machines and choose the SAN as the data storage location.

6. Edit the settings for each virtual machine.
Under VM Options > VMware Tools > Time, enable Synchronize guest time with host.

{1 Host Name - Edit Settings (7) M
( ' VM Options
—[>:— VMware Tools

—I> Time [+ Synchronize guest time wi@
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Install the Avaya IX Messaging Consolidated server onto one of the virtual machines.

If the Host with the virtual machine running the Consolidated server fails, VMware will automatically move the server to
another Host within the Cluster and restart the virtual machine.

Important: The Messaging system will be unavailable during the changeover and reboot process.
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VMware: HA for the Primary Voice Server

In a High Availability environment, the Primary and all Secondaries act as backups for each other. If one server fails, the
Consolidated server redirects traffic through the remaining operational units preventing any service interruptions.

VMware includes an HA option for its Hosts, providing failover support for the Primary voice server. Both the
Consolidated and Primary voice servers can backed up this way. The Secondary voice servers cannot.

The site admin must install and configure VMware vSphere on the network. There should also be an external SAN for
data storage.

Create a Cluster within vSphere.

e When configuring the Cluster, under vSphere Availability, ensure that Turn ON vSphere HA is enabled.

[@; Cluster Name - Edit Cluster Settings

vSphere Availability

— ey e
vSphere Avallability is comprised of vSphere HA and Proactive HA. To enable Proactiv

[ Turn ON vSphereD

Add 2 or more Hosts within the Cluster. One Host contains the virtual machine that houses the Primary voice server,
while the others are available should the active Host fail.

Important: It is essential that all of the Host servers (Consolidated, Primary, and backups) have their clocks
synchronized. Certain critical functions within Messaging are time sensitive and will fail if the Hosts are not
coordinated.

For each Host, open the Configuration tab and go to System > Time Configuration.
e Enable Use Network Time Protocol (Enable NTP client).

e Setthe NTP Service Startup Policy to Start and stop with host.
e Enter one or more NTP servers in the space provided. The time signals will be synchronized with these sites.
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e Start/ Restart the NTP Service to activate the changes.

[2 Edit Time Configuration [7

Specify how the date and time on this host should be set.

—>\y Use Network Time Protocol (Enable NTP client)
NTP Service Status: Running

Stop Restart

The NTP Service settings are updated when you click Start, Restart, or Stop.

NTP Service Startup Policy: | Start and stop with host [«

Start and stop with the host system

NTP Servers: 0.pool.ntp.org, 1.pool.ntp.org, 2.pool.ntp.org

Separate servers with commas, e.g. 10.31.21.2, fe00::2800

| ok || cancel |

5. Create virtual machines and choose the SAN as the data storage location.

6. Edit the settings for each virtual machine.
Under VM Options > VMware Tools > Time, enable Synchronize guest time with host.

{1 Host Name - Edit Settings (7) M
( ' VM Options
—[>:— VMware Tools

—I> Time [+ Synchronize guest time wi@
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Install the Avaya IX Messaging Primary voice server onto one of the virtual machines.

If the Host with the virtual machine running the Primary voice server fails, VMware will automatically move the server to
another Host within the Cluster and restart the virtual machine.

Important: The Messaging system will be unavailable during the changeover and reboot process.

Additional Considerations for AACC Users

There are additional conditions for sites that are integrating with Avaya Aura Contact Center.

® The IX Messaging virtual machine must use the same network interface card (NIC) for both ELAN and CLAN
® Onthe CS1000, configure the parameter Set Type = 2008 for the DMG ports.
® Configure the following 2 services for Automatic (Delayed Start):

UC Voice Server
UC Service Recovery Manager (found on the Consolidated Server)
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Virtual Environment Deployment Example

The following are performance results from a virtualized Avaya IX Messaging system running 100 active voice ports with
1,000 users registered under the system. Please keep in mind that this is a limited test run to showcase how a typical
operation may perform under a virtual environment. This example does not guarantee an identical level of performance

on every virtual environment, but rather serves as a guideline with regards to Messaging's behavior under virtual
environments.

CPU Usage

temp deploy

[ Samm: 4 Performance W

Qverview | |Advanced

CPU/Real-time switchto: [cpU - S @ H =
Graph rafrashes ewery 20 saconds

7000

100 -

5250

S -
N ]
3500 2
5
=
I 1750 25
| !
=0 i i i i i i i i i i i n—
12155 PM 1:00 PM 1:05 PM 1:10PM 1:15PM 1:20PM 1:25 PM 1:30PM 1:35PM 1:40 PM 1:45 M 1:50 PM
Time
Performance Chart Legend
Key | Object MeasUrement Rollop Urits Latest | Madmum Minimom | Average
=] 2 Usage in MHz Average MHz 1408 1753 749 1307.307
[E temp deploy Usage Average Percent E0L,35 70,95 49,09 £5.945
O temp deploy Usage in MHz Averae  MHe 5779 6793 4700 5643.95
m o Usage in MHz Averae  MHe 1631 1790 742 1359.134
m o Usage in MHz Averae  MHe 1237 1748 967 1397.089
[ Usage in MHz Averae Mz 1383 1683 1041 1484.603

Avaya IX Messaging used an average of 58.945% of the CPU capacity, which equates to 5,643.95 MHz. When considering

the Maximum requirement, providing at least 6.8 GHz of CPU resources to Messaging will guarantee a consistent level of
performance.

Avaya IX Messaging Server Installation Guide




Datastore Latency

temp deploy

e —

Performance %
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Overview| [Advanced

Datastore/Real-time Switchto: [Default -l & ® A @
Graph refreshes every 20 seconds
2000 80 o
1500 60—
Fad |
@ I
g |
n |
1000 . -+ 40—
500 i— 20+
=0 i i i T T i : i o i " i i i
12:55PM L:00PM L0SPM L10PM LIS PM LzopPM 125 PM Li30PM 135 PM 140 FM 145 PM LS0PM
Time
Performance Chart Legend
key Object Measurement Rallup Units Latest Maximurm Minirmurn Average
-] openfilersanz Read rate Average KBps 1] 118 1] 2,972
(=] openfilersanz Yirite rate Average KBps 1266 1767 04 11056
(] openfilersanz Read latency Average Millisecond 12 72 0 5.356 ‘
openfilersanz Wirite latency Average Millisecond 7 & 1 2.378

Avaya IX Messaging achieved a low average latency of 5.356ms for reading and 2.378ms for writing.

Disk Usage Rate

temp deploy

! Performance

Overview | |Advanced

Disk/Real-time Switchto: [Disk. -] & @ H
Graph rePreshes every 20 seronds
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I 1500 i t | | EE |
| L 2/23(2011 1:29:52 PV |
1t — 1 I @ writerabe For s 135t kEps| L
. | 1 | b ale L) || usagefor : 1353 kERS
-] \ i1 | I N i | it F T | mnmal
g | |
, | L | |
| \
| i \ l ’ IR \
{500
=0 i i 1 gl i T i i i i i i
12:55 PM LoopM 105 PM L1oprM LS PM Li20PM Li25PM L30PM Li35PM 140 PM 145 PM 150 PM
Time
Performance Chart Legend
Key | Object Measurement Rollup Units Lakest Mazimum Minimum Average
(] temp deploy Read rate Average KEps a 118 1] 2,972
W temp deploy Write rate average KBps 678 1767 605 1102967
‘ OO0 temp deploy Usage Average KBEps E78 1767 605 1106344

Avaya IX Messaging had an average disk usage rate of 1,106.344 KBps with a peak of 1,767 KBps. Ensuring a data transfer
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rate of 1,800 KBps to Messaging will guarantee a consistent level of performance.

Network Usage Rate

temp deploy

Overview| [Advanced
Network /Real-time Switchto: [Mstwork -l & ® A @
Graph refreshes awary 20 seconds
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=
g
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12:55 PM 1:00 PM 1:05 PM 1:10PM 1:15PM 1:20 PM 1:25PM 1:30 PM 1:35PM 1:40PM 1:45 PM 1:50 PM
Time
Performance Chart Legend
key Object Measurement Rallup Units Latest Maximurm Minirmurn Average
|j tempa deploy Usage Average KBps 1029 1185 378 H70,094
E  tempadeploy Data transmit rate Average KEps 311 487 159 333.6
(] 4000 Data receive rate Average KBps Tig 534 219 536,05
] 4000 Data transmit rate Average KBps 31 487 159 333.6
(] temp deploy Data receive rate Average KBps Tig 834 219 536,05

Avaya IX Messaging had an average network usage rate of 870.094 KB/s with a peak of 1,185 KB/s. Providing 1,500 KB/s of
network bandwidth to Messaging will guarantee a consistent level of performance.

Conclusion

Since Avaya IX Messaging is designed to be the sole application running on a given Virtual Machine, it is easy to assign the
necessary resources for Messaging. By ensuring that Messaging always has access to the required resources, you will be
able to guarantee the level of performance required by your site.
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Virtualized Environment: Microsoft Hyper-V

Introduction

Many organizations are turning to virtual environments for their server needs due to their cost and efficiency. Instead of
a room full of servers, a single virtual server on a hosted or in-house environment can perform the functions of many
individual computers. Avaya IX Messaging can be installed in a virtual environment enabling you to reuse the equipment
you already have. Instead of buying a new computer to host the voice server, upgrades to existing hardware may be
sufficient through virtualization.

Avaya IX Messaging supports both VMWare and Microsoft's Hyper-V for the virtualized environment. In this chapter, we
will create and configure a Hyper-V virtual environment to host the voice server.

Requirements

Software Version

Windows Server 2012 or 2012 R2
Hyper-V Server 2012

Windows Server 2012 or 2012 R2
Windows Server 2016

Hyper-V

OS for Messaging

- Hyper-V Server 2012 is not a full version of Windows Server 2012. It is a stand-alone product that contains only the
resources necessary to support and manage virtual environments, and is available free from Microsoft. However, a
full version of Windows Server 2012 is still required to create the virtual environments on each Hyper-V Server only
machine. See page 645 for more details on using Hyper-V Server 2012.

Virtual Environment Limitations

You cannot directly upgrade an existing Messaging server to a virtual environment. However, you can move an existing
server onto a virtual machine by migrating the database using the utilities provided with the Messaging installation
package. You can transfer both 7.x and 8.x systems to an 9.0 virtual environment. Messaging must be installed on a new
virtual machine with a clean operating system.

Messaging installed on a virtual environment requires the same hardware resources as non-virtual machine installations.

Warning: Moving an existing Messaging environment to a virtual image is not supported. However, after
installing Messaging onto the virtual machine, the data files can be migrated to the new location.

Note: The fax capability of Avaya IX Messaging within a virtual environment is limited to 8 ports.

Warning: Do Not create checkpoints while the servers are in operation as this can lead to serious
corruption in the database. System performance may also be heavily compromised. To create a checkpoint,
shutdown the server first, then create the checkpoint while the system is down.
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Adding Hyper-V to the Host

Before installing Avaya IX Messaging onto a virtual server, the computer must be configured for the environment, and the
operating system must be installed. The virtual environments have the same hardware requirements as a standalone

machine.

Host Operating System

The physical computer ( ) that will have Microsoft Hyper-V installed must be running Windows Server 2012 or 2012
R2. Microsoft Hyper-V Server 2012 can be installed on the Host, but one full version of Windows Server 2012 is still
required to create the virtual environments on each of these machines.

Guest Operating System

The environment created (Guest) on the host must have its own licensed copy of Windows installed, configured and fully
patched. The version of Windows required must be one supported by Messaging.

Adding the Hyper-V Role

Note: These steps are performed on Windows Server 2012, not Hyper-V Server 2012. See page 645 for
details on using Hyper-V Server.

Once the has had Windows Server 2012 installed and patched, follow the directions below to add the Hyper-V role.

1. Onthe computer, open the Server Manager utility and add a new role.

= Server Manager

@@ ¥  Server Manager * Dashboard @1 P omnage  Toos
WELCOME TO SERVER MANAGER
i Local Server
i' All Servers . .
- “ Configure this local server
WE File and Storage Services D =
QUICK START
I 2 Add roles and features I
3 Add other servers to manage
WHAT'S NEW L ) =
4 Create a server group

Hide

LEARN MORE
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2. Proceed through the screens. At the Select server roles pane, enable Hyper-V from the available options.

Click Next.

[ Add Roles and Features Wizard

Select server roles

Befors Vo Select one or more roles to install on the selected server.

Installation Ty Roles

[] Active Directory Certificats Services
[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directery Rights Management Services
[ Application Server

(= [ |

DESTINATION SERVER

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

Virtualized Environment: Microsoft Hyper-V

[] DHCP Server
[] DNS Server
[ Fax Server

I %] Hy;}e r\.f ) I

] Network Policy and Access Services

[] Print and Document Services
[[] Remoate Access
[] Remote Desktop Services

3. Atthe prompt, confirm the selection by clicking Add Features.

[ Add Roles and Features Wizard

Add features that are required for Hyper-V?

The following tools are required to manage this feature, but do not
have to be installed on the same server.
4 Remote Server Administration Toals
4 Rele Administration Teols
4 Hyper-V Management Taals
[Tools] Hyper-V Module for Windows PowerShell
[Tools] Hyper-V GUI Management Tools

Include management toals (if applicable)

4. Continue until you reach the Hyper-V setup screen. Click Next.

(= [= |

[ Add Roles and Features Wizard

DESTINATION SERVER

Hyper-V

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines,
You can use virtual machines to consalidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software.

Before You

Installation Ty

Things to note:
* Before you install this rele, you should identify which network connections on this server you want to
use for setting up virtual switches,

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines.

Confirmation

More information about Hyper-V
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5. Disable all of the virtual switches on the , then click Next.

[ Add Roles and Features Wizard -

Create Virtual Switches T Rsta

Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.

Network adapters:

Description
[ Virtual Broadcom NetXtreme Gigabit Ethernet
[ NIC1 Broadcom NetXtreme Gigabit Ethernet

Confirmation i1 We recommend that you reserve ane network adapter for remote access to this server. To reserve a
network adapter, do not select it for use with a virtual switch.

6. Atthe Virtual Machine Migration screen, leave the values at their defaults, and click Next.

[ Add Roles and Features Wizard -

Virtual Machine Migration T v

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network an this server to be used for live migrations, If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.
[ Allow this server to send and receive live migrations of virtual machines

Authentication protocol

Select the protoc

Confirmation

i, Ifthis server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.
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For Default Stores, specify the hard drive and file location on the

files will be kept.

Click Next.

Default Stores

Before You

Installation

Confirmation

(= [ |

Add Roles and Features Wizard

DESTINATION SERVER

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files, You can change these default locations
now, or you can change them later by modifying Hyper-V settings.
Default location for virtual hard disk files:

E\

Default location for virtual machine configuration files:

E\

The

&

Confirm insta

Before You

Installation Ty

lation selections

|- Lo |

Add Roles and Features Wizard

DESTINATION SERVER

To install the following roles, role services, or features on selected server, dlick Install.

[] Restart the destinaticn server automatically if requirad

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Hyper-V
Remote Senver Administration Tools
Rele Administration Tools
Hyper-V Management Tools
Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools

Export configuration settings
Specify an altemate source path

Next >
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where the virtual hard disk and configuration

has all of the information it needs. Click Install to add the Hyper-V role to the server.




Virtualized Environment: Microsoft Hyper-V

Support for Hyper-V virtual environments will be installed on the computer.

When finished, click Close, then restart the server.

= Add Roles and Features Wizard ILIE-

DESTINATION SERVER

Installation progres
proeg

7

View installation progress

O Featureinsliation
I

Installation started on

Hyper-V
Remote Server Administration Tools
Role Administration Tools
Hyper-V Management Tools
Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools

‘You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cance

After the restart, open the Start window and select Hyper-V Manager.

Administrator an

r & A

Windows Administrative Hyper-V Hyper-V Virtual
Server Manager PowerShell Tools Manager Machine...

> -

Computer Task Manager
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11. Right-click the , then click Virtual Switch Manager... from the pop-up menu.
ZF Hyper-V Manager -

File Action View Help

==
23 HyperV Manager H Actions
Bs Virtual Machi
Mew 3 Vhah =
~ State CPUUsage  Assigned Memory  Uptime
Import Virtual Machine... Mew 4
No virtual machines were found on this server.
Hyper-V Settings... Lep Import Virtual Machin...
IVlrtuaISWltch Manager... [ Hyper-V Settings..
Virtual SAN Manager... FL Virtual Switch Manage...
Edit Disk... e, Virtual SAN Manager...
Inspect Disk... ¢ Edit Disk...
m > .
Stop Service (L Inspect Disk...
Remove Server @ (=) Stop Service
Refresh 75 Remove Server
Mo virtual machine selected
View » () Refresh
Help View 13
Help
Details
Mo item selected
< m >

Displays the Virtual Switch Manager user interface.

12. Select External for the type of virtual switch to create. Click Create Virtual Switch.

EE Virtual Switch Manager for =~ |_|_-

A Virtual Switches

4% New virtual network switch
£ Global letwork Settings What type of virtual switch do you want to create?

9 MAC Adaress Ronge Eeenal
Internal
Private

{4 Create virtual switch

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.
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Enter a name for the switch.

Select a virtual switch from the list of those available on the dropdown menu. One switch is typically used exclusively
for managing the virtual environment. Choose any other switch than the one used for management functions.

Ensure that Allow management operating system to share this network adapter is disabled.
Ensure that Enable single-root 170 virtualization (SR-IOV) is enabled.

Click Apply, then OK.
EE Virtual Switch Manager for =~ I_l_-' a

# Virtual Switches Wt Virtual Switch Properties
A New virtual network switch
« New Virtual Switch
Broadcom NetXtreme Gigabit . | [New virtual Switch
#_Global Network Settings
I MAC Address Range

Name:

Notes:

Connection type
What do you want to connect this virtual switch to?

® External network:

[Broadcom Netxtzeme Gigabit Ethernet v

[] Allow management operating system to share this network adapter

Enable single-root 1/O virtualization (SR-IOV)

) Internal network
) private network

VLAN ID

Remave

'@' SR-IOV can only be configured when the virtual switch is created, An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private
swiitch,

o [ et [ awy |

Click Yes to confirm the changes.

Apply Networking Changes -

i Pending network configuration will
© prevent remote access to this computer

This configuration does not allow access to the
management operating system through this network
adapter. Make sure remote access is available from
another network adapter, This also deletes any static
settings on this network adapter. Do you want to
continue?

[] Pleasedon'taskmeagain | ¥es || Mo |

The has been configured and is ready to create new virtual environments.
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Creating the Guest Environment on the Host

With the Hyper-V role installed, the individual environments for each Guest can be created and configured.
On the server, open the Start window and select Hyper-V Manager.

Administrator an

T & | .

Windows Administrative Hyper-V. Hyper-V Virtual
Server Manager PowerShell Tools Manager Machine...

3 -

‘Computer Task Manager

On the Manager screen, right-click the computer and select New > Virtual Machine....
= Hyper-V Manager =|a -
File Action View Help
«s nE B
=3 Hyper-V Manager H Actions
ég Mirtial
[ New Wl virtual Machine... | | - *
- CPUUsage  Assigned Memory  Uptime N
Import Virtual Machine... Hard Disk. ew
Hyper-V Scttings... Floppy Disk... [ps were found on this server (% Import Yirtual Machin...
Virtual Switch Manager... [| Hyper-V Settings...
Virtual SAN Manager... Y Virtual Switch Manage...
Edit Disk... & Virtusl SAN Manager...
Inspect Disk... 7 Edit Disk...
mn
Stop Service = E! Inspect Disk...
Remove Server = € (W) Stop Service
Refresh -
e No vittual machine selected X Remove Server
View 3 (3 Refresh
Help View »
] F_Hein

The New Virtual Machine Wizard will guide you through the process to create a new virtual environment on the
selected server.

Click Next to continue.

e New Virtual Machine Wizard -

[ &." Before You Begin
L y

Before You Begin This wizard helps you create a virtual machine, You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

Specify Name and Location

Assign Memor;

< v To create a virtual machine, do one of the following:
Configure Networking
« Click Finish to create a virtual machine that is configured with default values.
Connect Virtual Hard Disk « Click Next to create a virtual machine with a custom configuration,
Installation Options

Summary

["] Do not show this page again

Next> | [ Emsn | [ cancel
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Give the Guest a name. You can also choose to store the data for the environment in a different location.

i

*I Specify Name and Location

Before You Begin

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

New Virtual Machine Wizard

Choose & name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workioad.

Name: |Insert Machine Name Here

You can create a folder or use an existing folder to store the virtual machine. If you don't select 3
folder, the virtual machine is stored in the default folder configured for this server.

[] store the virtual machine in a different location

E:\

[<orevos | (o> | [ o | [ o]

Specify the amount of memory the Guest will have. This must be at least as much as required by the version of

Messaging to be installed. It is recommended that a minimum of 4GB be configured.

i

*I Assign Memory

Before You Begin

Spedify Name and Location

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

New Virtual Machine Wizard

Spedify the amount of memory to allocate to this virtual machine. You can spedify an amount from 8
MB through 14100 MB. To improve performance, specify more than the minimum amount recommended
for the operating system.

Startup memory: MB

[] Use Dynamic Memory for this virtual machine.

(@ When you decide how much memory to assign to a virtual machine, consider how you intend to
~ use the virtual machine and the operating system that it will run.

<mevon | [ nexts | [ oren | [ cone

Note: The

environment, and still have enough remaining for its own needs.

must have sufficient RAM installed to dedicate the desired amount of memory to the Guest
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To connect this environment to other systems, a virtual switch is required. Choose a switch for the environment to
use from the dropdown menu. Messaging requires this connection to provide access to the network and to the
Internet.

i

N I Configure Networking
=

Before You Begin

New Virtual Machine Wizard -

Each new virtual machine includes a network adapter. You can configure the network adapter to use a
wvirtual switch, or it can remain disconnected.
Spedify Name and Location

Assign Memary Connection:

Broadcom MetXtreme Gigabit Ethernet - Virtual Switch A
Configure Networking

Connect Virtual Hard Disk

Installation Options

Summary

<mevon | (vt | [ oren | [ cone

Select Attach a virtual hard disk later. Click Next.

i

New Virtual Machine Wizard -

*I Connect Virtual Hard Disk

Before You Begin

A virtual machine requires storage so that you can install an operating system. You can spedify the
Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

Specify Generation ) Create a virtual hard disk
Assign Memary Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking

Summary

New Virtual Machine. vhdx

E:}
127| GB (Maximum: 64 TB)
() Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

E:\

—T

Attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later.

<mevon | (vt | [ oren | [ cone
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8. The has all of the necessary information to build the virtual machine.

Review the settings and click Finish to create the new Guest environment.

i~ New Virtual Machine Wizard =]

E&I Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Name and Location J

Assign Memary SEIEIE
Configure Networking Name: -
Connect Virtual Hard Disk Memory: 4095 MB
Network: Broadcom NetXtreme Gigabit Ethernet - Virtual Switch
Installation Options tord Disk

Opsrating System:

To create the virtual machine and dose the wizard, dick Finish.

9. When the virtual machine has been created, you are returned to the Hyper-V Manager screen. The new Guest
environment is displayed.

Hyper-V Manager =9 -

25 Hyper-V Manager Actions

53 HosT Virtual Machines
& 1 HOST 2l
Name - State CPUUsage  Assigned Memory  Uptime N
I ew »
o- N GUEST Off
e Import Virtual Mac...

7 Hyper-V Settings..
T Virtual Switch Man...
Virtual SAN Manag..

Edit Disk...
< mn

26 E

! Inspect Disk...
Snapshots @

Stop Service

Remove Server
The selected vitual machine has no snapshots.

Refresh

O X (

View 3

=]

Help

GUEST =
=i Connect...

i

|ez_settin
@ start

Created: 6/27/2019 112541 AM Clustered: No s Snapshot
Notes:  None ¥ Move..

GUEST

Sl Beport..

=] Rename...

S Delete...

Summary | Memory [ Networking | Replication | 80 Enable Rep
nable Replication...

[ I

< [T >

HOST: 1virtual machine selected.
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10. Open Settings for the Guest machine, an
Messaging.

d verify or set the number of processors needed to properly support

’

Settings for GUEST on HOST

=E |

Q

~

= [Eil IDE Controller 1
&4 DVD Drive

11. Open the settings for IDE Controller 0.

m Processor

Settings for GUEST on HOST

DE Controller 0

&4 DVD Drive

12. Select Hard Drive, then click Add.

[cuEsT v] G
~ | [ Processor

New Virtual Machine vl

Settings for GUEST on HOST

b

-~
e

A Hardware
¥ Add Hardware
& BIOS
Boot from CD
S Memory
512MB
2 Frocessor
Vi
[ IDE Controller 0
= i IDE Controller 1
& % DVD Drive
Mone
B 5CSI Controller

—

L IDE Controller

You can add hard drives and CD/DVD drives to your IDE controller.
Select the type of drive you want to attach to the controller and then dick Add.

DVD Drive

-

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.

[ Network Adapter

13. Enable Virtual hard disk. Click New.

&

[New Virtual Machine V]

Settings for GUEST on HOST

[= oI

b

-~
e

% Hardware
¥ Add Hardware
& BlOS
Boot from CD
S Memory
512MB
2 Frocessor
1 Virtual processor
(= [EE IDE Controller 0

& Hard Drive
<file>
(= I IDE Controller 1

4 DVD Drive
Hone
¢ 5CsI Controller

0 Network Adapter
ot conpected

~
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s Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller:
[ 0E contraller o

Location:
v] [0 nuse)

Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the associated file. Spedify the full path to the file,

Virtual hard disk:

Browse
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In the New Virtual Hard Disk Wizard, click Next until you reach Choose Disk Type.

Enable Fixed size, and click Next.

= New Virtual Hard Disk Wizard -

:Q" Choose Disk Type

Before You Begin

Choose Disk
This type of disk provides better performance and is recommended for servers running applications

— — with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
pediyhiane aniocakon virtual hard disk and does not change when data is deleted or added.

What type of virtual hard disk do you want to create?

Fixed size

Configure Disk

) Dynamically expanding

Summary This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

O Differencing

This type of disk is associated in a parent-chid relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, 50 that you can revert the changes easily. Al children must have the same virtual hard disk
format as the parent (HD or VHDX).

[<orevos |[ o> ][ e | [ |

Specify the name for the drive, and a path to its location on the disk. Click Next.

s New Virtual Hard Disk Wizard -
:j" Specify Name and Location

Before You Begin Spedify the name and location of the virtual hard disk file.

Choose Disk Format

Name: |New Virtual Hard Disk.vhdx ‘

Choose Disk Type

Loaton: £ | gromse...

Configure Disk

Summary

< Previous |I Mext = m Finish H Cancel
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Enable Create a new blank virtual hard disk.

Enter the size for the drive in the space provided.

New Virtual Hard Disk Wizard

_-:_]/ Configure Disk

Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.
Chea: ®) Create a new blank virtual hard disk

Choose Disk Type I Size: GB (Maximum: TE)I
Specify Name and Location
() Copy the contents of the specified physical disk:
[ Prysical Hard Disk
Summary

Size

) Copy the contents of the specified virtual hard disk

<mevon | v | [ oen | [ cone

Note: The size for the drive is calculated in the same way as it is for any other voice server. Be sure to
reserve enough space to handle all of the traffic that will be passing through the system.

Click Finish to complete the installation.

The virtual environment is now ready to use. The device is currently Turned Off.

Turn it on @ to proceed with the installation of the operating system and the Avaya IX Messaging software.

Y

- GUEST on HOST - Virtual Machine Connection = | 2 [0 |
Fle Action Media Clipboard View Help

(] 0]

The virtual machine "GUEST' is turned off

To start the virtual machine, select 'Start' from the Action menu

Status: Off

Note: The virtual machine has no operating system and no applications installed. Once the machineis on, it
must be treated as a new computer. Install and configure an appropriate version of Windows and Avaya IX
Messaging.
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Hyper-V Server 2012

Microsoft Hyper-V Server 2012 is a stripped down version of Windows Server 2012 intended only for use as a Hyper-V
server. It has no desktop or other GUI components. It includes only the pieces of Windows required to host and manage
a virtual machine environment. It is freely available from Microsoft, and can be installed on any currently empty
computer.

Hyper-V Server cannot set up an environment on its own. A fully licensed version of Windows Server 2012 is still required
to create and manage the environment, but only a single license of Windows is required to administer many Hyper-V
servers.

On a computer with a full version of Windows, use an Internet browser to download the Hyper-V Server installation
ISO file from the Microsoft web site. Burn this file onto a CD/DVD.

Place the disk into the drive of the computer that will become a Hyper-V server. The computer's hard drive must be
empty. Boot the computer from the disk. The installation of the Hyper-V Server will begin automatically.

When finished, reboot the computer.
When the computer restarts, use the management interface to configure the network settings for that computer.

Server Configuration

DomainAlorkgroup: Domain:
Computer Mame:

Add Local Administrator

Conf igure Remote Management Enahled

Windows Update Settings: Manual
Download and Install Updates
Remote Desktop: Enabhled <all clients?

Metwork Settings
Date and Time
Help improve the product with CEIF Mot participating

Log Off User

Restart Server

Shut Down Server
Exit to Command Line

Enter numbher to select an option: _

Define the following items according to your site's networking requirements:

+«Domain/Workgroup +Computer Name
+Windows Update Settings +Download and Install Updates
+Network Settings «Date and Time

All of the other items are optional.
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From a computer that has Windows Server 2012 with the Hyper-V Role installed, open Hyper-V Manager.

Administrator an

(A

Windows Administrative Hyper-V. Hyper-V Virtual
Server Manager PowerShell Tools Manager Machine...

3 -

‘Computer Task Manager

Right-click Hyper-V Manager in the left-hand pane and select Connect to Server... from the dropdown menu.

=F| Hyper-V Manager = I:'-
Eile Action View Help

15

35 Hyper-V I Aetons
Ba Connect to Server... Machines
VA L -

View . - State CPUUsage  Assigned Memory  Uptime
Help

New 4
No virtual machines were found on this server. Impert Virtual Machin..

Hyper-V Settings..

T

Virtual Switch Manage...
Virtual SAN Manager...

Edit Disk...
< m >

bBRE

Inspect Dick...

®
2 X @®

Snapshots

Stop Service
Remove Server
No virtual machine selected
Refresh

View 4

H rep

Details

No item selected.

< ] >

Displays the Virtusl Switch Manager user interface.

When prompted, select Another computer. In the space provided, enter the IP Address or the name of the Hyper-
V Server machine. Click OK.

Select Computer

Connect to virtualization server

O Local computer

@ Ancther computer [ Browse... |

The server will appear on the list on the Hyper-V Manager main page. Follow the instructions for creating a virtual
environment as outlined beginning on page 632.

Note: The Hyper-V server management interface is only used to configure the domain and perform other
network setup procedures on that computer. All of the virtual environments are managed using the Windows
Server 2012 machine.
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2 4 AMAZON WEB SERVICES

Introduction

Many organizations are turning to virtual environments for their server needs due to their cost and efficiency. Instead of
a room full of servers, virtual servers on hosted environments can perform the functions of multiple computers.
Avaya IX Messaging can be installed into an Amazon Web Services (AWS) virtual network in the Cloud.

Pre-requisites

You must have an account with Amazon Web Services before proceeding. Servers on AWS must also be purchased and
configured. This can be a single server, or multiple machines in a virtual network.

The PBX for your company must be installed and operating correctly on one of the AWS servers.

The AWS servers should be specified with sufficient resources (CPU, RAM and HDD) for the program. The specifications
should be equal to or above those used for an on-premise installation of Messaging.

For Single Server installations: Minimum Client Hardware Specifications on page 46 in the Technical Operating Guide.
For HA installations: System Requirements and Capacity on page 21 in this document.
During testing, the following AWS server configurations were validated.

MODEL INSTANCE TYPE VvCPU (#) MEMORY (GiB) STORAGE (GiB) BANDWIDTH (Mbps)
m4.xlarge General Purpose 4 16 EBS only 750
m5.xlarge General Purpose 4 16 EBS only Up to 2120
c5.xlarge Compute Optimized 4 8 EBS only Up to 2250

Important Note

When using WebLM licensing:

If you install the WebLM license server within the AWS cluster, then no Internet access is required to validate your license
details.

If the license server is NOT part of the AWS cluster, then the Voice server (single server) or the Primary server (HA) DO
require an Internet connection to validate the license.
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Amazon Web Services

Installation

Avaya IX Messaging can be installed in a Single Server (SS) or High Availability (HA) configuration.
Follow the standard installation procedures for Messaging based upon the version of Windows being used.

¢ Purchase the correct type and number of AWS server(s) for your requirements.
¢ Configure Windows on each server with the appropriate roles.

¢ Install Avaya IX Messaging as you would on a local machine. Refer to the appropriate chapter of this
document for complete instructions based upon your server operating system. For HA environments,
ensure that the servers are installed in the correct order.
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In This Chapter:
652 Introduction
654 Legacy SSO
656 Hybrid SSO
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Single Sign-On (SSO)

Introduction

Legacy SSO

Logging in to Avaya IX Messaging applications (Web Admin, Web Access, Web Reports and Messaging Admin) is
handled using a 3rd party authentication provider, such as Salesforce, Google, Office 365 or Windows. This Single Sign-

On process let's clients use their credentials from the other applications to access Messaging. This is known as Legacy
SSO.

Clients open an application, are passed through Messaging and then onto the provider. The client's credentials are
authenticated by the provider and access is granted.

Select authentication provider

Your home server supports multiple authentication
methods. Please pick the authentication method you
want to use to identify yourself on the UC server.

Google
) Office 365

&=

AVAYA

» .
& T Windows

(® uc

Hybrid SSO

The preferred method for authentication is Hybrid SSO as it offers a higher level of security for your connections by
adding a certificate validation layer. The Voice Server, or the Consolidated Server in a High Availability environment, is
authenticated on the Avaya licensing server through a certificate enabled handshake. The client then uses whichever
login credentials they have available to complete the connection from their current location.

Clients open an application and are passed through to Messaging. If the connection to the accounts.zang.io server has
been validated by the certificate, the login request is sent to the provider for authentication. If either the connection is
not valid, or if the client's credentials are incorrect, then access is denied.

Important: The Hybrid SSO login procedure requires an active Internet connection. Only Legacy SSO can be
used if Internet access is disabled / locked-down (i.e. at high security, isolated sites).

A the end of the installation routine, you are asked to select the SSO method to employ.
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Legacy SSO
To use the Legacy SSO login method:

® On the SSO Configuration screen, enable Legacy SSO.

A UC 550 Configuration -
Mode
O Hybrid SSO fecommended)
® Legacy 350
Corfiguration
Providers: |Google Office365 Salesforce Avaya_Cloud Windows LC =]
[

® From the Providers dropdown menu, enable the authentication providers that you want your clients to use to access
Web Admin, Web Access, Web Reports and Messaging Admin. Items that are disabled will not appear during

login.
,' A Providers -
.
o Select 550 providers o be enabled
04 Googlg
.
S .
A UC 550 Configuration - o Enable
. =3
" . Cliert Id [ |
lode .
. Cliert Secret: [ |
O Hybrid S50 frecommended) "
© Logmer 50 . T Py ——
*
4 ——
Corfiguration R4 o
Providers: [ Google Ofice355 Salesforce Avaya_Cloud Wiindows LIC [ | I Enable
L
A Cliert Id: [ |
1 ' .
lo Cliert Secret [ |
" [7] Force user consent
.
. Redrsct URL: [ | ucsso/completion aspx
.
¢ Windows IX Messagiag
=T .
.
. Windows (NTLM) IX Messaging
.
*‘ Allow save credentials
.
. (] Resolve user principal name
.
.
‘ ok [ Gt |

Filling out these fields is optional and only required if you make use of OAuth2 when connecting to these providers.
e Client Id: Enter the OAuth2 client ID for the provider you have chosen.

e Client Secret: Enter the OAuth2 client secret value for the provider you have chosen.

e Redirect URL: Enter the URL for your company given by the provider you have chosen.

Resolve user principal name: When logging in to Windows, you must provide both the domain or computer name
and a username (e.g. salesdomain\brian or mycomputer\bob). When Resolve user principal name is enabled,
enter these details in the form userName@domain (e.g. fred@fredsplace.main). This format must be used
throughout the program wherever SSO login details are required to access other applications.

® Enable all that apply, then click OK.

® (lick Save when finished.
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Hybrid SSO

Important: The Hybrid SSO login procedure requires an active Internet connection. Only Legacy SSO can be
used if Internet access is disabled / locked-down (i.e. at high security, isolated sites).

To use the Hybrid SSO authentication method:

® On the SSO Configuration screen, enable Hybrid SSO.

A UC 550 Configuration -
Mode
@® Hybrid S50 frecommended) <—
O Legacy 550
Corfiguration
Providers:  |Google Office365 Salesforce Avaya_Cloud Windaws UC | =]

Domain [yourdomain.com |

S50 URL:  |hitps://es0 apps avaya.com |

Cetficate: | | l:l

® From the Providers dropdown menu, enable the authentication credentials that you want your clients to use to
access Web Admin, Web Access, Web Reports and Messaging Admin. Items that are disabled will not appear
during login.
Enable all that apply, then click OK.

A UC 550 Configuration -
o A Providers -
Mode .*
® Hybrid S50 frecommended) . * Select 550 providers to be enabled
O Legacy 50 .0 Cloud Onvgrem
* .
Configuration ) o3 Google Windows (NTLM)
Providers: [Google Office 365 Salesforce Avaya_Cloud Windows UC | | I Office 365 Alow save credertials
.
Doman:  |yourdomain.com | - [ Salesforce [ Resolve user pincipal name
‘e
S50 URL:  [hitps:/sso apps avaya.com | ., ] Avaya Cloud X Messaging
.
Certificate: | | E b IS
.

Resolve user principal name: When logging in to Windows, you must provide both the domain or computer name
and a username (e.g. salesdomain\jcarter or posSystem\rosier). When Resolve user principal name is enabled,
enter these details in the form userName@domain (e.g. fred@fredsplace.main). This format must be used
throughout the program wherever login details are required to access other applications.

® Enter the domain name where your Voice / Consolidated server is located in the space provided.

A UC 550 Configuration -
Mode

(®) Hybrid SSO (recommended)

O Legacy S50

Corfiguration

Providers: |Google Ofice365 Salesforce Avaya_Cloud Windows LC =]

Jooman:  [yeuwrdoman.cam I

SSOURL:  |hitps:/sso.apps.avaya.com |

Certificate: ‘ | l:l
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® Acertificate is required when using Hybrid SSO. Click the button to the right side of the Certificate field.
Choose Create to have Messaging build a certificate for you. Or if you have a certificate in PFX format that you
would rather use, click Import and select that file instead.

Select the certificate to use, then click OK.

Certificate -

Common name
CN=ix-550-f098e7d6c540322 1 09fe87d65c4

Thumbprirt
12345A6BC7DEFBYANT23845C67DB9EFDATB2C3D4

® Once back at the SSO Providers screen, click Save.

® Follow the instructions on this window to complete the installation.
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Cloud Configuration

1. Login to Avaya Cloud accourts
hitps.//accounts zangjo

2. Use credentials assigned as domain admin on Avays Cloud

3. Open your company apps setiings

4. Add OfficeLinx Services to your apps list f &t doss not exist

5. Open OfficeLinx Services app settings

6. Use configuration below in Public Settings section

{"S5S0"{"keys":[{"type":"AsymmetricX509Cert ", "usage":
e o w it B

~erfy “value' ~ WL
st

g

7. Save configuration




Single Sign-On (SSO)

—_

Click the link, or enter the URL into the address bar of a web browser to open the Avaya Cloud Accounts site.
Login using credentials for an account with administrator rights to the domain.
3. Goto Manage Companies, select a company (if more than one), and open the Apps tab.

N

AVAYA

YOUF Company Profile
& User Settings

Manage Companies > Company Profile n
_N Manage Companies

General Domains Manage Users Licenses APl Key Policy
Configure New App +

App

No Records Found

Company App USage Las updared: 2019/0718 1400

No Activities Found
4. Click Configure New App+. On the Product dropdown menu, select IX Messaging Services.

AVAYA

& User Settings

Manage Companies > Company Profile
& Manage Companies o B i n

Genera Domains Manage Users Licenses Apps APl Key Palicy

Back to manage apps

New App Settings

Genera
Product a
Q
Data Cenfiguration
Settings
This is an optional JSON sstting object
accessible only to authenticated users of
this company
example:
{ "theme-style”: "light", "example": "exampl
I OfficeLinx Services I

F=ER

5. You should land on the IX Messaging Services Application Settings page.
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6. Ensure that the option for JSON is enabled then scroll down to Public Settings. Copy the string from the Cloud
Configuration panel and paste it into the space provided.

A Cloud Configuration -

1. Login to Avaya Cloud accourts

hitps.//accounts zang io

2. Uss credsntials assigned as domain admin on Avaya Cloud
3. Open your company apps settings o - 5
o i = Officelinx Services v
4. Add Officelinx Services to your apps list if it does not exist
5. Open OfficeLinx Services app settings ® 350N @ Plain Text

6. Use configuration below in Public Settings section

2" AsymmetricX509Cern ", "usage ;" Verfy","value™.""
LI 58 e T T, it g, P

i By W |
e T g LR |
R .

e
o P iy, B i sy iy
e ey v

1 e P

N
a A D B £,

v, Public Settings
* o _Thisis an optional JSON setting object
ecgssible only to authenticated users of
this cBrapany.
*a

L d
example: - L
{ "theme-style": “:al‘k", Mexample”: "example
u

L d

Col:1200

Ln:i

entire

7. Click Save when ready. Returning to the Cloud Configuration panel, click Continue to complete the Hybrid SSO
configuration.

As long as the strings on both the Voice / Consolidated server and the Avaya Cloud server match, users will be able to
access the applications using their available credentials.

If these strings are not the same, then users will not be able to login using any credentials.
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2 6 UPGRADING AN ASP130 SERVER

Introduction

This chapter covers the steps necessary to upgrade an existing Avaya Solutions Platform 130 from Release 4.0 (ESXi 6.5,
Update 3) to Release 5.0 (ESXi 7.0, Update 2).

Procedure

Take the backup of Avaya IX Messaging and keep on remote servers.
See the UC Folder And File Structure chapter of the Avaya IX Messaging Server Configuration Guide for details on
Backing Up System Files.
To do the graceful shutdown of the application, log in to the Avaya IX Messaging application through vSphere Web
Client, and do the following;:
e Select the application, right-click, and then click Guest OS > Shut down.
The system displays the following message:
Are you sure you want to shut down <virtual_machine_name>.
e To proceed, click Yes.

Note: If you have a virtual machine on the host, perform a graceful shutdown of the virtual machine.

Important: Ensure that there are no calls running on the system.

Upgrade Avaya Solutions Platform 130 from Release 4.0 to 5.0.
For information about upgrading Avaya Solutions Platform 130 from Release 4.0 to 5.0, see “Avaya Solutions
Platform 130 Series: Upgrading to ESXi 7.0 Update 2 from ESXi 6.5.x" available from support.avaya.com.

If the Avaya Solutions Platform 130 upgrade is successful, power on Avaya IX Messaging and ensure that it is up and

running.

If Avaya IX Messaging is not up and running, go to step 5.

If the Avaya Solutions Platform 130 upgrade fails:

¢ Do the fresh deployment of Avaya Solutions Platform 130 Release 5.0.
For information about installing Avaya Solutions Platform 130, see “Installing the Avaya Solutions Platform 130
Series” available from support.avaya.com.

e Deploy Avaya IX Messaging at the same version it was before the Avaya Solutions Platform upgrade.

e Restore the backup that is taken at step 1 and ensure everything is working fine.
See the UC Folder And File Structure chapter of the Avaya IX Messaging Server Configuration Guide for details on
Restoring Files.

(Optional)

If Avaya IX Messaging is not up and running:

¢ Do thefresh deployment of Avaya IX Messaging at the same version that it was before the Avaya Solutions
Platform 130 upgrade.

e Restore the backup that is taken at step 1 and ensure everything is working fine.
See the UC Folder And File Structure chapter of the Avaya IX Messaging Server Configuration Guide for details on
Restoring Files.

Note: If multiple applications are on the same server, follow the upgrade order for restoring the backup.
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APPENDIX A: REVISION HISTORY

DATE ISSUE CHANGE SUMMARY

30 September, 2019 10.8 (1) Initial Document Release

1 October, 2019 10.8 (2) Added warning not to take snapshots / checkpoints on virtual
machines while the servers are operating.

4 October, 2019 10.8 (3) Reinstated and updated chapter on upgrading from Officelinx
9.x+to IXM 10.8.

16 October, 2019 10.8 (4) Added the SSO configuration step to the upgrade section.

17 October, 2019 10.8 (5) Carbonite Availability v 8.3 has not been validated, so we only

officially support version 8.2 for now.
Strengthened warning against Carbonite in High Security sites.

7 November, 2019 10.8 (6) Modified Maximum System Capacity requirements.

15 November, 2019 10.8 (7) Creating self-signed certificates may not be allowed at JITC sites.
Added a procedure to create public and private certificates for HA
environments.

2 December, 2019 10.8 (8) Added Role setup to HA installation for Windows 2016 machines.
2012 and 2016 have different requirements.

23 January, 2020 10.8 (9) Moved the HA upgrade section into its own chapter. Revised
Carbonite chapter to reflect that it can only be used on the
Consolidated server, not on the Primary or Secondary servers.

4 February, 2020 10.8 (10) Removed server specs from WebLM. Directed users to Avaya
docs.
Added new option to SSO configuration: Resolve user principal
name.
New note for upgrades requiring the use of the correct user
account when logging in.

10 February, 2020 10.8 (11) There is a new path and procedure for upgrades. Download the
files in a zip file, unpack and launch the installer.
Changed the VM Support chapter to include HA support for the
Primary server.

25 February, 2020 10.8 (12) Added note to TLS section to make explicit support for UC
management programs like Avaya Aura.
New paragraph on license expiration milestones for HA Primary
server not functioning.
Included System Requirements chapter from TOG for sizing
referencing.

3 March, 2020 10.8 (13) Added chapter supporting Windows Server 2019.

25 March, 2020 10.8 (14) New chapter on how to backup Remote CSE servers in an HA
system.

16 May, 2020 10.8 (15) Cleaned up leftover references to TSE.

28 May, 2020 10.8 (16) New chapter on stopping services before updating Windows.

24 June, 2020 10.8(17) Added Geo Redundancy requirements to the HA chapter.
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Appendix A: Revision History

DATE ISSUE CHANGE SUMMARY

7 July, 2020 10.8 (18) Added the SRM to the list of services that must be stopped before
updating the Windows O/S.

29 July, 2020 10.8 (19) Adjusted the minimum requirements for installation.

31 August, 2020 10.8 (20) Updated system and O/S requirements.

9 October, 2020 10.8 (21) Corrected an omission in the Windows 2012 installation
procedure.

27 October, 2020 10.8 (22a) Included a note that each Remote CSE Server can only support a
single email type.

4 January, 2021 10.8 (23) Updated installation to say that Microsoft .NET Framework 4.7.2 is
required.

12 April, 2021 10.8 (24) Added requirements for VMWare client provisioning. Corrected
several steps in the DB Migration process.

21 April, 2021 10.8 (25) Fixed some configuration issues and changes to Carbonite setup.
Included Windows 2019 support to HA environments.

6 July, 2021 10.8 (26a) Updated installation specifications to require RAID 10 hard drive
array.

28 July, 2021 10.8 (27) Updated the TCP/IP Ports table. Removed support for vMotion.

10 August, 2021 10.8 (28) Added requirement to select port 5061 for MWI TCP and TCP
setup.

16 September, 2021 10.8 (29) New chapter for updating an ASP130 from version 4.0 to 5.0.

Included procedure for adding additional Secondary voice Servers
to an HA environment.

30 September, 2021 10.8 (30) Clarified the upgrade steps when moving from and older version
of Officelinx (<10.x) to a later version requires moving to 10.1
first.

5 October, 2021 10.8 (31) Revised the procedure for removing unwanted language packs.
Added new provision for passwords (only one per user at a time).

28 October, 2021 10.8 (32) Removed references to POP3 and IMAP4 as they are not
supported.

26 November, 2021 10.8 (33) Time zones for each server in an HA environment must be

configured identically. Added support for Edge Chromium.

1 December, 2021 10.8 (34) Note: Using an administrator account to perform routine
functions leaves the servers open to malicious software attacks.
Therefore, it is strongly recommended that each user with
administrative privileges is also assigned a standard user account.
To maintain security integrity, the administrator account should
only be used when necessary, and should be immediately logged
out afterwards.

14 December, 2021 10.8 (35) Adjusted the order of operations when updating an HA
installation. Removed references to DVDs.

16 December, 2021 10.8 (36) Added some clarification on the EFS certificates for JITC
installations and how they are used.
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